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~ (For candidates admitted fi‘om 2020-2021 onwards)
M.C.A DEGREEEXAMINATION , NOVEMBER 2023.
Computéf Applications — Elective
COMPUTER NETWORK AND SECURITY
Time : Three hours Maximum : 75 marks -
PART A— (10 x 2= 20)
~ Answer ALL quest‘ions‘.
1. Write down the ‘uses of computer netwc_)rk.A
2. Write a note on Point-to-point links. |
3.~ What is Data origin authentication?
4.  Define ljigital Signature. |
5.  What is steganography?
6. Define fhe ‘monoalpbhabt'at‘ic éipher.
7. . How does a one-way function work?

8 What are three broad categories of apphcatlons of
public-key cryptosystems‘?




9.  Whatis RFC 53227

10. Why is R64 conversion useful for an e- mall

application?

PART B — (5 x 5 = 25)

Answer ALL questions, choosing either (a) or (b).

11.  (a)-
()
12.  (a)
(b)
13. (a)
(b)
14. (a)

(b)

Write short notes on Wireless LANs, Wireless
WANS.

. Or
Write short notes on ARPANET.

Difference between Pass1ve and . Active

© attacks.

Or

Explam the challenges of computer and

network security.

‘What is the difference between a block c1pher :

and a stream cipher?
, . Or
Briefly describe AddRoundKey.

What basic arithmetical and logical functions
are used in SHA?

Or

Write short notes. on trap-door one-way
function.
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15.

16.

17.

18.
19.

20.

(a) Explain Cryptographic Algorlthms Used in
S/MIME. ' , :

Or

(;b)‘ Discuss in detail about Malicious software.
PART C — (3 10 = 30)
Answer aﬁf THREE questiox;s.
Draw and explain the TCP/IP Referenee Modei.

List and briefly deﬁne the categomes of security -
mechamsms

Briefly describe the key expans1on algorlthm
Discuss in detail about Message Authentlcatmn

Write short notes on IP Security Policy.
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