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ABSTRACT

The Internet of Things (IoT) brings a revolutionaclgange in the modern
computer era. It enables physical objects to canaed communicate with each
other. It also connects things to humans, maclinedchine and human to machine.
They are connected and they communicate directipdirectly through the Internet.
IoT makes human lives much easier. The growth ®ftechnology is unimaginable
in recent times. 0T technology empowers humank sginsors and other loT-enabled
smart devices. 0T devices are resource constranddmore affordable. 10T devices
do all the work efficiently through sensors anduatdrs. It changes the workstyle of
humans by incorporating other technologies suchAdsgicial Intelligence, Data
Mining, Neural Networks and Machine Learning. Thefprmance of 10T systems is
much faster than the performance of humans’ comwealt working methods. The
tremendous performance of the 10T in the contemponarld makes it difficult for
the user to gauge which technology will rule footer decade. 10T products are
becoming more popular, attractive and sophisticédednankind. Many innovative
products are manufactured based on loT technoltdpny corporate companies
envision the needs of 10T technology for userdlitha fields for the next ten years.

Though the 10T has made significant advances inpeter science, it has a
number of issues, including data collection, qyadit service, security, and privacy.
Security plays a vital role in the I0T. There artfedent types of security in the IoT,
like device security, data security and networkusz. Among these security issues,

network security has been thriving recently in a@sk. Rank attacks, hello flood



attacks, wormhole attacks, blackhole attacks, warsiumber attacks, sybil attacks,
selective forward attacks and sinkhole attacksadlreypes of attacks against routing
protocols in a network. Out of all these attacks, tank attack is the most vulnerable
attack. In this research, three techniques, sucRESI based rank attack detection
techniqgue (RACE), Level based rank attack detectiechnique (LEACE) and
Location based rank attack detection technique (EA@re proposed to detect rank
attacks in RPL based IoT networks. All three ofsthéechniques are implemented
using the Cooja simulator over the Contiki opergsystem.

The RSSI based rank attack detection techniqueCf®As used to detect the
rank attack based on the received signal stremgticator (RSSI) value of a node in
the network. The RACE consists of three phased) siscthe DODAG construction
phase, the TRRX computation phase and attack dmtguhase. In the first phase, the
DODAG is constructed by hop count (objective fuorji The second phase is used
to compute the RSSI value of the nodes in the nétwihe RSSI value of each node
in the network is calculated and stored in the rammte. And also, the total RSSI value
of a node towards the root node is computed udiegiritermediator nodes of that
node and stored in the root node. In the third phtge rank attack is detected using
the RSSI value of the nodes in the network. The RA€chnique is compared with
the existing technique called RDAID. The RACE tegme works better than the
existing technique in terms of packet deliveryaathroughput and attack detection
accuracy. The limitation of the RACE techniquehe tetection of rank attack in an
obstacle environment. Because some problems aideeaRSSI value is not received

properly in an obstacle environment.



The Level based rank attack detection techniqué\QIE) is proposed to detect
rank attacks using a node’s level in the netwovienein an obstacle environment. In
the LEACE technique, the nodes are divided inteelevThe level and rank of each
node correspond to each other in the RPL basedédwork. The rank and level of
the nodes in the network are synchronized with edbhr to detect rank attacks. The
level of a node is verified when a node broada&staink. So, the rank attack is detected
when there is an inconsistent change in the ramklewel, which are synchronized
with each other. The LEACE technique is compareth wie RACE technique. The
LEACE technique outperforms the RACE techniqueeimmis of packet delivery ratio,
throughput and attack detection accuracy. The teteaccuracy of rank attacks in
RPL based IoT networks has to be improved morettgol ocation based rank attack
detection technique (LACE) is proposed to improttack detection accuracy.

The LACE technique utilizes the location of eachdedo detect the rank
attack. In RPL network, the rank of a child nodewdt be higher than the rank of its
parent node. Because the RPL network increasesatiie of a node from top to
bottom and decreases it from bottom to top. Totiflethe rank attack, the location of
each node has to be calculated. The location &f eade in the network is identified by
calculating the distance of the nodes towards dlo¢ mode using Manhattan distance
and stored in the root node. The distance of a mdbhecked when a node publishes
its rank. The rank attack is identified when thisran inconsistent change in the rank
and distance between a child and its parent. ThEHE Aechnique is compared with
the LEACE technique in terms of packet deliveryiaathroughput and attack

detection accuracy. It performs better than the CEAechnique.



These three techniques are used to detect rankksatia RPL-based loT
networks. The STARO Framework is proposed to ussdhrank attack detection
techniques efficiently. The STARO framework utikzall three techniques according
to the nature of their behaviour. And the LACE teidue is deployed in the smart
hostel environment. Thus, deploying the STARO framor provides a rank attack

free 10T environment.
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Chapter - 1 Introduction

CHAPTER -1

INTRODUCTION

1.1 Overview

Internet of Things (loT) is a magic word which de=athe magic world
through the automation system. In the 10T systamthang can be connected through
the Internet. The typical things become Internefbings when they are connected
and communicated through the Internet. Million®bjfects can be connected through
the 10T technology [Gup, 20]. Several communicati@echnologies are used to
connect the objects in 10T. And different typescofnmunication models are used in
IoT based on the needs of the users. 0T attraetig/ene by its unique characteristic
of twenty four hours services at anywhere.

IoT technology is emerging in all the fields thrbogt the world [Jia, 21].
Though, it emerges in all the fields, it does navén any standard architecture. The
architecture may vary based on the requirementth@fusers concerned with the
applications. 10T is used in many applications tigtwout the world and IoT makes
the hard work into smart work through the automatmocesses [Asi, 21]. IoT
applications reduces the human works by connedhimgys into one system. Since,
things are connected and communicated throughntesniet, there are many issues
and challenges while using the I0T. Among the issgecurity is the major issue in
oT [Fad, 17]. Among the security issues, netwaekuwsity is the most notable one.
Attacks in Routing Protocol for Low power and Logs¥gtworks (RPL) is a salient
issue in 10T network.

In this Chapter, the basic concepts of loT suathedisition of 10T, characteristics

of IoT and communication technologies in 10T ar¢éaded clearly. I0T architectures,

Rank Attack Detection Techniques for the Internethihgs 1



Chapter - 1 Introduction

IoT applications, issues and challenges in loTtinguprotocols in 1oT and attacks in
RPL protocol are discussed. This chapter provites fundamental knowledge to

understand the purpose of this research work.

1.2 Basic Concepts of loT
1.2.1 Definition

The term IoT was coined by the Kevin Ashoton in 99Bev, 09]. The loT
was used in the supply chain management with Riadiquency Identification (RFID)
tags at the first time [Neh, 19]. Internet of Thenig a technology which connects
physical and virtual things by the Internet. Thamected things in the 10T have their
specific identities in the network. Things are commmated with each other using their
unique ID. The things connected in the 10T envirentncan collect data using various

sensors. The 10T technology is used worldwide beead its unique characteristics.

1.2.2 Characteristics of 10T
The unique characteristics of 10T make the techypline best among other
technologies. The characteristics of loT attralsesusers to use loT technology in all

the fields in the world. The Figure 1.1 shows chtastics of l10T.

Intelligence Self-configuring
Sensing Energy
I
Connectivity 0 Scalability
-~
Dynamic and Availability
self-adapting
N—

Figure 1.1 Characteristics of 10T

Rank Attack Detection Techniques for the Internethihgs 2
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Intelligence: 10T has the intelligence system which makes theddwtr work into
smartest work. The intelligence system in loT extsathe knowledge from the
collected data using the sensors [Dee, 19]. Basdtl@needs of the conditions given

in the 10T system, the intelligence provides theises.

Sensing: The sensing characteristics plays the major roliénloT technology. The
sensing process is done in the physical layerebBsfit types of sensors are used based
on the requirements of the applications [Sil, Z3nsors sense the data based on the
condition given in the loT system. The sensing ab@ristics is used for gathering

the data and generating the output based on thergakt data [San, 21].

Connectivity: The connectivity characteristic makes sure the eotions between all

things in the loT system. 10T connects millionspdiysical and virtual things using
their distinct identification [Jie, 20]. The connien of all the things makes the human
more comfortable. All the things are communicateciigh the connections in the

loT environment.

Dynamic and Self-adapting: 10T is a dynamic system which adapts the envirorimen
based on the needs of the services for the uséws.dynamic and self-adapting
characteristics are the major key factors for mgldecision in an 10T environment

[Mah, 17b].

Self-configuring: 10T enables self-configuring process in the conegctetwork. The
self-configuring characteristic allows all devicgh as sensors, network devices and
other devices to work together to complete the sagkven for the system. It

automatically configures the latest upgradationti@ loT system [Key, 16].

Rank Attack Detection Techniques for the Internethihgs 3
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Energy: 10T uses less energy to complete the tasks. loTcdswonsume less energy
to perform their given jobs. This special characteakes the users to go with IoT
technology to save power and reduce the cost iptwer supply [Bha, 21]. Many
corporate companies utilize the energy characterishd make several energy

efficient IoT products.

Scalability: 10T has the ability to scale up in all the dimemsicsuch as hardware,
software and performance of the system. It givescigp attention among other
technologies in terms of increasing and decreashw sources based on the

requirements of the users [Dam, 20].

Availability: 10T provides services at any time at anywhere [Y18]. Since the
system is connected through Internet, all the ses/can be given at any time based

on the requirements of the users [Abh, 19].

1.2.3 Communication Technologies in 0T
Various communication technologies are used inrlefwork to communicate

efficiently with 10T devices connected in the netlwfNas, 20].

Near Fidd Communication (NFC): NFC is the near field communication technology.
NFC uses radio frequency for communication procB$€’s function is categorized
into three ways firstly touch and go, secondly toaad confirm and thirdly touch and
connect. It is a short range communication techogpoldhe NFC enabled devices can
communicate within few centimeters. In the begigniof this communication
technology, NFC was used in mobile devices onlydS20]. But after the growth of
the loT technology, NFC is used in many applicaticGuch as banking, logistics,

ticketing, transport cards and health care.
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Radio Frequency I dentification (RFID): Radio frequency identification communication
technology uses RFID labeled tags for communicatiéman early stage, it was used
to track the objects. But nowadays, RFID is usethuoT technology for various
purposes such as payment, logistics, library systeteges and schools Enterprise
Resource Planning (ERP) system and asset managesysetn [Pao, 21]. RFID

communication technology can work only within 10 w200 m.

Bluetooth: Bluetooth is the wireless communication technologgd to share data
through electronic devices. The technology usedenasnd slave method for sharing
the communication. The Bluetooth enabled devicesccemmunicate with each other
once they are paired with one another [Jue, 19% thostly used in Personnel Area
Network (PAN). The communication range for the Bbeoth technology is ten to

hundred meters. Bluetooth with I0T enabled deviaes used in many applications

like smart health, smart home, smart class roompaidic transportations.

Wireless Fidelity (Wi-Fi): Wi-Fi communication technology is used in Local are
Network (LAN). Compared with Bluetooth, it has mexim communication range.
The communication range of Wi-Fi is up to hundreetens. Internet can be easily
accessed through Wi-Fi communication technologyrdivides flexibility to use the
Internet within its communication range. The mast kenabled devices uses Wi-Fi
for the communication. Because, Wi-Fi is the besnhmunication technology for

mobile devices [Ann, 18].

ZigBee: It is used in creating Personal Area Network (PAN)is mostly used in
industrial side as well as in the medical line heseait provides very long battery life.

It supports good number of nodes to be connectatkrusingle communication
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network [Sus, 19]. It covers up to thirty metetsislused in many loT applications

which required long life battery feature.

Z-Wave: It is low power radio frequency communication tedogy. It is mostly used in
home automation [Tar, 17]. There are lots of Z-wareabled devices invented

especially for the smart home. Communication rasfgéWave is up to hundred meters.

Long Rang (LoRa): It is long range and low power communication modtels used

in wide area network [Qih, 19]. Among other low pwcommunication technology
only LoRa has maximum communication coverage. MaoRa is utilized in many
loT applications for communicating IoT network evam the long range. The

communication range of LoRa is up to ten kilometers

Narrow Ban |oT (NB-IoT): NB-IoT is broadly used and fast growing low power
communication technology. It is used in several Applications especially for the
commercial products. It has long life battery cagyadt works excellently in indoor
environment. Massive number of connections can ¢tabéshed though NB-IoT

[Abd, 21].

SigFox: It is one of the low power communication technoésgihich is used to scale
up the connectivity in the loT applications. Thisnmanunication technology is very
reliable in the communication process. It is cdBtient technology. Many researchers
are using SigFox in loT based indoor and outdooali@ation applications [Kai, 18].

The communication range of SigFox is forty kilomste

1.3 10T Architecture
There is no standard architecture for 0T [Mar,.Bdsed on the needs of

researchers the 10T architecture varies. 10T prewidiverse applications in all the

Rank Attack Detection Techniques for the Internethihgs 6



Chapter - 1 Introduction

fields. At the early days of 0T lifestyle, onlyrde layer architecture was used which
was proposed by Internet Engineering Task ForcER)EThe usage of 10T technology is
increased day by day in the modern world. The Ichitecture is also got transformation
from three layer architecture into four layer atebiure and five layer architecture
based on the requirements of the users. In futine,architecture may get newer
version according to the necessity of the moddastlyle. Figure 1.2 illustrates the

three types of IoT architectures [Muh, 18].

loT ARCHITECTURE

Three layer Four layer Five layer

Application layer Application layer Business layer
Network layer Network layer Application layer

sopport o rocesingore

Perception layer Transport layer

Perception layer

Figure 1.2 10T Architectures

1.3.1 Three Layer Architecture

Three layer architecture is the first layer arattitee which was proposed by
the IETF. This is the base architecture for othrehidectures in 1oT. The layers in the
three layer architecture are perception layer, agtdayer and application layer. The

three layers in the architecture do their unigues jw form loT networks.

Perception Layer: It has the responsibilities to monitor the physialjlects in the loT

network. All the physical objects such as sensacsyators and other connecting
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objects lie in the perception layer. Data collectand objects monitoring works are

done through the perception layer using the sensors

Network Layer: It helps to connect the things in the physical faygough various
network device and servers. The connected thingscammunicated via different
communication technologies. It is used to transnd process the collected data in

the IoT network.

Application Layer: This layer acts as the interface between the usgthe objects in

the IoT network. It is used to provide applicatgpecific services to the users. Many
IoT application are created in two different waykse Imobile applications and web
applications. The raw data collected from the patioa layer is processed though

network layer and is delivered through applicateyer as service.

1.3.2 Four Layer Architecture

In four layer architecture, only one layer is adddditionally. The layer which is
there in the four layer architecture and not tharéhe three layer architecture is the
support layer. Works of the other layers such asgpion layer, network layer and
application layer are same with the three layehiggcture. In this section, only the

support layer is discussed.

Support Layer: The support layer provides the confirmation thed information is
sent by the legitimate (authentic) users or notldp confirms that the sent data is
protected from threats. It has major responsibiikg authentication of the data in the

four layer architecture.
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1.3.3 Five Layer Architecture

In five layer architecture, the two layers suchpesception layer and the
application layer are same, compared with threerland four layer architectures.
Three layers namely transport layer, processingrland business layer are different
from other two architectures. This section detailyy the transport layer, processing

layer and business layer.

Transport Layer: It takes the responsibility of transferring thesar data to the next
layer through communication technologies such a$DRINFC, Wi-Fi and other
technologies. Once the data is collected in thegqpion layer using sensors, the

transport layer starts the transmission of theectdld data to the concerned layer.

Processing Layer: This layer plays a vital role in five layer arclutere. It is used to

process the stored data using various processthgitpies. After processing the data,
the data is analyzed using the analytical andssizai methods. Cloud computing
provides for storing and processing data in fiwgetaarchitecture. Machine learning

and big data techniques are also used for progeasith analyzing the data efficiently.

Business Layer: The business layer makes the I0T services intonkssi through
different applications that are needed in the aoptaary world. It is responsible for
making the profit models in the lIoT system and dtsmanages the users’ policy
while making the profit models.

The work of the loT architecture is same in allethrtypes of layered
architecture. But the layers are divided and giseme specific jobs to process within
the layer. Even though, there are many types ddrlaychitecture available for IoT

technology, the three layer architecture is thelmdsll architecture.
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1.4 Applications of IoT

IoT emerges very fast and no other technologies path I0T growth and its
vast applications in the recent years. 10T utilia#ghe technologies and provides the
best 10T enabled applications to the users [Go}, ”ie applications of IoT are much
needed in the present times. Automation procedisenoT applications draws all the
people’s attention towards loT technology. Theeeraany IoT applications available,
but in this section only the most used applicatiares discussed. Figure 1.3 presents

the most used loT applications.

Smart Home Smart Retail

Smart City Smart Farming

loT
Applications

Smart Healthcare

Smart I ndustry

Smart Transportations Smart Grid

Figure 1.3 Applications of 10T

Smart Home: The most used 0T application over the world is gsrhame. All the
physical objects in a home are connected and conaatga with each other. Smart
light is turned on automatically when people emiés the house or room. It saves the
energy and reduces the electricity cost. Smartiapgts like refrigerator, television,
washing machine coffee makers can communicate @att other in the smart home
[Cri, 21]. It provides security for the home by nitoning the home using cameras and

security alarming system.

Smart City: In the smart city, the city is controlled by theTlenabled system. It

provides smart street light which saves the enesmgrt garbage system, monitoring
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the city which provides security to the city, trauk all the city’'s moveable and
immoveable assets and connecting the city officeprovide better service to the

city’s people [Abb, 21].

Smart Healthcare: It provides enormous services to the patients. tHeanditions of
all the patients are monitored by different sensord wearable 10T enabled devices.
The health conditions of the patients are senbgieally to the Doctors automatically.
The Doctors can give instant medication to thegoési with help of 10T system in the
healthcare. In smart health care, doctors no needrry any manual records to check
patient’s conditions. Because, everything is digiéal [Tra, 21]. It reduces the risky

situation and death cases in healthcare.

Smart Transportations: It provides many smart services through 0T systé&he
smart transportations give hassle-free journeyéopassengers, because everything is
monitored and controlled perfectly. The servicegegiunder the smart transportations
are accident free journey, automatic ticket coltectsmart parking, location tracking,

emergency notification system, and traffic freerjay [Abb, 21].

Smart Retail: In retail industries, the 10T technology is used lboth large scale as
well as small scale retail. It improves the ovepaiformance of the retail [Kun, 21].
It is used for supply chain logistic managementteysin retail by tracking and
monitoring things [Sha, 21]. It analyses the cuspreatisfaction level on each
products. It also prevents the product breakages lised in food safety monitoring

system by maintaining the temperature of the stoapins.

Smart Farming: 10T does many wonders for the farmers through sfaaning. The

smart farming reduces the manual works of the fesmehe smart farming system
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increases productivity compared with the traditiofsming [Abh, 20]. The smart

farm is maintained and monitored by sensors ancecasn So, it efficiently uses the
farming sources such as water, electricity andlifest according to the needs of the
crop. It includes automated pesticide, smart itragg disease identification and field

monitoring such as humidity, temperature and soilstare [Sob, 20].

Smart Industry: All the industries are started to use loT based rsnmalustrial

process. It reduces the human resources and sheesidney. It connects all the
technologies such as Artificial Intelligence, Clo@mputing and Data Analytics
under one system and dynamically works togetheotoplete the tasks [Moh, 20]. It
helps the workers to work safely with the help etwrity monitoring system. It
optimizes the production process and reduces thkleanl of workers in the industry.

It saves energy and reduces the electricity cattnaaintenance cost.

Smart Grid: The smart grid system works better than the comweal grid system
[Bha, 20]. The smart grid system is controlled amzhitored through sensors and loT
enabled devices. It reduces energy wastage arehses energy supply chain [Hos, 19].
It prevents from the power leakage problem and ides/secure and safe environment
to work in the grid system [Son, 21]. Smart gridasmed in many fields like retail

stores, educational institutions, hospitals angh@@te companies.

1.5 Issues and Challenges

The outcomes of the 10T technology is incrediblet,Bn one hand, the IoT
technology is growing more and more in all thedgeénd in the other hand, the issues
in 10T also increasing a lot [Tin, 20], [Vip, 17The issues and challenges are the

headache of the IoT technology. The major issudschallenges are as follows.
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Internet Outage: All the things in IoT system are connected throtigh Internet. If
there is Internet outage in the IoT environmeng #system cannot work. The loT
connection should be there in both sides like drpiest point and the response point.
If the 10T system gets internet connection eitheithe request point or the response
point, the task cannot be completed. It has to wlaiboth the ends get the Internet

connections. The Internet outage issue puts thes use big trouble.

Lightweight: 10T is a light weight technology. 10T devices hawdy limited power

and limited storage capacity. 10T devices haveetoegergy periodically to be connected
in the network. Since, 10T has limited storage hragnount of data cannot be stored in
IoT devices. Even it cannot use the heavyweightritlyns for processing or security

purpose. It supports only lightweight resources.

Connectivity: 10T technology is being used worldwide. The 10T ides are increasing
day-by-day throughout the world. It is capable ohwrecting millions of devices
under one system but reliability of the connecti@ms not ensured for the users.
Connecting all the devices through the world igeqdifficult due to limited bandwidth

and other problems in the networks.

Big Data: Millions of devices are connected to IoT networKl e devices are
generating data every second, hence the data bedngdata. The loT system struggles
to handle such amount of data. So, handling thedaig in 10T network with light
weight technologies is not so easy [Rah, 20]. Clmatinologies are utilized to handle

the big data.

Privacy: It is one of the major issues in l1oT. Though, I@Ehinology admires all the

people in the world by its fabulous services to pleeple, everyone worries how to
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get rid from the privacy issues. In the connecteatldveverything can be tracked,
even the human beings too. And all the sensitita dee stored in the cloud which is
third party [Nar, 20]. The sensitive and the coefitlal data can be hacked. So, the

effective privacy policy cannot be expected whiseng |oT technology.

Security: Security is major concern in loT network. In loTssm, all the security
issues are notable such as data security [Miz,deRjfice security and network security
[lev, 19]. Data can easily be tampered by the hack&ecause, all the data are being
stored, communicated and processed via the Intefinet IoT devices face lots of
security consequences such as virtual device ajprand illegitimate controls over
the 10T devices. Among all these issues, netwodkisy is the most prominent one.
The loT network has to be secured from the attégketruders. If the 0T network
security is broken, the intruders can get accesbdcentire 10T system. To prevent
from these issues, the network routing protocolstrbe secured. Because the routing

protocols play major role in I0T technology.

1.6 Routing Protocols

Routing protocol is used for constructing optimakipto communicate and
transfer data in the loT networks. 10T routing pitls are responsible for finding
and providing the suitable path to the nodes inndsvork based on the needs of the
nodes. The efficient routing system does not walygut the accumulation of data in
IoT environment. Efficient routing process giveseefive outcomes in the network.
There are three types of routing protocols usedoih network such as reactive

protocol, proactive protocol and hybrid protocohja, 16].
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Reactive Protocol: It is also called as on demand routing protocolmékes path
based on the requirements of the nodes in the mietWocreates routes when source

needs to send the data to the destination [Amo, 16]

Proactive Protocol: It maintains the routing table for the network.eThouting
information is periodically updated in the routitaple. The paths are created based

on the routing table for each node in the netwaik, 16].

Hybrid Protocal: It is the combination of both reactive and proacpwotocols [Amo, 16].
Table 4.1 lists the routing protocols used in I@Iwork.

Table 1.1 Routing Protocols in 0T

S. No. | Reactive Protocol Proactive Protocol HybridProtocol

1 AODV, AODVv2 OLSR and OLSRv2 ZRP

Routing Protocol for Low
2 LOADNg Power and Lossy SOC-M2M
Networks (RPL)

3 TORA GPSR -

4 SEER - -

The protocols listed in table 1.1 are most usedimguprotocols in 0T
network. Among all the protocols, proactive protoemrks better in difficult 10T
environment. Because, it maintains routing infoioratand it is easy to solve any
issues in the network by getting information frohre trouting table. In proactive

protocols, issues in the RPL protocol researctoiseechy many researchers.

1.7 Routing Protocol for Low Power and Lossy Netwdes (RPL)
RPL is designed for Low-power and Lossy Network&N) It is distance

vector routing protocol. It is a resource constraiotocol which uses low power, low
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memory and low battery lifetime. It supports paiatpoint, point to multipoint and
multipoint point to point network traffic methodK. has two mode such as storing
mode and non-storing mode. In storing mode eacle stales the routing information.
Storing mode may cause shortage of memory in rgutble [Bar, 18]. Because, it
accumulates the routing information in the tablée Thon-storing mode stores the
routing information in root node itself. Non-stagimode creates more traffic in a
network. Because, every request is directed towdrdsroot node only. RPL uses
Directed Acyclic Graph (DAG) topological method. RB the destination oriented
protocol. So, it makes Destination Oriented Dirdc#cyclic Graph (DODAG) to
create a network.

Objective Function (OF) is used for constructing BIODAG in loT [Han, 19].
OF is also used to select and optimize routes twork. The most used objective
functions are expected transmission count (ETXp bount (HC) and energy. RPL
uses four types of control messages to manage R®ork. Figure 1.4 illustrates the

format of the RPL control message [RFC 6550].

(%] 1 2 3
01234567890 123456789012345678901
A e e A g R
| Type | Code | Checksum |
g g g s e s e s e S e e e

Base
Fot-Fot-t-t-t-toF-Fot-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F-F-+-+-+

Option(s)

i o e st s et ST T e S e S e e e e S et

Figure 1.4 RPL Control Message Format
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In figure 1.4, the “Type” is used to refer whichpg of message such as
DODAG Information Object (DIO), DODAG Informationo$citation (DIS), DODAG
Advertisement Object (DAO) and DODAG Advertisemétiject Acknowledgement
(DAO_AcKk). All types of control messages have tisgecific code. It is mentioned in
“Code” section in the control message. The “ChenKsis used to provide security
mechanisms. The “Base” holds the fundamental indtion about the functions of
the carried object. The “option(s)” is body of timessage. Figure 1.5 shows the RPL

construction process.

Figure 1.5 Construction of RPL Network

DODAG Information Object: In RPL network, the DIO control message is used to
broadcast the fundamental information such as RRBtance ID, DODAG version
number, rank and DODAG ID of a node in a networkcli node in a network
periodically multicasts the DIO message in the émVironment. The nodes which are
near to the concerned node which multicasts the Di€Xsage, receive the DIO

message and utilize the DIO message.
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DODAG Advertisement Object (DAO): The DAO message is unicasted to a node in
the RPL network to advertise about itself that nloele is closer to it to connect as a

child. The DAO is sent only by the node which rgesiDIO message in the network.

DODAG Advertisement Object Acknowledgement (DAO_Ack): It gives acknowledgement
to a node which sends the DAO message to the Qe the node receives the DAO

message, the concerned node sends the DAO_Aclotamgssage to the child node.

DODAG Information Solicitation (DIS): DIS message is used to solicit the information
about which node is near to connect to the RPL ortwl he objective function of the
soliciting node should be the same with node whglimear to the network. If the
objective function is same for the two nodes them mode is connected with RPL
network. Otherwise the node is floated.

In the RPL network, many issues are occurring ldss quality of service,
attacks against RPL network and managing the RRitra@omessages. Among all
these issues, attack against the RPL is the predomissue. Many researches are

done to provide solution for the attacks in RPLwwek.

1.8 Attacks against RPL Protocol
Various attacks such as blackhole attack, hellodflattack, rank attack, selective
forward attack, sinkhole attack, sybil attack, v@msnumber attack and wormhole

attack occur in RPL [Mar, 19]. Each attack affdbes RPL network in different ways.

Blackhole Attack: In a blackhole attack, the attacker node attraaés rieighbour
nodes by advertising that it has shortest patlhéodestination. It does not forward
the received packets to the destination [Sho, T!&. main aim of the blackhole attack

is to drop packets and make traffic in the netw@a, 19].
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Hello Flood Attack: The node affected by the hello flood attack is do@eting the
hello message unnecessarily in the network. Theanted hello messages create the
traffic in the 10T network. The hello message iras®es periodically and makes the
flood using the messagadi, 20]. And finally the network struggles to respondhe t

requests. It also reduces the nodes energy bydesepnding the hello messages.

Selective Forward Attack: It is an attack where the malicious node selectidebps
the packets and send the message [Fat, 17]. Itdsterioration condition in the
network for getting the entire packets receivedtliy adversary node [Sur, 19]. It

reduces the efficiency of the performance of thevoek.

Sinkhole Attack: The sinkhole attack broadcasts the bogus informato all the
neighbour nodes including nodes which are veryeslés the root node to attract the
nodes in the network. It claims that it has shanpegh to reach the destination node.
The attacker node compromises all the other nogets lfake information and makes
the other nodes to send messages towards itsaifedites traffic in the RPL loT

network. It can easily modify or drop the packetshe networfSum, 20].

Sybil Attack: In sybil attack, the attacker node generates fd&ntities to pretend like
other nodes in the network at the same time. Iadites the security of the IoT
network. It reduces the performance of the wholevagk system [Mia, 18]. It affects

the network directly as well as indirectly by commising the nodes in the network.

Version Number Attack: In version number attack, the malicious node itietately
changes the DODAG version number. It increasesDI®®AG version of a node
illegitimately in the network. It cannot be solviedally in the network. Because, it is

global repair related attagkhm, 20] It generates traffic in the network by compromugsi
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nodes by increasing the DODAG version number. Tteelk leads to control message

overhead and reduces the lifetime of the nodeam#twork.

Wormhole Attack: This type of attack is very difficult to identifyjian 10T network.
It creates a tunnel for getting the information rafdes illegitimately. It gets the
confidential information through the tunnel calldrmhole. The confidential data is

captured and sent through the tunnel by the comigemmode$Nan, 20]

Rank Attack: The rank of a node increases from top to bottom deateases from

bottom to top in RPL network. The rank of a paneotle must be lower than the rank
of its child nodes in the network. If there is acansistent change in the rank then it
is called as rank attack. In the rank attack, tttacker node changes its rank and
broadcasts in the netwofRbd, 20]. The rank attack is classified into two types such
as rank increased attack and rank decreased afttadlank increased attack, the

malicious node increases its rank and broadcastthd rank decreased attack, the
malicious node decreases its rank and broadcas¢srank attack reduces the packet
delivery ratio, creates network traffic and reduties performance of the network.

Among these attacks rank attack is the most seattaek. It makes many issues in the

RPL network in an loT environment.

1.9 Motivation

IoT is one of the leading technologies worldwidéeTgrowth of 10T is noted
one around the world in a short time. It providesrensophisticated environment to
the user. Every one desires to use the loT teclgydior its comfort zone feature. It
makes the hard work into smart work by the autoomaprocess. The automation

process is done with the help of various sensodstia@ network devices. In the IoT
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environment, network does the prominent work fonreecting the things as one
system. Since, I0T network is connected in theri@g there are lots of possibility
for the vulnerability in the network. Especiallhete is more vulnerability in the
routing protocol. From all these issues, attackthe RPL network is most wanted
research in the field of I0oT. It motivates to che@sy one of the attacks against RPL

network for this research.

1.10 Problem Definition
One of the most wanted and emerging technologiegoiidwide is Internet

of Things. Millions of devices are connected usthg Internet and communicated
with each other. 10T does not have any standarditacture. Based on the application
and the requirements of the users the architectures. But the three layer architecture is
widely accepted architecture by most of the loeagshers. Many issues are raised in
the each layer. But, attacks in network layer is thost severe issue in the IoT
network. From these issues, the attacks against tBlocol in 10T is the recent
needed research. Among several attacks such adehblacattack, hello flood attack,
sinkhole attack, sybil attack, version number &ttacormhole attack and rank attack
in 10T, rank attack is chosen for the research.aBee, rank attack causes high traffic,
high packet loss and other unauthorized accessy Vesearches have been done to
provide solution for the rank attack. But, ther@iseed to provide better technique to

detect rank attack to increase the attack deteettonracy in the 10T network.

1.11 Aim and Objectives
The aim of this research is to propose rank attétlection techniques and
increase the detection accuracy of the rank attadRPL based Internet of Things.

The following are the objectives to accomplish déima of the proposed research.
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* To propose Received Signal Strength Indicator (lRB&ed rank attack detection
technique (RACE) to eliminate malicious nodes anuaase detection accuracy.

* To propose Level based rank attack detection tecienfLEACE) to eliminate
malicious nodes and increase detection accuracy.

» To propose Location based rank attack detectidmiqae (LACE) to eliminate
malicious nodes and increase detection accuracy.

e To propose STARO Framework for smart hostel witmkraattack free

environment.

1.12 Scope of the Research

Three layer architecture is the base architecturalf other IoT architectures.
So, three layer architecture is taken for the ne$edn the three layer architecture, the
attacks in network layer is selected. RPL netwarkoil has gained more attention in
recent time in the 10T research. Though, sevetacks affect the RPL network, the
rank attack affects more than other attacks. Thk adtack reduces the packet delivery
ratio, consumes high energy, and creates highidraffid congestion in the RPL
network. Techniques to detect rank attack in RPiwaek are required. So, scope of
the research work is narrowed down to propose iqaoks to detect rank attack in

RPL based IoT networks.

1.13 Organization of the Thesis

The thesis is organized with seven chapters. Tenaation of the thesis is as follows:
Chapter 1 explains the fundamental concepts of Internet ahds such as

definition of 10T, applications of 0T, Charactércs of |0T, issues in 10T, importance

of routing, types of routing protocol and attackgaiast RPL protocol. It provides

enough knowledge to understand the background®oféksearch work.
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Chapter 2 describes the related works concerned with thisaieh work. It
exposes various researches done by the reseambranected with attacks against
routing protocol RPL. This chapter categorizesdRisting research works according
to attacks. It provides the research road map awdthe research work is narrowed
down with the specific issue.

Chapter 3 proposes Received Signal Strength Indicator base# attack
detection technique (RACE) in RPL network. The msgd work utilizes the RSSI
value of each node in the network to detect ratéckt The technique is simulated in
Cooja Simulator over Contiki operating system. pheposed work is compared with
the existing RDAID technique. The proposed techaigurk better than the RDAID
technique in terms of attack detection accuracgketdelivery ratio and throughput.

Chapter 4 introduces level based rank attack detection teglni(LEACE)
for RPL based 0T network. In this work, the leasld the rank of each node in the
network is given the correspondence connection edtbh other. A node which has
same rank and level value is stored separately.detecting the rank attack, the
correspondence of the level and rank of a nodeeidied. This work is compared
with the RACE technique. It outperforms RACE tecjus.

Chapter 5 recommends location based rank attack detectidmitpee (LACE)
for RPL networks in IoT environment. In this teoiue, each and every node’s
location is identified by calculating the distarafea node towards the root node. The
Manhattan distance is used for calculating theadist in the network to identify the
node’s location. The LACE technique is comparechvaarlier work LEACE. The

LACE technique works better than the LEACE techeiqu
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Chapter 6 proposes STARO Framework to provide rank attacle fRPPL
network in 10T environment. The framework utilizee three techniques such as RACE,
LEACE and LACE to make rank attack IoT environmdhtselects the appropriate
technique based on the obstacle and obstacle tree. Zhe STARO Framework is
deployed in smart hostel with five nodes. It givesik attack free smart hostel
atmosphere.

Chapter 7 concludes the research work by epitomizing essehd¢ke entire
research work. It expounds all the three proposetiriques and framework with

their pros and cons. It explains the key conceptstae usage of the each techniques.

1.14 Chapter Summary

Internet of Things is the most needed technologyudihout the world which
provides comfort zone for the users. The automati@tem in IoT makes the comfort
zone. It inclines researchers to do research on Tdlis chapter explodes the
fundamental concepts of loT such as definition oT,| characteristics of IoT,
communication technologies in IoT, 10T architectuapplications of 10T, issues in
loT, routing protocols and attacks in routing pautls. The scope, aim and objectives
of this research is described in this chapter. mbet chapter explains the related
works and highlights the issues and challengesexed with 10T especially routing

protocols.
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CHAPTER - 2

REVIEW OF LITERATURE

2.1 Introduction

Internet of Things (loT) is the platform where tp@/devices connected together
to communicate with each other through Internearatwhere and anytime. These
things are embedded with hardware and software, [@1]. I0T provides ambient
intelligence system for sensing, actuating andraaféng with connected devices
[Far, 20]. For sharing the sensitive data secutély,communication network must be
secured in I0T. So, secured routing plays an esdente in loT network. loT uses
many protocols for routing. Routing Protocol forve@ower lossy networks (RPL) is
one of the routing protocols in I0T [Zah, 20a].ruters subject over the RPL based
communication to devastate the network. Differgpet of attacks are eventuated in
RPL based network which cause peculiar behavidoThenvironment. There is no
adequate proficient techniques available to oveectilta RPL based attacks.

Security plays predominant role in loT. Each layerloT is prone to be
vulnerable in certain circumstances. So, 0T séggate-crasher can easily attack the
IoT system. The attacks could be active or pasaive they could be induced by
internal source or external source. Active attankadify the legitimate messages
whereas passive attacks only loot the data [Mi}, 17

This chapter describes 10T security issues andowartechniques, methods
and algorithms to detect and mitigate various &ftagainst RPL protocol. It covers
different aspects of RPL based secure routing nesims. The major purpose of this
chapter is to examine and analyze the researchdssud challenges over RPL based

Internet of Things. It provides knowledge on typésattacks against RPL.
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2.2 Related Work
2.2.1 Overview on Internet of Things and RPL
loT

Linus Wallgren et al. [Lin, 13] described the oview of IoT technologies and
routing attacks. The network protocols such as IPwvér Low-Power Wireless
Personal Area (6LOWPAN), Constrained ApplicatiomtBcol (CoPA/COAPS) and
RPL were clearly discussed. The concept behindididn Detection System (IDS) in
IoT was explained. The attacks against RPL namacsive forwarding attack, sink
hole attack, hello flood attack, wormhole attaclgne ID and sybil attack were
described, checked and implemented using ContikiGooja simulator.

Eleonora Borgia et al. [Ele, 14] elucidated the fegtures, driving technologies,
research challenges and open issues of Interrnetiaofs (loT). The different phases
of 10T such as collection phase, transmission phasecess, management, and
utilization phase were clearly explained with ag@odiagram. The technologies used
in 0T and their capabilities, data rate and theimam distance for communication
were discussed. 10T applications in industrial dombogistics and product life time
management, agricultural and breeding, smart ¢itysamart home, smart grid, public
safety and environment monitoring, health and welhg domain, smart medical and
independent living were described. The technologses] in 10T were stated out with
their unique functionalities.

Hafizur Rahman et al. [Haf, 16] described the congmts of Internet of Things.
The challenges and the research opportunities alesgly explained. Heterogeneity
in 10T was explained in terms of operating condititunctionalities, hardware platform,

service pattern, implementation, interaction modd the interoperability. Different
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types of interoperability were depicted namely techl interoperability, syntactic
interoperability, sematic interoperability, pragrmanteroperability and organizational
interoperability. Scalability in I0T, cloud and sers intervention in loT, network and
communication used in I0oT were neatly pictured. Beeurity and privacy issues
were discussed. Quality of services in accordanitle mMsource constraint devices,
traffic load, data redundancy, scalability, fautierance, heterogeneity, multiple
receivers and real time requirements were explained

Gordana et al. [Gor, 16] addressed the Intern&hwofgs architectural frameworks
that is given by the various standard organizdtienIEEE, ISO, W3C, ITU and 3GPP.
The design issues with regard to Internet of Thihgsdware (TeloseB, MICAz,
OpenMote, Waspmote, Raspberry pi, Arduino Uno, |IBalileo) and software
(TineyOS, Contiki, FreeRTOS, RIOT OS, and Open WSMye chewed over in
detail. OpenMote platform was tested with industhidernet of Things (lloT). The
existing loT applications like smart city, medicahd health care, agriculture and
Nano-scale applications were explained. InternetNaho Things was explained
concerning with biomedical, defense and securibee MQTT protocol was explained
with regard to application protocol.

Vipindev Adat et al. [Vip, 17] scrutinized the batkund and the history of
IoT. The security issues of IoT were analyzed baseds architecture. The design of
0T architecture was described in detail with &gdrs. The four layers of I0oT namely
perception layer, network layer, support layer,l@ation layer were described. The
different issues in the layers were discussed wigar-cut manner as well as the
requirements for security issues were elucidatére dttacks in the 6LoWPAN and

RPL like rank attack, resource depletion, tamperintk repair, disrupting traffic,
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eavesdropping and flooding were listed out. Thraathe wireless sensor networks;
physical layer - jamming and tampering, data lialger - collision and resource
exhaustion, network layer - sybil attack, selectioevarding, sinkhole, hello flood,

ack spoofing, transport layer - flooding and deesyonization were explained. The
other security issues in IoT environment such geablsafety, network security, data
confidentiality and encryption, information privaapteroperability and standardization
and naming and the identity management were expmalnthe taxonomy of existing
defense mechanisms SVELTE, RIDES, Specificatiorethd®S, DoS detection in

loT and DEMO were discussed.

RPL

Anthea et al. [Ant, 16] introduced a taxonomy tasslify the attacks against
RPL protocol in Internet of Things. The attacks premarily classified into three
types such as resource based RPL attack, topokaggdoRPL attack and traffic based
RPL attack. The key concept of RPL protocol likelding and maintaining DODAG,
loop detection, local repair mechanism and gloleglair mechanism were clearly
explained in detail. The dynamic risk managemestesy of RPL was investigated
based on the existing techniques.

Linus Wallgren et al. [Lin, 13] reviewed the loTopocols and examined their
strength and weakness. The attacks against RPL evgrlered and listed out. The
listed attacks were analyzed and tested using Csigjalator. The security issues
were delved into different layers in IoT. The ID& fsolving RPL against attacks

were presented.
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2.2.2 Sinkhole Attack

In sinkhole attack, the malicious node attractsdtieer nodes in the network
by broadcasting false information in order to degitimate process in the network
[Mey, 21].

Geroge W Kibirige et al. [Ger, 15] explored thestixig solution for detecting
and identifying sinkhole attack in wireless sensetworks. The authors analyzed the
various techniques and mechanisms used for idamgifgnd mitigating the sinkhole
attack in WSNs. Challenges such as communicatidtenpain WSNs, unpredictable
situation, physical attack and resource constrdmtdetect sinkhole attack in WSNs
were discussed clearly. Different approaches usedhitigating sinkhole attack such
as rule based detection, statistical method, hybasked intrusion detection and key
management were explained. The existing approacleze neatly described with
their advantages, limitations and the solution.

Atena Shiranzaei et al. [Ate, 18] proposed an bitmu Detection System
(IDS) to protect the 10T network against sinkhote@ek. In the proposed system, all
sensors were deployed and initiated in the netwdike attack occurred after
deploying the sensors nodes. The 6BR requestedhdoavailable nodes in the
networks to send their information at the reguilaretinterval. The proposed system
analyzed whether the attack was occurred or nédTnnetwork. Cooja and Contiki
were used for the implementation.

Sumit Pundir et al. [Sum, 20] recommended proficirirusion Detection
System (IDS) to detect sinkhole attack in Edge thdsternet of Things (SAD-EIoT).
The SAD-EloT was competent in terms of computatost and communication. It

was tested mathematically with various parameteh s packet delivery ratio, end
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to end delay and throughput. The recommended IDS implemented using network
simulator version2 (NS2). The normal flow traffievronment, sinkhole attack
environment and SAD-EIOT environment were taken donulation scenario. The
SAD-EIoT achieved 95.83% detection rate and 1.0=fpositive rate. The IDS was
used for critical and sensitive operations.

Maliheh et al. [Mal, 12] presented an algorithmdietect sinkhole attack in
wireless sensor networks. The algorithm used cbmb@ssage to detect malicious
node in the network. The nodes sent the controlsags to the main base station
before sending the message to the base stationsértedata to the base station was
compared with the control message received by thi@ ipase station. The node was
considered as malicious node if there was any ahamghe transferred message and
eliminated from the network. The algorithm redugeatket loss. It was simulated
using MATLAB. The presented algorithm was compangth the existing algorithm
“Nagai’s” and outperformed the existing algorithm.

Christian Cervantes et al. [Chr, 15] proposed darusimon Detection System
(IDS) called INTI (Intrusion detection of siNhol&ack on 6LoWPAN for interneT of
things). INTI was used to identify sinkhole attacks Internet of Things. The
proposed IDS used four modules namely cluster gardition, monitoring routing,
detecting attacks and attack isolation. The clusterfiguration module was used to
define a leader for ensuring scalability and exitegdhe lifetime of the network. In
this module, nodes were classified as memberseadkls by their network function.
Monitoring routing module was used for counting thensmission number of input
and output performed by the nodes’ response todawnessages. Attack detection

module was used to identify and reveal the nodashwiiere affected by the sinkhole
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attack. The attack isolation module was used tdaigothe sinkhole nodes after

identifying them. The proposed system was imples@nising Cooja simulator. The

results were 92 percentage for detection rate xadfscenario and 75 percentage in
the mobile scenario.

Melancy Mascarenhas et al. [Mel, 18] surveyed vexitechniques against
sinkhole attack in loT. Routing protocol RPL anaksiole attack were clearly explained.
The existing techniques such VeRA, TRAIL, SVELTHR]TI and specification cluster
based techniques were analyzed. Pros and cons exitfting techniques were discussed.

Sabeen Tahir et al. [Sab, 19] presented an IntnuSetection System (IDS) to
detect and prevent from active sinkhole attackthis system, whole network was
divided into cluster of Internet of Things. Eachvide was connected to concern
gateways. Routing information was stored in theegaly. A node ought to request
gateway to establish the path for communicatiore TDS was deployed into each
gateway. The base station was used to keep thedszobthe connected devices and
links in the network. The special module in the ID&8led intrusion analyzer was
used to detect the attack in the network. If aackttwas found in the network, the
alert was broadcasted to connected gateways anobdestation. The proposed IDS
was simulated using NS-2 with 150 nodes.

Ahmad Salehi et al. [Ahm, 13] recommended an dlgorio find out the sinkhole
attack in wireless sensor network. The algorithns wamprised of two process. First
process was to test the consistency of nodes afatirgy the misbehaving nodes. The
second process was to identify attack based onetwork flow. The accuracy of the
proposed algorithm was evaluated using success fadte positive rate and false

negative rate.

Rank Attack Detection Techniques for the InterneTtihgs 31



Chapter - 2 Review of Literature

Mahmood et al. [Mah, 17b] proposed lightweight t@glie called Neighbor
Passive Monitoring Technique (NPMT) to detect soikhattack in RPL based
network. The technique used two passive node im#teork to gather information
about the connected devices in the network. Thienigoe comprised of two phases.
The first phase was used to identify the suspicimae based on inconsistent changes
in the network. The second phase was used to d#tecsinkhole attack from the
suspected list of nodes in the network. It consuiheed energy while detecting the
sinkhole attack. The technique was compared wighetkisting technique SVELTE.
The proposed technique outperformed the existirgiesy. It was evaluated using
Cooja simulator.

Stephen et al. [Ste, 16] proposed a method to ifgethie sinkhole attack in
RPL based network. The proposed method compris¢ar@® phases namely DODAG
construction, sinkhole attack identification andksiole treatment. Alternate parent
was used to detect sinkhole attack by gatheringiyiof the preferred parent node.
The proposed method was evaluated mathematicalprdiyabilistic normalization.

Mahmood Alzubaidi et al. [Mah, 17a] delved into iears internal sinkhole
attacks against RPL protocol. A taxonomy of RPLelaattacks was figured out neatly.
The contemporary works such as SVELET, INTI, VeR#d & RAIL were used to
detect and mitigate sinkhole attack and secureenpanethod distinguished with each
other. The pros and cons of the existing technigeeshods, algorithm and IDS were
examined.

Stephen et al. [Ste, 17] proposed an Intrusion dere System (IDS) to
identify and mitigate sinkhole attack in InternétTdhings. Proposed model used an

agent in the root to monitor all the nodes conrekedi® the network. Intrusion
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detection ratio was used to detect sinkhole att@eice the attack was identified, the
affected node’s information was sent to other devin the network as alert message.

The proposed IDS reduced packet loss.

2.2.3 Sybil Attack

In the sybil attack, an adversary creates multipke identities to reduce the
network performance in the Internet of Things [J2t.

Kuan Zhang et al. [Kua, 14], delved into sybil akan Internet of Things.
Authors classified the sybil attack as sybil attAciSA-1), sybil attack-2 (SA-2) and
sybil attack-3 (SA-3) based on sybil attacker'satalities. The defense mechanisms
such as social graph based mechanism, behaviaifdason based mechanism and
mobile based defense mechanism against sybil attec& presented. The presented
mechanisms were compared with each other basdueardefense schemes.

Sohail Abbas [Soh, 19] proposed Intrusion Detecgstem (IDS) to identify
direct and indirect sybil attack using localizatiamethod. Localization was done
based on RSSI value. There were two main procesfiyfeach node collected its
RSSI value and secondly share the value to itshbeig By localization technique
based RSSI value, malicious node was detectedpidposed system was distributed
in nature. It was working in static as well as dyim@ain nature. The system caused
less overhead.

Mian Ahmad Jan et al. [Mia, 18] recommended twe tletection scheme to
identify sybil attack for a forest wildfire monitog application. High energy nodes
were used to identify sybil nodes in the networlheTsneaked nodes from the

detection process were identified using two baatasts at higher level.
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Salavat Marian et al. [Sal, 15] presented lightiweigetection method to detect
sybil attack in wireless sensor networks using Reck Signal Strength Indicator
(RSSI). ZigBee was used for this experiment. Is ttéployment process, ZigBee was
used without Arduino. The proposed method produbetier detection accuracy
against sybil attack in wireless sensor network.

Faiza Medjek et al. [Fai, 15] introduced a noveteddon mechanism to
identify sybil attack in RPL based mobile netwokkalicious nodes were detected by
analyzing DIO and DAO control messages of nodes. il nodes directly affected
energy and packet delivery ratio of the nodes. plmposed scheme was compared
with static environment concerned with energy aratket delivery ratio. They
concluded that sybil attack reduced the life tirhéhe node as well as life time of the
network.

Danilo Evangelista et al. [Dan, 16] explored andrained various techniques
to detect and mitigate sybil attack in Internefbings environment. Detection techniques
based on relationship between neighbors, cryptbgramd network features were
analyzed deeply. Lightweight sybil attack detectivpamework was proposed by
Abbas et al. [Abb, 21] was evaluated.

Alekha Kumar et al. [Ale, 18] evaluated sybil akaa Internet of Things.
Sybil attack process in 10T was classified intoethmphases such as compromise,
deployment and launching based on its charactesisiihe differences between node
fabrication and node compromised were explainethdéns clustering algorithm was
used to identify sybil attack in Internet of Thing$ie proposed model clearly visualized

the behavior of sybil attack.
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Faiza Medjek et al. [Fai, 17] introduced new attaaked mobile sybil attack
in RPL based Internet of Things. RPL protocol wesn@ned in terms of packet delivery
ratio, control overhead and energy consumptionerAtvaluating RPL protocol,
authors proposed Trust based Intrusion Detecti®tefy (T-IDS) to identify mobile
sybil attack in RPL based Internet of Things. Theppsed IDS managed control

message multicast, mobility and identity issuektarnet of Things.

2.2.4 Selective Forward Attack

In the selective forward attack, an attacker noagpsl the packets selectively
in the network the Internet of Things [And, 21].

Shapla Khanam et al. [Sha, 17] proposed a gamerythmodel to detect
selective forwarding attack in heterogeneous leaf Things. In the proposed game
theory model, two players (player 1 and player Zrevused to minimize and
maximize throughput of the network. A hop by hogramwledgement algorithm was
used to monitor and detect selective forwardingcktbased on the threshold value of
packet loss rate in IoT.

Hongliang Zhul et al. [Hon, 18] proposed a detectimethod to detect
selective forwarding attack based on adaptive legrautomata and communication
quality in wireless sensor network. The proposedhoe distinguished the normal
packet dropping and malicious packet dropping.déntified the malicious nodes
which dropped packets and eliminated the affectedes from the network. The
method comprised of three phases such as initisdizaof the network and action
probabilistic of each learning automata, evaluattércommunication quality of the

neighbor nodes and detection and punishment ottseteforwarding behavior of

Rank Attack Detection Techniques for the InterneTtihgs 35



Chapter - 2 Review of Literature

nodes. The proposed method was compared with ikeérexmethods DSFLACQ and
CLAIDS. And it outperformed those methods.

Surinder Singh et al. [Sur, 19] examined varioekedive forwarding attack
detection technigues based on Public Key EncrygfifE), Rivest Shamir Adelemen
(RSA), ELGAMAL and Chinese Reminder Theorem (CRT\reless sensor networks.
The examined techniques were evaluated based ogyerstorage and time taken for
key exchange.

Fatma Gara et al. [Fat, 17] proposed an intrusietealion system to detect
selective forwarding attack in wireless sensor oeks. The IDS was designed by the
combination of sequential probability ratio testhrwan adaptive threshold of acceptable
probability of dropped packets. It contained fouloqgesses to detect selective
forwarding attack namely data gathering, data amslydecision and elimination of
malicious nodes from the network. The proposedwd$ed good in mobile wireless
sensor network concern with network overhead.

Sabah Suhall et al. [Sab, 18] recommended provertzased detection scheme to
identify selective forwarding attack in RPL baseatkinet of Things. Packet delivery
ratio was used to detect selective forwarding kitBacket delivery ratio was computed
for each node in the network and added in the palyks provenance information. If
any node’s energy value falls below threshold valipacket delivery ratio, then it
called as malicious node.

Carolina et al. [Car, 16] proposed trust managemmeodel to detect selective
forwarding attack in Internet of Things. Direct anfnation method was used in the
proposed trust management scheme to identify sedefdrwarding attack. Contiki

operating system and Cooja simulator were usedhtolate the proposed model with
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50 Tmote Sky nodes in random environment. It predubundred percentage of
successful detection rate.

Seyyit Alper Sert et al. [Sey, 17] proposed fuzaghpselection approach to
detect and mitigate selective forwarding attackwimeless sensor network. The
approach comprised of two phases such as deteaimmh mitigation. Sequence
numbers of received packets were used in the datephase. In mitigation phase,
fuzzy logic with node’s energy was used to mitigétte selective forwarding attack.
The proposed approach decreased the effects oftiseldforwarding attack and

increased the routing reliability in wireless semsetworks.

2.2.5 Blackhole Attack

In the blackhole attack, a malicious node blockgpatkets and creates high
traffic in the network in the Internet of Thingshi& 18].

Bhalaji et al. [Bha, 19] proposed a trust basedharism to counter blackhole
attack in RPL protocol. Packet delivery ratio waedias trust value in the mechanism.
The proposed trust based mechanism was used mD@DAG level as well as inter
DODAG level. Contiki OS and Cooja simulator wereedisfor implementing the
proposed work. The mechanism performed good to teourlackhole attack in RPL
protocol.

Himanshu B Patel et al. [Him, 19] introduced steminbased intrusion
detection of blackhole in 6LOWPAN for Internet ofiigs (STEWE). The proposed
Intrusion Detection System (IDS) identified the mi@us nodes based on their
behavior. The border router had the responsibditgliminating the affected nodes
from the network. It was evaluated using Cooja $aauw. The proposed approach

worked better than the watchdog mechanism. It as@d packet delivery ratio of
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nodes in the network. It provided better detecigainst blackhole attack in Internet
of Things.

Rashmi Sahay et al. [Ras, 18] proposed exponantiabthing based algorithm to
detect blackhole attack in Internet of Things. &hgorithm comprised of three events
such as packet receipt, topology change and detecall. The proposed technique
used packets’ arrival time to sink node to othedento identify malicious nodes in the
network. Cooja simulator was used to simulate tlop@sed technique.

Firoz Ahmed et al. [Fir, 16] proposed mitigati@chnique against blackhole
attack in Routing Protocol for Low Power and Lo$&tworks (RPL). The proposed
technique consisted of two process namely locakecprocess and global verification
process. Each node monitored its neighbor nodevieyhearing transmitted packets
by its neighbor to identify malicious nodes in thetwork. The technique increased
packet delivery ratio of the nodes.

Karishma Chugh et al. [Kar, 12] analyzed blackhattack on 6LoWPAN-
RPL in Internet of Things using Contiki operatingsm and Cooja simulator. The
malicious activities which caused blackhole attaelre studied in detail using the
simulator. Authors found that packets suffered argtlelay because of the malicious
activities in the network.

Avijit Mathur et al. [Avi, 16] examined the issudsehind the selective
forwarding attack and blackhole attack over Intewoferhings. The authors proposed
the detection mechanisms to defend against blaekdithck and selective forwarding
attack for medical wireless sensor network in Imé¢rof Things. The blackhole
detection mechanism consisted of two phases sugreadeployment phase where

unique random numbers were distributed from baaiostto all access points in the
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network and second phase was routing phase whatmgomessages were verified
by timestamp. Selective forwarding detection medrancomprised of five sections
such as neighbor monitoring, attack detection, rebmacket collection, analysis and
new path. The proposed mechanisms worked betwgfend against blackhole attack

and selective forwarding attack in Internet of Tgsn

2.2.6 Version Number Attack

This type of attack broadcasts the false DODAGivaraumber and increases
the control message overhead in the Internet aigehjAru, 21].

Anthea Mayzaud et al. [Ant, 17] recommended a ihsted monitoring
architecture to detect version number attack in RRkworks. Set of monitoring
nodes were deployed to monitor the network. Theitaong nodes monitored only
their neighbour nodes which were in the commuricatange. The data collected by
the monitoring node were sent to sink node to detex malicious nodes. The local
assessment was done by the monitoring nodes usiagptoposed localization
algorithm. The distributed detection process wasedby the sink node using the
distributed detection algorithm in the network. Tieeommended architecture was
simulated using Cooja simulator. The false positraée of attack detection was
reduced by the architecture.

Chandni et al. [Cha, 19] proposed a trust basekntqae to detect version
number attack in Internet of Things. The trustdach node was calculated using the
packet delivery ratio. The calculation process ware by direct and indirect trust
calculation methods to identify malicious nodese ™irect trust value was sent from

the current node and the indirect trust value veag 8om its neighbour node. It was
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implemented in network simulator version2. It aole& better throughput and
reduced delay and control message overhead.

Ahmet et al. [Ahm, 20] analyzed the version numb#&ack deeply with
multiple attackers in RPL network. The effect ofsien number attack with multiple
attackers in various aspects was evaluated. Itfovasd that once a node was affected
by the version number attack then other nodes easdy compromised. The impacts
of the multiple attacker node were evaluated usingja simulator. It was found that
multiple attacker only affected packet deliveryiogadf the network. It did not affect

delay and the energy consumption.

2.2.7 Hello Flood Attack

In hello flood attack, an attacker node broadcdsshello packets unnecessarily
to increase the traffic in the Internet of Thingtwork [Sau, 21].

Aditya Sai Srinivas et al. [Adi, 20] designed a jpldearning based model to
detect and prevent hello flood attack in Internefbings. The Rider Optimization
Algorithm (ROA) was improved and used in detectamgl preventing the hello flood
attack. This model contained k-paths generatiarstel head selection and detection
and prevention of hello flood attack. Authors amaly the performance metrics such
as energy of a node, network latency, transmisseday, packet loss ratio and shortest
path length of the network. The proposed modeleaad better result in terms of
attack detection accuracy.

Khosravi et al. [Kho, 16] recommended Intrusion éa¢ibn System (IDS) to
detect hello flood attack in wireless sensor neksoihe attack was detected by the

behaviors of the nodes in the network. The behavica node was analyzed by the
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neighbour nodes’ information about the node. Thight®ur nodes were identified
using Received Signal Strength Indicator (RSSfdbthe information about a particular
node to check whether a node was in the same wabkother nodes in the network.
Alfa-Beta Filtering method was used to detect thadicrous nodes. The performance
of IDS was evaluated using receiver operating atarstics. The proposed IDS
achieved better attack detection accuracy, highgtatelivery ratio and low delay
Gayatri Devi et al. [Gay, 15] proposed mechanisrddtect hello flood attack
in wireless sensor networks. The mechanism useslviext signal strength indicator
and Broadcast Authentication using cryptographizzZias (BAP) to detect hello flood
attack. Each node monitored the ‘hello messag&tindr the message received from
within the radio signal. The nodes were classifi#gd two types namely friend node
which was within the communication range and steangde which was far away
from the communication range. The strange nodes walidated with BAP to

identify the malicious nodes in the wireless semsworks.

2.2.8 Wormhole Attack

In the wormhole attack, one or more nodes createeiuin the network and
illegitimately listen to the communication in the&ll network [Haf, 21].

Parvathy et al. [Par, 21] reviewed wormhole attimckVireless Sensor Network
(WSN) and Internet of Things (lIoT). The techniggesh as Geographic based, Graph
Theoretical Approach, Location aware Detection &uhe Distributed Detection
Algorithm and etc. were used to detect and mitigagbemhole attack in I0T. The
WSN is analyzed in detail. The impacts of wormhattack in l1oT and WSN were
explicated in the review. The detection algorithamsl techniques were compared

with each other in terms of throughput, packetwdei ratio and average delay.
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Pavan Pongle et al. [Pan, 15] introduced a rea-tdetection mechanism to
identify wormhole attack in Internet of Things. Tdetection mechanism used the
location to detect the wormhole attack using resgisignal strength. The neighbour
information of each node in the network was stdrethe border router. The border
router periodically checked the location of eacdento check whether the node was
affected by the wormhole attack or not. The prodosgechanism achieved less
overhead and high true positive detection rate.

Nandhini et al. [Nan, 20] proposed an Intrusion degbn System (IDS) to
identify wormhole attack in RPL based Internet ¢fifgs networks. RSSI was used in
IDS to detect wormhole attack. The RSSI of neigmbwdes were verified and validated
and stored in the border router. Then the store8IR8&lue of the nodes were converted
into distance. The node was identified as malicioosle which was affected by the

wormhole attack using the RSSI value.

2.2.9 Rank Attack

In rank attack, an adversary broadcasts false t@mitract neighbor nodes. It
leads to packet loss and reduce PDR of the netjeh, 21]

Anhtuan et al. [Anh, 13] analyzed the differentdgpof internal threats concern
with rank property and their impact over WSN. RRbtpcol was deeply explained
with its operation. The purpose of mitigating raetkack in RPL was given such as
route optimization, prevention of loops and manggirternal threats. The attacks in
RPL were listed out such as sybil attack, seledovevarding attack, blackhole attack
and sinkhole attack. The function of DODAG in RPhsexplained in clear cut. The
parameters which were used for differentiating e2EGDAG were listed out such as

RPL instance ID, DODAGID, DODAG version number aiathk. The better method
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for selecting parent node was described with thypes of control messages namely
DIO, DAO and DIS. The Impact of rank attack ovetwmk topology was checked
using Contiki 2.5 and Cooja Simulator. The impachodes made by rank attack in
the network was graphically depicted.

Agnieszka Brachman et al. [Agn, 13] described RBjective function and its
impacts over LLNs topology. The core aim of the grapas to elucidate how the
selection of objective function influences the natkvtopology. The metrics were
categorized as node metrics, link metrics, qualgatnetrics, quantitative metrics,
dynamic and static metrics. The objective functplays the major role for setting
rank for a node in a RPL network. There are marssitdlities for rank attack when
there is an inconsistency change in the objectinetion.

Stephen et al. [Ste, 18b] proposed RIAIDRPL: Ramirdased Attack (RIA)
identification algorithm for avoiding loop in thePR DODAG. The proposed algorithm
identified the rank increased attack node in Low@oand Lossy Networks (LLNS).
The algorithm found the attacker node which credbes loop in the destination
oriented direct acyclic graph. Packet delay, padedivery ratio, false positive rate,
attack identification rate were used for identifyirank increased attack. The RIAIDRPL
used four different types of lists such as blockst] unblocked list, checked list and
parent mapping list for finding the loop in DODAGhe blocked list represented the
nodes which had not been visited. Unblocked listsested of visited nodes in the
network. The checked list represented the attankde which created the loop. The
Cooja simulator was used to simulate the performarid¢he proposed algorithm. The
RIAIDRPL gave better result than existing protoR&lL and LRPL algorithms.

Stephen et al. [Ste, 18c] proposed a techniqueetectl and mitigate Rank

Attack (RA) or Rank Inconsistency attack (RInA)IPv6 Routing protocol for Low
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power and lossy networks (RPL). The technique waergy based validation and
verification (E2V). There were three phases in pheposed technique such as rank
calculation, substation and malicious node elimamatin RPL protocol, the nodes
select the parent node based on the rank. The whash has low rank will be
selected as a parent node by the neighboring Adueattacker node misuses its rank
value. The attacker node convinces the neighbanmde that the attacker node is
having low rank among the nodes in the networks@&ecting it as a parent node. The
proposed technique gave a solution to overcom&#mk Inconsistency attack.

Mohammad et al. [Moh, 18] analyzed topological @in RPL networks
and found rank and version number attacks weranb&t vulnerable attacks among
other attacks. The lightweight defense approach pvaposed to mitigate these two
attacks. Identity Based Offline-Online Scheme (IB®)Owvas used to detect and
mitigate these attacks. The scheme was dividedtiwophases such as offline phase
and online phase. Offline scheme was used to psdbesheavy computation part and
online scheme was used for the lightweight compariaprocess. IBOOS included
five algorithms called Setup, Extract, OffSign, @rSand Unsign to identify and
mitigate the attacks. The RPL network model wasupiwed and rank attack and
version number attack were depicted over the pm#dr RPL network model. The
lightweight scheme was evaluated mathematicallyetbasn storage, computational
cost, energy consumption and key size. It was coatbavith TRAIL and VeRA
techniques in terms of computational time and gneopsumption. It was better than
these two techniques.

In [Bou, 20], the security issues by rank attackevexpounded in various

aspects. Authors enlightened researchers how rdagkaaffected the resources and
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topology in the RPL networks. The existing techeisjuwhich were used to provide
solution for the security issues in RPL networksrevexplicated. Various attacks
against RPL networks were classified and compasatju-riedman test.

Anomaly based rank attack detection technique wapgsed [Abd, 20] to
detect rank attack in the smart hospital infrastmecin 0T networks. Machine learning
was used to detect the rank attack in smart hdgpitarotect sensitive data from the
intruders. Support Vector Machine (SVM) algorithrasaselected for developing the
technique. The centralized approach was used tloylépe proposed technique. The
IDS was deployed in the border router. Cooja simaulavas used to simulate the
technigue. The simulation was done in four scesasach as network without
malicious nodes, network with one malicious nodgyork with two malicious nodes
and network with four malicious nodes. It achiebedter attack detection accuracy.

The RPL operations such as optimal topology foromtprevention of loop
and the control message management were explioatgghh, 13]. The impacts of
rank attack in RPL networks were detailed. To teetimpacts of rank attack, Cooja
simulator was used. The RPL code was modified iggér the rank attack in the
network in order to analyze the rank attack. Therattack was classified into four
types such as type | which updated DIO messagedt ds permanent against rank
rule, type Il which updated DIO message but it was-permanent against rank rule,
type Il which did not update DIO message but isyg@rmanent against rank rule and
type IV which did not update DIO message but it was-permanent against rank
rule. The performance metrics were evaluated feseahfour types of attack. Type |
and Il created more control messages and Il anohéveased the end to end delay in

the RPL network.
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David Airehrour et al. [Dav, 19] proposed time-kbdseist-aware RPL routing
protocol (SecTrust-RPL) to detect rank and syhdakts. Based on the behavior of the
nodes, the trust was calculated. The trust was atedpbased on the successful
packet delivery. In SecTrust-RPL, the malicious emdvere detected based on the
trust of the individual node and isolated the malis nodes from the network. The
SecTrust-RPL was compared with standard RPL pratddee proposed technique
achieved better results in terms of attack detedxuracy.

Various attacks and countermeasures of this atagainst RPL based loT
network are given in the table 2.1.

Table 2.1 Various Attacks and Countermeasures of th Attacks against
RPL based loT

NS 0' Attack Countermeasures
1 Sinkhole IDS based solution ([Ger, 15], [Ate, 18], [Sum, 2@hr, 15],

attack [Ste, 17], [Sab, 19]), Lightweight Technique [MdTb]

Social Graph based Mechanism [Kua, 14], Two TiréeDigon
2 Sybil attack | Scheme [Mia, 18], Lightweight Detection Method [SHb],
PDR based [Fai, 15], IDS [Fali, 17]

Selective Game Theory Model [Sha, 17], Adaptive Learning Moeth
3 forward [Hon, 18], IDS [Fat, 17], PDR based [Sab, 18], Tiesed,

attack [Car, 16], Fuzzy based Method [Sey, 17]
4 Blackhole | Trust based [Bha, 19], IDS [Him, 19], Exponentiai@thing
attack based [Ras, 18]
Version
5 number Architecture [Ant, 16], Trust based [Cha, 19].
attack
Hello flood Deep Learning based [Adi, 20], IDS [Kho, 16], R®&ked
6
attack [Gay, 15]
Wormhole - Q
7 attack Location based [Pan, 15], IO8an, 20]

Verification based [Ste, 18b], Energy based [S&e],1
8 Rank attack| Lightweight Algorithm [Moh, 18], Machine Learningabed
[Abd, 20], Trust based [Dav, 19]
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2.3 Research Road Map

The research road map gives the scope of the odsearrk. It narrows down
macro research into micro research based on thetltre review. It specifies the
particular issue which is carried out in the reskawork and the solution for the

issue. The figure 2.1 shows the research road map.

‘u Internet of Things ”

‘ Application ‘ ‘ Network Layer || ‘ Perception Layer
Reactive protocol Proactive protocol Hybrid protocol
|
[ | |
[ o | | rL | | GPSR |
| | | |
| Sinkhole attack ‘ ‘ Hello Flood attack ‘ |_l}an];gag!:!:n5kd _H ‘ Block hole attack ‘ ‘ Version Number attack

RSSI based Rank Level based Rank Location based Rank
Attack Detection Attack Detection Attack Detection
Technique (RACE) Technigue (LEACE) Technique(LACE)

Figure 2.1 Research Road Map

In this research, the Internet of Things is takenaamacro study and rank
attack is taken as micro study. There are variesgds in Internet of Things but this
research work focuses on rank attack which oceuRRL protocol in network layer

in lIoT environment.

2.4 Chapter Summary
The usage of IoT increases day-by-day in the spiedyrhe global connectivity

feature in I0T attracts people to use loT applaai for all the activities in their

Rank Attack Detection Techniques for the InterneTtihgs 47



Chapter - 2 Review of Literature

regular life. Sensitive data are collected and di@med from one place to another
place every day throughout the world. So, the letwork should be secured. This
chapter reviews the literature of the network issyarticularly, attacks occur in RPL
based I0T. It exposes the various types of attatk®PL and the techniques used to
detect and mitigate the attacks. Based on theatitez review the research road map is
designed and explicated the scope of this reseaock. Eventually, attacks occur in
RPL protocol are analyzed and found that rank ktis¢he severe attack among all
the attacks. So, there is need to provide techsitueetect the rank attack in Internet
of Things. In the next chapter, RSSI based tecleigyprovided to detect rank attack

in Internet of Things.
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CHAPTER -3

RSSI BASED RANK ATTACK DETECTION
TECHNIQUE FOR THE INTERNET OF THINGS (RACE)

3.1 Background

Internet of Things is a recently emerging techngldgow-a-days, 10T makes
human work much easier in all the fields such afdimg construction, agriculture,
hospitals and all the industrial works. 10T enakdéisthe works of the human to be
easy and efficient. I0oT connects anything at angtirom anywhere. The connected
things communicate with one another in a networtke ToT networks collect and
transfer the most sensitive data from many fielde loT network is a Low power
and Lossy Networks (LLNs). The nodes in the loT wwek can easily be
compromised. So, the IoT network could be susckptiintruders. 10T mostly uses
Routing Protocol for Low power lossy network (RRidich is specifically designed
for low power and lossy networks for routing.

RPL protocol uses Destination Oriented Directed dicyGraph (DODAG).
RPL mostly uses three types of objective functiofarm a DODAG such as hop
count, energy and expected transmission count.pénent selection process is done
based on the rank of a node. The node which hasrleank than the other neighbour
nodes is selected to be a preferred parent inveonlet

RPL protocol is affected by various attacks suchlask hole attack, wormhole
attack, sinkhole attack, hello flood attack andkrattack in IoT environment. Rank
attack is one of the attacks which affects RPL sdyeRank attack is classified into

rank increased attack and rank decreased attadk.f€m techniques are proposed to
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detect rank attack. The existing techniques aresrgeneralized. But the Rank in RPL
is calculated based on the objective function.f&oréink attack character is changing
based on the nature of objective function. For, ttie specialized technique is needed
to handle the objective function behavior.

In this chapter, the RSSI based rank attack dete¢échnique is proposed to
detect the rank attack in hop count based DODAGtroation in RPL network. The
proposed technique increases the attack detectionracy when compared with
RDAID technique [Ste, 18a] as well as increases pheket delivery ratio and

throughput in the network.

3.2 Related Works

In [Abd, 16], authors explicated operation of RRidaRPL network model
with its parent selection process. Rank attack idastified in the RPL network. It
was found that the rank attack might decrease 3050% packet delivery ratio in the
network and modify the objective function. The raaktack decreased network
throughput and increased latency. The identifienk rattack was tested in Cooja
simulator with Contiki operating system.

RDAID technique [Ste, 18a] was proposed to detankrdecreased attack in
RPL network. Packet delivery ratio was used to ddtee rank decreased attack. The
technique brought the idea that the node whichtigld packet delivery ratio might
cause less possibility of the attack and the nodetwhad less packet delivery ratio
might cause more possibility of the attack in theLRhetwork. The technique was
implemented in the Cooja simulator over the Contigerating system. It achieved
better results than the existing work INTI in terafpacket delivery ratio and attack

detection accuracy.

Rank Attack Detection Techniques for the InterneTtihgs 50



Chapter 3 RSSI based Rankchtizetection Technique for the Internet of ThingaQR)

3.3 Motivation

IoT can connect a vast number of devices throughiiternet at any time. It
provides intelligence to work smarter than everthe world. Consequently, the
growth of 10T is increasing exponentially. Since tliemendous growth of 10T, the
security issues are concentrated more. Attacksnag®T especially routing attacks
are focused more by the researchers. Among alittaeks, the rank attack in the RPL
network has been spotlighted by many researchenedent years. So, it is the

motivation to proceed with rank attack detectiorhteque.

3.4 Objective
Objective of this chapter is to propose Receivegh8i Strength Indicator
(RSSI) based rank attack detection technique toe@se attack detection accuracy

and eliminate the malicious nodes from the network.

3.5 RSSI based Rank Attack Detection Technique (RAKE)

The RSSI based Rank Attack Detection Technique (RAIS proposed to
identify rank attack in RPL based Internet of Tlinhe RACE is used to detect rank
attack while the objective function is set as ha@urt in RPL. Each node in a
network has its RSSI value from a node to its parBimere are few methods available
to calculate RSSI value. The proposed RACE usegdtle loss model. RSSI uses
decibel (dB) as a unit to measure the value. Th8IR@lues would be in negative
value. The formula to calculate RSSI is given elo

RSSI(X) = A—10n*logd
A — Received Signal Power
n — Path loss Index

d — Distance
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RACE calculates the RSSI value from a node to é@sept as well as RSSI
value from a node to the root node which is call&RX. The calculated values are
stored in the root node. If there is an inconsistdrange of the rank value in any of
the nodes then TRRX is compared with its parenfRRX. The parent's TRRX
should be greater than its children. If the paeMRRX is lesser than the current
node then it is considered as a malicious node afatted by rank attack. After
identifying malicious nodes in the network, the tiaus nodes are isolated for an
elimination process. The paths for the availabldesoare denoted below for finding

the intermediate nodes.

The Network path from Rnode to Nnode and Rnode to Xode
Path(Rnode, Nnode) = (Rnode, IMn1, IMn2, IMn3,... niv) Nnode)
Path(Xnode, Rnode) = (Xnode, IMn1, IMn2, IMn3,...... nkl Rnode)
Where Rnode is Root node and IMn is an intermediatie
If Parent(Xnode}¥Rnode then[JIMnoded P(Rnode, Nnode)
If Parent(Xnode)¥ Rnode then?lIMnode

RACE technique consists of three phases. Figursl®vs the three phases of RACE

technique.

Phase I

DODAG Construction Phase (DCP)

Phase II

TRRX Computation Phase (TRCP)

!
Phase IIT |

Attack Detection Phase (ADP)

Fig. 3.1 Three Phases in RACE
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Phase | - DODAG Construction Phase (DCP)

DODAG Construction Phase (DCP) is the fundamepkalse in RPL based
Internet of Things. The DODAG construction is dam@ng RPL control messages.
Initially the root node starts broadcasting the Di@ssages. The neighbor nodes
which are nearby the root node receive DIO messkgad only if the objective
function of neighbor nodes is set as hop count. maghbor nodes which have
received DIO messages from the root node will stv@dDAO message to the root
node. The DIO broadcasting process is done byhalhbdes in the network after the
root node. All the parents in the network send@A€_Ack to their children and the
DODAG is formed. The rank of each node is compuiased on hop count. While

constructing DODAG, the rank of the child shoulddoeater than its parent’s rank.

Phase Il - TRRX Computation Phase (TRCP)

Total RSSI value of a node from the Root node ® mlode X(TRRX) is
calculated by adding the RSSI value of the inteiated nodes of the node X. The
nodes which are having root node as their paremtpat have intermediator nodes.
For such nodes, the TRRX value and RSSI valuegheresame. Once the TRRX

computation is over, the values are stored in dlo¢ mode.

Phase 11l - Attack Detection Phase (ADP)

In the third phase, RACE uses TRRX and Total RSfhlier of parent of the
current node from the Root node (TRRP(X)) to detank attack. If the rank of node
X is greater than the rank of the parent node aR&X is less than TRRP(X) then
node X is declared as a legitimate node. If th& m@inX is less than the rank of the
parent node and TRRX is greater than TRRP(X) thenrnode X is declared as a
malicious node affected by rank attack. Then, thadigious node will be isolated

from the network.
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RACE Technique

Input : RPL Control messages, TRRX, TRRP(X)
Output: Rank attack

Step 1:
Step 2:
Step 3:

Step 4:
Step 5:

Step 6:
Step 7:

Step 8:
Step 9:

Step 10:
Step 11:

Step 12:

Rnode broadcasts the DIO message to SPIAG construction
NBnodes receive and accept DIO messa@d-(Rnodeg OF(NBnodes) = HC
Compute Rank based on OF (HC) to seleenPalode
Rank(Pnode) < Rank (Child node)
Child Node unicasts DAO message to itcsalepreferred parent node
Parent node sends DAO_ACK message to iitreh then the DODAG is
constructed.
If Pnode(X) = Rnode Then
TRRX = RSSI(X)
If Pnode(X¥ Rnode Then
TRRX = RSSI(X+IMn1+IMn2+......... IMnn)
TRRX is stored in Rnode
If Rank(X) >Rank(Pnode(X)) && TRRX < TRRP(¥en
X is legitimate node
If Rank(X) <Rank(Pnode(X)) && TRRX < TRRH(then
X is affected by Rank Decreased Attack then rem$W®m the network
If Rank(X) >Rank(Pnode(X)) && TRRX > TRRX) then
X is affected by Rank increased Attack then rem¥v¥eom the network
Form the new network after eliminatirgjioious nodes

Terms used in the Technique

TRRX

Rnode

IMn

X

Pnode

- Total RSSI value from root node to emtrnode

- Root node

- Inter Mediator node

- Current node

- Parent node

NBnodes - Neighbor nodes

OF

HC

- Objective Function

- Hop Count

TRRP(X) - RSSI value from root node to parent notleurrent node
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3.6 Theoretical Analysis
In theoretical analysis, the RPL network is assumaith fourteen nodes.
Among the fourteen, one is the root node, one nsalicious node and other twelve
nodes are legitimate nodes. For each node, the =& towards its parent and total
RSSI value towards the root node are calculated.
Let S be the set of all nodes in the network then
S ={A,B,C,D,E,F,G,H,I,J,K,L,M,N}
Communication path from root node to N node is det@as
Path(Rnode, Nnode) = (Rnode, IMn1, IMn2, IMn3,... niM Nnode)
Communication path from root node to X node is ded@s
Path(Xnode, Rnode) = (Xnode, IMn1, IMn2, IMn3,...... nkl Rnode)
All nodes in the network have their intermediatodes except the nodes which have
its parent as the root node.
If Parent(Xnode} Rnode then[JIMnoded P(Rnode, Nnode)
If Parent(Xnode)¥ Rnode then?lIMnode
The RPL network with assumed fourteen nodes wite ovot node, one

malicious node and twelve legitimate nodes is shiowfigure 3.2.

Figure 3.2 RPL Network
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The considered RPL network is homogenous. All tbeées in the network are
connected using the same communication technoBggause the RSSI based rank
attack detection is suitable only for homogenousvagks. The RSSI value could
vary according to the communication technologielse Tow range communication
technologies and high range communication techmegolgave their qualitative range
measurement such as good, better and bad accdadthgir specific values for each
quality. The RSSI value is measured in decibel (dB3SI values are measured in
negative integers. In figure 3.2, the rank of tleeles are given in positive integers
and zero. The RSSI value of each node is giveregative integers. The node ID is
given in upper case of English language. The n&tvi®rconstructed based on the
rank of the nodes. The candidate nodes which arsndpahe lesser rank than other
nodes are selected as the preferred parent. Fgj8rehows the total RSSI value of

each node in the given network.

Figure 3.3 Nodes with Total RSSI Values
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The total RSSI values are calculated by computirtgrmediator nodes of
each node in the network. For computing total R&Blie for each node, the RSSI
value of the intermediator nodes are calculatedstoavn in figure 3.3. The table 3.1
shows RSSI value towards the parent node and R88ll value towards root node of
all nodes in the network.

Table 3.1 RSSI and TRRX of Each Node

Node Parent Rank IMN RSSI(dB) TRRX(dB)
0
B A 1 -20 -20
C A 1 -20 -20
D B 2 B -25 -45
E B 2 B -25 -45
F C 2 C -25 -45
G C 2 C -25 -45
H D 3 D, B -30 -75
I E 3 E, B -30 -75
J F 3 F,C -30 -75
K F 3 F,C -30 -75
L G 3 G, C -30 -75
M G 3 G, C -30 -75
N K 4 K, F -25 -100

Table 3.1 presents the nodes available in the nktalong with the parent of
each node and rank of each node. And also themetiiator nodes, RSSI value and
total RSSI value of each node are presented inathle. Each node stores the RSSI
value and total RSSI value of its children noddse malicious network is depicted in

figure 3.4.
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Figure 3.4 Network with Malicious Node

Figure 3.4 presents the rank, total RSSI valueachenode and the malicious
node in the network. From figure 3.4, the node Eassidered as a malicious node
which is affected by rank attack in the networkeTtode has changed its actual rank
value two to false rank value one. It tries toaattrits neighbor nodes by pretending as
it is very near to the root node. To identify whaatlthe node is affected by the rank
attack, the total RSSI value of the malicious n&dshould be verified by its parent
along with its modified rank. The total RSSI vahfethe malicious node is calculated
by adding the RSSI value of its intermediator noblee intermediator node to reach
root node for the malicious node is node B. Theeptof the malicious node is also
B. So, the total RSSI value of the malicious nodané its parent node B is used to
identify whether the node is affected by rank &tacnot. Table 3.2 shows rank and

total RSSI value of the malicious node.
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Table 3.2 Table with attacker node

Node Parent Rank TRRX(dB)

A 0

I/ QT {m|O|0O| T

-75

XlIOO| M| M|Oololo|l®@ | m|>|>
#wwwwwwmml—‘l\)pl—\
iy
a1

ZIZ | r | ]|

-100

From table 3.2, the rank of the malicious noderie and its parent’s rank is
also one. So, there is an inconsistent changeeimathk of parent and child. Now, the
total RSSI values of the node, its parent and thécious node are compared. The
total RSSI value of the parent node towards the noale is -20 and the total RSSI
value of the malicious node is -45. The parent noge higher total RSSI value than
the malicious node. So, it is declared that theenlgds affected by the rank attack. If
a node has lesser total RSSI value and lower tzank its parent node then the node is
affected by rank decreased attack. If a node igisehtotal RSSI value and higher

rank than its parent then the node is affectedabk increased attack. From table 3.2,
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the malicious node E has lesser total RSSI valdel@aner rank than its parent node
B. So, the node is affected by rank decreasedkatfde malicious nodes have to be
removed from the network. Figure 3.5 shows the iaton of the malicious node

from the network and reconstruction of the network.

Figure 3.5 Malicious Node Elimination and Reconstration of the Network

The parent node of the malicious node E has idedtithat the node is
affected by the rank attack that disseminated tfiermation in the network. The
nodes connected with node E disconnect their cdivitgcafter listening to the
information from node B. The node is isolated frdime network. The network is

reconstructed after eliminating the affected nadenfthe network.

3.7 Simulation Results and Discussions
Cooja simulator and Contiki operating system aredufor simulating the
proposed work. Cooja runs on the Contiki operasggtem. Cooja and Contiki are

open source software. Cooja is the best networklsimon software which is used by
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many researchers. It makes the I0T a real timerenwient in the network simulation.
The RSSI based rank attack detection techniqueedogled in every node in RPL

network. The network parameters used for simulaRAGCE technique are given in

table 3.3.
Table 3.3 Simulation Parameters

Parameters Description
No. of Nodes 10, 20, 50
Simulation Area 1000 x 1000 m
Data Rate 250kbps
Node Arrangement Random
Operating System Contiki
Simulator Cooja
Types of Sensor Node Sky Mote
Packet Analyzer Wireshark

3.7.1 Network Setup

In the Cooja simulator, ten, twenty and fifty ne@ee taken for the implementation
process. All the nodes are placed in a random ipasithe sky mote is used for
simulating the nodes for the proposed technique. grbposed technique is compared
with existing technique RDAID [Ste, 18a] in termispacket delivery ratio, throughput
and attack detection accuracy. Firstly, the RACEhmegue is tested with ten nodes.
Among ten nodes one node is root node, eight nadedegitimate nodes and one
node is the malicious node. Figure 3.6 shows the RRwork with ten nodes in the

Cooja simulator.
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Figure 3.6 RPL Network with 10 Nodes
Secondly, the RACE technique is tested with twembges. Among twenty
nodes one node is root node, fourteen nodes att@riate nodes and five nodes are
malicious nodes. Figure 3.7 shows the RPL netwoitk Wwventy nodes in Cooja

simulator.
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Figure 3.7 RPL Network with 20 Nodes
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Thirdly, the RACE technique is tested with fiftydws. Among fifty nodes one
node is a root node, thirty nine nodes are legténmdes and ten nodes are malicious

nodes. Figure 3.8 shows the RPL network with fifbdes in the Cooja simulator.
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Figure 3.8 RPL Network with 50 Nodes

3.7.2 Evaluation Metrics

Evaluation metrics are used to evaluate the pedoom of the proposed
techniqgue RACE and with existing technigue RDAIDDARD and RACE both
technigues have been deployed in the Cooja simul@&veral metrics such as packet
delivery ratio, throughput, attack detection accyraeliability, latency and etc. are
used for evaluating the techniques. For this resegracket delivery ratio, throughput
and attack detection accuracy are taken to evathat&RkACE technique against the

rank attack with ten, twenty and fifty nodes.
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Packet Delivery Ratio (PDR)

Packet Delivery Ratio (PDR) is computed using totanber of packets sent
from sender and total number of packets receivedhbyreceiver. The rank attack
decreases packet delivery ratio once the netwoddfected by rank attack. In this
research, PDR is evaluated to check whether thpoges technique increases the
packet delivery ratio or not. The Packet DelivergtiB of proposed technique is
compared with RDAID technique. The formula for cddéting PDR is as follows

2(TPR

Packet Delivery Ratio (PDR)
2(TPY

Where

TPR = Total number of Packets Received by the veceli

TPS = Total number of Packets Sent by the sender

Table 3.4 presents the packet delivery ratio agogrtb the number of nodes
taken. Average of the packet delivery ratio is take compare the proposed work
RACE with the existing work RDAID. Figure 3.9 grapdily represents the difference

between RACE and RDAID.

Table 3.4 PDR in Percentage

Techniques 10 Nodes 20 Nodes 50 Nodes

RDAID 91.7 91.5 90

RACE 93.1 92.7 91
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Figure 3.9 Packet Delivery Ratio Analysis

From figure 3.9, it is observed that RACE technigeeforms better than the
existing technique RDAID in terms of packet deliweatio. The blue colour bar
represents the RDAID technique and light brown golbar represents the RACE
technique. X — Axis shows the number of nodes tdkesimulation. Y — Axis shows

the packet delivery ratio in percentage.

Throughput
Throughput is calculated based on the total nunafgvackets successfully
sent within the given timeframe from source to thestination. The formula for

calculating the throughput is as follows

Throughput - S
TT(bp9

Where
FS - File Size

TT - Transmission Time
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. . FS
Transmission Time =—
Bandwidti{ 3

Table 3.5 presents the throughput ratio accordinipe number of nodes taken.
Average value of the packet throughput is takeocotmpare the proposed work RACE
with the existing work RDAID. Figure 3.10 graphigakepresents the difference
between RACE and RDAID.

Table 3.5 Throughput in Percentage

Techniques 10 Nodes | 20 Nodes | 50 Nodes

RDAID 90 89.5 89.2

RACE 93.2 92 91.5
Throughput

B4

%

92

!

25

il

¥ 10 nodes 20 nodaz 0 nodas
Numsher of Nodes

Figure 3.10 Throughput Analysis

From figure 3.10, it is identified that RACE techue performs better than the
existing technique RDAID in terms of throughput.eThlue colour bar represents the
RDAID technique and light pink colour bar represetiite RACE technique. X — Axis
shows the number of nodes taken for simulation. Xxis shows the throughput in

percentage.
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Attack Detection Accuracy

Attack Detection Accuracy (ADA) is the major evafion metric among these
three evaluation metrics. Attack Detection Accur&éygalculated based on the ratio
of true positive and true negative values. The tdanfor calculating attack detection

accuracy is as follows

Attack Detection Accuracy (ADA) _TP x100
TP+TN

Where

TP - True Positive

TN - True Negative

Table 3.6 presents the attack detection accuracgraing to the number of
nodes taken. Attack detection accuracy is evalufaethe proposed work RACE and
compare with the existing work RDAID. Figure 3.1rhghically represents the attack
detection accuracy of RACE compared with RDAID.

Table 3.6 Attack Detection Accuracy in Percentage

Techniques 10 Nodes 20 Nodes 50 Nodes
RDAID 91.6 91.2 90
RACE 93 92.5 91

10 Modes

Attack Detection Accuracy

20 Modes
Number of Nodes

EDAID mEACE

30 Modas

Figure 3.11 Attack Detection Accuracy (ADA) Analyss
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From figure 3.11, RACE technique performs bettantthe existing technique
RDAID in terms of attack detection accuracy. Trhghtigreen colour bar represents
the RDAID technique and gray colour bar represémsRACE technique. X — Axis
shows the number of nodes taken for simulation. Axis shows the attack detection

accuracy in percentage.

3.8 Findings and Interpretations

This section expounds the experimental resultshef éxisting technique
RDAID and the proposed technique RACE. It expbsathe strength of the RACE
technique and how RACE achieves better results aosopwith RDAID technique. It
also justifies how the proposed technique RACEeigen than the existing technique
RDAID technique.

The RDIAID technique used the packet delivery ratialetect rank attack in
the RPL network. The packet delivery ratio was alated for each transmission and
total transmission in the network. It was concludkedt a node having less packet
delivery ratio could cause rank attack with moragioility and a node having high
packet delivery ratio could cause rank attack \a#s possibility.

In this research, the RDAID technique and RACHEégue are deployed in
the Cooja simulator and analyzed both techniquev#aduate the performance of both
techniques. For evaluating the packet deliveryoratD, 20 and 50 nodes are taken.
For 10 nodes with 3040 packets, the RACE increpseket delivery ratio by 1.4%.
For 20 nodes with 6550 packets, 1.2% is increased50 nodes with 16537 packets,

1% is increased.
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For evaluating average of throughput, 10, 20 anch&fles are taken. For 10
nodes with 900 seconds, the RACE increases thraudhp3.2%. For 20 nodes 900
seconds, 2.5% is increased. For 50 nodes with 866nsls, 2.3% is increased.

For evaluating average of attack detection accyra@y20 and 50 nodes are
taken. For 10 nodes, the RACE increases throughpi®. For 20 nodes, 1.3% is

increased. For 50 nodes, 1% is increased.

3.9 Research Summary

There is no specific technique proposed to idemafk attack concerned with
the selection of specific objective function. Thesearch focuses specifically on the
hop count based DODAG construction rank issuess TWork provides the novel
technique to detect and mitigate rank attack base®SSI value while setting Hop
count as an objective function. The proposed teplmihas been implemented with
the Cooja simulator over Contiki operating Systéfhe proposed work performs
better than the existing work RDAID in terms of petcdelivery ratio, throughput and

attack detection accuracy.
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CHAPTER - 4

LEVEL BASED RANK ATTACK DETECTION
TECHNIQUE FOR THE INTERNET OF
THINGS (LEACE)

4.1 Background

The Internet of Things’ growth was gradually insieg for a few years at the
time of its start-up. After ten years, |oT hastkd in all the fields such as medical,
building construction, hardware industry, softwardustry, social environments and
transport in the world which nobody has anticipawcer before. The potential
benefits of 0T are enormous in each field in tharld: The Internet of Things has
burgeoned to the extent that everyone knowinglyunknowingly uses the IoT
services in the modern world. From the technoldgstandpoint, 10T is the best
technology for connecting each and every objettéworld through the Internet. 10T
has some issues such as security, data integnityyion capabilities, architecture and
connectivity. Despite of all these issues, everyides to use 0T technology because
of its incredible services by 24/7. Though resiterof 10T can solve IoT issues,
security issues are still a pervasive issue in IoT.

The security issues are classified into networkusgg data security, device
security and cloud security. From all these segussues, network security is the
predominant issue. I0T networks can be formed usinge types of protocol such as
proactive, reactive and hybrid protocol. 10T mostlges proactive protocol for
forming the network. RPL protocol is one of the gotive protocols which is often
used in loT. The RPL network in 10T is susceptitdevarious attacks such as rank

attack, sinkhole attack, black hole attack and iear©iumber attack. Finding rank

Rank Attack Detection Techniques for the InterneTtihgs 70



Chapter - 4 Level based Rank Attack Detecliechnique for the Internet of Things (LEACE)

attack in RPL network is an important researchoih $ecurity. Various techniques for
detecting rank attack were proposed by many reBeescBut still, there is a need to
develop better rank attack detection techniquethitnchapter, level based rank attack

detection technique is proposed to achieve bettdr attack detection accuracy.

4.2 Related Works

In [Adi, 19], proposed atrust based mechanism teaeank attack and sybil
attack. The trust for a child and parent were dated based on nodes’ behaviours
and residual energy. The trust was calculated m rivethods namely direct method
and indirect method. In direct method, energy démpteof parent and child was used
to detect the attacks. In an indirect method, thsttvalue was evaluated by neighbour
nodes’ information. The proposed collective trugsdd mechanism was simulated in
the Cooja simulator. It was compared with the Sasffscheme in terms of attack
detection rate, throughput and energy efficiendye Tollective trust based mechanism
achieved better than the SecTrust scheme.

In [Zah, 20b], a secure RPL Routing Protocol (SRHR) for detecting and
mitigating rank and version number attacks in Imé¢rof Things was proposed. The
detection process was done by rank comparisoregiraihe mitigation process was
done based on the timestamp threshold value. Thyppoped SRPL-RP consisted of
four phases. The first phase was to monitor thestamp threshold value. Second
phase was to verify the threshold value for eaatbend@hird phase was to keep the
malicious node in the blacklist. And the fourth pbavas used for mitigating the
malicious node which was affected by rank and wershumber attacks. It was

implemented in the Cooja simulator and was compuwiéd the Sink Based Intrusion
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Detection System (SBIDS). It increased packet @ejivatio and reduced the number

of control messages compared with SBIDS.

4.3 Motivation
Many techniques were proposed to detect rank atackthe Internet of

Things for different applications environments. Bug main aim of all the techniques
was to increase attack detection accuracy. Thtugie are some techniques to detect
rank attack, the attack detection accuracy is nahd enough in the existing works.
In chapter three, RSSI based rank attack detetd#icdmique was proposed to provide
better attack detection accuracy in the RPL netwdHe nature of the RSSI based
technique works better in an obstacle free enviemtmrhe technique has not provided
expected results due to the nature of RSSI. Thigeignotivated the next work to

provide another technique with better attack desacccuracy.

4.4 Objective
Objective of this chapter is to propose Level basaok attack detection
technique to increase attack detection accuracyt@mtiminate the malicious nodes

from the network.

4.5 Level based Rank Attack Detection Technique (LECE)

In level based rank attack detection techniquethalnodes are divided into
levels according to the rank of the nodes. The sddeing the same rank are placed
in the same level. The rank of a node corresponttsits level, for example, a node
which has its rank as two then it correspondsyellevo. The correspondence of rank

and level of the nodes are used to detect the attiakk in the RPL networks. The
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node which sends its updated rank has to go folabel verification process. The
rank and level of the node must be the same. Ifrémk of the node does not
correspond with its level then the node is declaasda malicious node which is
affected by rank attack. If the rank of the nodkess than its correspondence then it is
affected by rank decreased attack. If the rank hef hode is higher than its

correspondence then it is affected by rank incras@ck.

RACE Technique

Input : RPL Control messages, L, RK
Output: Rank attack detection

1. RT multicasts the DIO messages
2: NR receives DIO messages and send DAO to RT
3: Compute
RK (CU) = RK(PA (CU)) + HC(CU, PA)
Children unicast DAO to their selected parents
PA sends DAO_ACK message to CH then the DOD#&Gonstructed
6: Compute Level of each node from RT to AN basedRK of nodes
for i=0; i++; i<=n-1// i is Index of Level, n igotal number of nodes in the
network
{
Li=i+0;
}
7: Do corresponding process of nodes’ rank wittlaso level
Li - RK;
8: Rank attack detection process
If L (CU) = RK(CU)
CU is an legitimate node
If L (CU) < RK(CU)
CU is affected by rank increased attack
If L (CU) > RK(CU)
CU is affected by rank decreased attack
9: Isolate the affected nodes
10: Reconstruct the network

a bk
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Labels used in the Technique
NHC - Number of hop count
L - Level of a node

CU - Current node

RT - Root node

NR - Neighbor nodes

RK - Rank of a node

PA - Parent node

Ch - Children

AN - All nodes in the network

4.6 Theoretical Analysis

The proposed technique theoretically analyzed tRé Retwork with fifteen
nodes. Among fifteen nodes, one is root node,déirtare legitimate nodes and one
node is malicious node affected by rank attack. paeent selection process is done
based on the hop count objective function for tivergnodes. The RPL network for
the given nodes without malicious nodes is givehgare 4.1.
Let N be the set of all nodes in the network

N={L, M,N,O,P,Q,R,S,T,U,V,WX,Y,Z}
Let L be the set of levels of the nodes in the oekw

L ={LO, L1, L2, L3, L4}
Let R be the set of ranks of the nodes in the netwo

R = {R1, R2, R3, R4}
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L1

L2

L4

Figure 4.1 RPL Network with Rank and the Level of he Nodes

From figure 4.1, all nodes of the network are daddinto different levels
according to the rank of the nodes by the dot lifé® level of the nodes are placed
in the left side of the figure and the correspogdiank is denoted in right side of the
figure. The parent nodes in the network have #m& value lower than their children
nodes. The parent selection process is done bas#tedop count of the nodes. The

correspondence of rank and level is separatelyngigerre 4.2.

Lo -—p R

ry «—— RI1

L2 ey R2

L4 > R4

Figure 4.2 Correspondence of Level and Rank
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Figure 4.2 depicts that the rank and level of tbdenmust be the same in the
network. If a node wants to update its rank, it basverify its level like in the
figure 4.2. Table 4.1 shows which nodes are placdkde same level in the given RPL
network.

Table 4.1 Nodes with Same Rank

Level Rank Nodes
LO RO L
L1 R1 M, N
L2 R2 O,P,QR
L3 R3 S, T,UV
L4 R4 W, X,Y, Z

From table 4.1, nodes having the same rank areglecthe same level. This
table is stored in the root node. The level ofdhiéddren nodes are sent to their parents
by the root node. If a parent node identifies hddcas a malicious node, it sends the
information to all the nodes in the network throwdhpossible paths in the network.

The RPL network with the attacker node is showfigare 4.3.

Figure 4.3 Network with Attacker Node
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In figure 4.3, node T is considered as a malicioode which is affected by
rank attack. The attacker node’s actual rank isiBitobroadcasts its rank as 1. Now,
the attacker node has to be detected using thé tévihe node. The parent node
checks the child node’s new rank with its leveleTtew rank of the child is 1 but the
level of the child is 3. In figure 4.2, the levdltbe rank does not correspond with the
rank of the child. It is found that the node T fieeted by rank attack. If the rank of
the node is higher than the corresponding rank tihennode is affected by the
increased rank attack. If the node rank of the nedesser than the corresponding
level, then the node is affected by the rank dea@aattack. From figure 4.3, the
network is affected by the rank decreased attackuse the new rank of the node is 1
and the level is 3. After detecting a rank attabk, malicious node should be isolated
from the network. Figure 4.4 shows the isolationtioé malicious node in the

network.

®© o

Figure 4.4 Isolation of the Malicious Node
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In figure 4.4, node P is the parent of the attaclagte T which broadcasts that
the node T is affected by rank attack through afigible links in the network. All the
nodes in the network check whether the attackeenbds connected with them in
order to disconnect the connection from the attackele T. In figure 4.4, nodes W
and X are connected with the attacker node T inngtevork. The nodes W and X
disconnect their connection from the attacker nodster listening to the node P in
the network. After the disconnection of the attackede T from the nodes W and X
from the network, the attacker node T is isolatafter the isolation process, the
network has to be reconstructed with availabletii@gite nodes in the network. The
nodes W and X have to send DIS to probe that thdesoare within the
communication range for them. Figure 4.5 showsrdo®nstruction of the network

after isolating the attacker node from the network.

Figure 4.5 Reconstruction of the RPL Network
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From figure 4.4, the malicious node T is removeanfrthe network and
reconstructed the network with available legitimatmdes. Nodes W and X were
connected in the attacker node T. But after idgmif the node T as an attacker node,
node W joined with node S which is within the conm@ation range of the node W
and node X is joined with node U which is withiretbommunication range of the
node U. After the connection of these two nodesnd ¥4, new DODAG is formed in

the reconstruction process.

4.7 Simulation Results and Discussions

Cooja simulator is used to simulate the level basmtk attack detection
technigue on Contiki operating system. Cooja sitaules the best simulation tool for
simulating IoT networks. So, it has been chosenmmementing the proposed work.
Cooja can be accessed even in VMware also. Buhfsrwork, a physical computer
with the Cooja simulator is used. The network paatars used in the level based rank
attack detection technique are given in table 4.2.

Table 4.2 Simulation Parameters

Parameters Description
No. of Nodes 10, 20, 50
Simulation Area 1000 x 1000 m
Data Rate 250kbps
Node Arrangement Random
Operating System Contiki
Simulator Cooja
Types of Sensor Node Sky Mote
Packet Analyzer Wireshark

Rank Attack Detection Techniques for the InterneTtihgs 79



Chapter - 4 Level based Rank Attack Detecliechnique for the Internet of Things (LEACE)

Based on the parameters the Cooja simulator isgimefd for simulating the
level based rank attack detection technique. Theulstion setup for the given

number of nodes is given in the next section.

4.7.1 Network Setup
The RPL network is configured as shown in table fér2implementing the

level based rank attack detection technique. Theja&Coses different types of mote
such as sky mote, Z1 mote and ESB mote for thelation process. According to
many researchers, sky mote is the suitable moterijplementing RPL networks. So,
sky mote is chosen for implementing the proposetrtigue. Sets of nodes such as
ten, twenty and fifty are taken for testing the gwsed work with three cycles. In the
first cycle, ten nodes are used. In the secondecyalenty nodes are used and in the
final cycle fifty nodes are used. Each node in nleéwork is placed randomly in a

simulation environment. Figure 4.6 shows the imm@satation of ten nodes in the

Cooja simulator.
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Figure 4.6 RPL Network with 10 Nodes
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From figure 4.6, the node types such as root nlegéjmate node and malicious node
are presented in different colours in the simutagovironment. The node 1 is a root
node presented in green colour. The legitimate sidtle3, 4, 5, 6, 8, 9, 10 are
presented in yellow colour. And the malicious natés presented in pink colour.
After the configuration process is over, the sirtiola can be executed by clicking
“start” button in the simulation control window. &mank attack detection message is
shown in the Mote Output window. Figure 4.7 shoaskr attack detection process

with twenty nodes.
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Figure 4.7 RPL Network with 20 Nodes

In figure 4.7, the nodes are deployed as followse aode is the root node,
five nodes are malicious nodes and fourteen nodekegitimate nodes. The root node
1 is indicated with green colour, the legitimateles 2, 3, 4, 5, 8, 9, 10, 11, 12, 16,
17, 18, 19 and 20 are indicated in yellow coloud amalicious nodes 6, 7, 13, 14 and
15 are indicated in pink colour. Figure 4.8 expksathe implementation process with

fifty nodes.
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Figure 4.8 RPL Network with 50 Nodes

In figure 4.8, three types of nodes are set upheén@ooja simulator such as
root node, legitimate nodes and malicious nodesogrthe set up nodes, one node is
the root node, ten nodes are malicious nodes ainty thine nodes are legitimate
nodes. The root node is represented in green ¢dlmitegitimate nodes are represented

in yellow colour and malicious nodes are represkmtgink colour.

4.7.2 Evaluation Metrics
The proposed technique is evaluated using threkiaan metrics such as
packet delivery ratio, throughput and attack dedecaccuracy. The three metrics are

compared with the RACE technique with 10, 20 anché@es.

Packet Delivery Ratio
Packet delivery ratio is calculated based on thekgts sent and received by
the nodes. The formula for calculating the paclaitvedry ratio is given in chapter 3.7.

The packet delivery ratio of RACE technique is canggl with the packet delivery
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ratio of the LEACE technique. Table 4.3 shows thekgt delivery ratio of the RACE
and LEACE. The comparison chart of the RACE and CEASs given in figure 4.9 as
a bar chart.

Table 4.3 PDR in Percentage

Techniques 10 Nodes 20 Nodes 50 Nodes
RACE 93.1 92.7 91
LEACE 94.2 93.8 92.3

PDR

Percentage
=]
[ =]

LEACE

RACE

10 Nodes 20 Modes 30 Modes

Number of Nodes

RACE mLEACE

Figure 4.9 Packet Delivery Ratio Analysis

From figure 4.9, it is proved that LEACE techniquerforms better than the
RACE technique in packet delivery ratio. The greetour bar represents the packet
delivery ratio of the RACE technique. The dark teallour bar represents the packet

delivery ratio of the LEACE technique.

Throughput
Throughput is calculated based on the succesdkilafathe packets received

in the network. The formula for calculating theaighput is given in chapter 3.7.

Rank Attack Detection Techniques for the InterneTtihgs 83



Chapter - 4 Level based Rank Attack Detecliechnique for the Internet of Things (LEACE)

The throughput value for the technique LEACE andJ&Aare given in table 4.4. The

comparisons of throughput for these two techniguegiven in figure 4.10 as a bar chart.

Table 4.4 Throughput in Percentag

95

B4

Percentage

=]

o

10 nodes

Techniques | 10 Nodes | 20 Nodes | 50 Nodes
RACE 93.2 92 91.5
LEACE 94 93.1 92.4

Throughput

20 nodes

Number of nodes

WEACE ®mLEACE

23

o

| l I
o0

50 nodes

Figure 4.10 Throughput Analysis

From figure 4.10, the bar chart exposes that theuthput of the LEACE

technique is better than the RACE technique.

Attack Detection Accuracy

Attack detection accuracy is calculated using tlafesion matrix. The

formula for the confusion matrix is given in chap®7. The performance of the

RACE and LEACE technique in terms of attack detectaccuracy is given in the

table 4.5. The performance is compared visuallggihhe bar chart in figure 4.11.
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Table 4.5 Attack Detection Accuracy in Percentage

Techniques 10 Nodes | 20 Nodes | 50 Nodes

RACE 93 92.5 91
LEACE 94.2 93.7 92.1
Artack Detection Accuracy

035

04
% 03
b
=)
2
Ae 01

LEACE
on
RACE
a0
10 Nodes 20 Nodes 30 MNodes

Number of nodes

Figure 4.11 Attack Detection Accuracy (ADA) Analyss

Attack Detection Accuracy of the LEACE techniquegisen in light orange
colour and the Attack Detection Accuracy of the HAE@chnique is given in green
colour in figure 4.11. It is proved that LEACE tedfjue performs better than the

RACE technique.

4.8 Findings and Interpretations
This chapter explicates the key finding of the LEA@chnique. It analyzes
the results with RACE technique and shows the pistieaf the LEACE technique

with the RACE technique. This chapter also defehdw the proposed technique
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LEACE is superior compared with RACE technique. THeACE technique works
better than the RACE technique in terms of paclaivery ratio, throughput and
attack detection accuracy.

The RACE technique used the Received Signal Stnelmglicator (RSSI) to
find the rank attack in RPL protocol. It calculatibeé RSSI value of each node in the
network as well as calculated the RSSI of a noaetds the root node. The RACE
technique utilized the nature of the RSSI in thehteque. The nature of RSSI is, a
node which is very near to the root node will det good RSSI value. Based on the
RSSI value, the attacker node is detected in RA€Chrtique. But RACE technique is
not suitable when there is an obstacle. Becaus®l ®ffue won't be detected correctly in
obstacles areas. The LEACE technique solves tlue issthe RACE technique. The
LEACE technique detects the attack even in theaohes areas.

The findings of LEACE technique in terms of pactletivery ratio, throughput
and attack detection accuracy for 10, 20 and 5@®@de evaluated with the findings
of RACE technique in terms of packet delivery ratlroughput and attack detection
accuracy for 10, 20 and 50 nodes. For 10 nodes 90 seconds, the LEACE
technique increases packet delivery ratio by 1.#8&ughput by 0.8% and attack
detection accuracy by 1.2%. For 20 nodes with ¥itbisds, the LEACE technique
increases packet delivery ratio by 1.1%, throughputl.1% and attack detection
accuracy by 1.2%. For 50 nodes with 900 secoinds]. EACE technique increases
packet delivery ratio by 1.3%, throughput by 0.9%@ aattack detection accuracy

by 1.1%.
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4.9 Research Summary

In this chapter, the LEACE technique is proposedvwercome the issue in the
RACE technique and increase attack detection acguaad eliminate the malicious
nodes which are affected by the rank increased ran& decreased attack. The
LEACE technique uses the level and rank of the addedentify the malicious node
in the RPL based IoT network. The proposed techenldtACE corresponds the level
and rank of the node to detect the rank attack. OBARCE technique works better
than the RACE technique in terms of packet delivetyo, throughput and attack
detection accuracy. The technique is evaluateddaja&simulator over the Contiki
operating system with 10, 20 and 50 nodes. Thoug®\CE works better than the

RACE technique, there is a need to improve thekiti@tection accuracy.
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CHAPTER -5

LOCATION BASED RANK ATTACK DETECTION
TECHNIQUE FOR THE INTERNET OF THINGS (LACE)

5.1 Background

The Internet of Things is one of the latest techgi®s which connects the
objects in the world through the Internet. 10T acamnect billions of objects. The
connected objects can communicate among each dtfiers the emblematic of the
smart systems. The systematic work of 10T is usedlli the fields such as medical,
sports, agriculture, transport and retail. loThe tonfluence of several technologies
such as Artificial Intelligence, Cloud ComputingdaMachine Learning. It changes
the ordinary human life into smart life by makinigetentire human work as an
automation process using sensors and 10T equipp@des.

The 10T technology has grown threefold in recenarge But, there is no
unique architecture for 10T. Many researchers aiduUsers have accepted the most
widely used three layered architecture with peioceptayer, network layer and
application layer. Among these three layers, thevokk layer plays a vital role in
0T. In the network layer, routing is the major wawhich routes the collected data
securely. Routing protocol for low power and lossstwork (RPL) is one of the
routing protocols in IoT.

RPL makes directed acyclic graph to form a netwdtke network is formed
based on the objective functions such as hop caxgected transmission count
(ETX) and energy. Four control messages are uséarm directed acyclic graph in
RPL. Various attacks occur in RPL protocol. Butkrattack is the most severe attack.

Though there are few techniques proposed to déteatank attack in 10T, there is a
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need to increase the attack detection accuracthisnchapter, location based rank
attack detection technique (LACE) is proposed wwraase the rank attack detection

accuracy.

5.2 Related Works

Usman Shafique et al. [Usm, 18] proposed Sink Bds#édision Detection
System (SBIDS) to detect rank attack in RPL netwdtarent switching threshold
mechanism was used to detect the rank attack irsitlenode itself. The proposed
technique is used in non-storing mode. The rardchktivas detected when a node got
a lesser rank than the parent switching threshaligev This technique was implemented
in a random topology environment using Contiki @pierg system and Cooja network
simulator. SBIDS technique gave better results gacket delivery ratio, attack
detection accuracy and end to end delay.

Somnath Karmakar et al. [Som, 21] proposed low loead rank attack
detection for securing RPL based loT. This techaidgsa deployed in non-storing
mode in RPL. It was used to detect rank increastadkaand rank decreased attack in
RPL based IoT networks. In this technique, messageentication code was used to
authenticate control messages in the RPL netwdriwak theoretically proved and
simulated in the Cooja simulator over the Contigemting system. The technique
was compared with SBIDS. It achieved better resthiitsn the SBIDS in terms of

attack detection accuracy, energy consumption aisé positive/negative rate.

5.3 Motivation
The Internet of Things has drawn more attentiothim contemporary world.

Everyone in the world is moving towards smart wdddl makes ordinary work into
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smart work by switching to automation. Though thare many benefits from IoT,
there would be many issues too. Among several sssattacks against RPL in the
network layer is a more noticeable issue. So, 888e is enthralled to propose the

rank attack detection technique in loT.

5.4 Objective
Objective of this chapter is to propose a Locabased rank attack detection
technique (LACE) to increase attack detection axyiand eliminate the malicious

nodes from the network.

5.5 Location based Rank Attack Detection TechniqudACE)

The location based rank attack detection techni@4eCE) is proposed to
increase rank attack detection accuracy in RPLd&sernet of Things. Computing
rank is very important in the RPL protocol. Theka the node is calculated based
on the objective function. The technique is usadhi@p count based RPL networks.
In hop count based RPL network, the rank of a ned=mlculated by hops’ count to
reach the parent/root node. The location of a nodthe network is identified by
computing the node’s distance towards the root nosieg Manhattan distance
formula. Since, 10T is resource constraint techggloit supports low energy for
computation process. Manhattan consumes low ermngymemory for computation
process compared with other methods. So, Manhastanohosen for computing
distance among several methods.

In this LACE technique, the RPL network is constegcbased on hop count.
The location of each node towards its parent antimode is identified by calculating

its distance. The distance of each node is staratie root node. Each node in the
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network multicasts its rank periodically to the nented nodes. In RPL, the parent is
selected based on the rank. The node which hasrlemsk than the other neighbour
nodes in the network is selected as preferred pa®en the parent node is nearer than
its child/children in the network. In the same wé#ye distance of the parent node
must be lesser than its child/children in the nekwdf there is any inconsistent
change in the rank and the distance, the rank atdnde of a node is evaluated with
its parent. If a node is having higher rank anddodistance than its parent, then the
node is affected by rank increased attack, if aenigchaving lower rank and higher
distance than its parent, then it is affected krdecreased attack. The evaluation
process is done in the root node. Because, thehawthe information about all the
nodes in the network. After finding the maliciousde, it is isolated from the
network. The network is reconstructed with thetiegate nodes after eliminating the

attacker nodes from the network.

LEACE Technique

Input : RPL Control messages, Distance of a node

Output: Rank attack detection

1: X multicasts the DIO message and followed by Ntart DODAG construction
X,N —/———8 i

2: Yireceive and accept DIO message

3: Compute R
R(K)= R(P) + HC(K, P)
R(P) < R(K)

4: Child Node unicasts DAO message to its selegtetérred parent node
C— P

5: P sends DAO_Ack message to C then the DODAG®Grnstcucted

6: ldentify nodes’ location by calculating distan@ for all nodes from K to P and

Kto X

D = | x2-x1| + |y2-y1|

7. If R(K) > R(P(K)) &&D(P(K)) < D(K) then
K is legitimate node
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8: If R(K) < R(P(K)) &&D(P(K))> D(K) then

K is affected by Rank Decreased Attack then renkofrem the network
9: If R(K) < R(P(K)) &&D(P(K)) D(K) then

K is affected by Rank increased Attack then renmo¥®m the network
10: Form the new network after eliminating maligawdes

Labels used in the Technique

X - Root node

P - Parent node

N - Nodes in the network
Y - Neighbor nodes

K - Current node

R - Rank of a node

C - Child node

5.6 Theoretical Analysis
This section delineates the key concept of the LA&fBnique. The theoretical

analysis clarifies the conceptualization of thepoied technique LACE. The theoretical
analysis exemplifies clearly how to identify thenkaattack and how to handle the
affected nodes in the RPL network. The eliminatadrnthe affected nodes and the
reconstruction of the RPL network after eliminatihg affected nodes are illustrated
clearly in the theoretical analysis section. The.RBtwork is given in such away to

understand the concept of RPL with nodes’ rank distance in figure 5.1 for the

LACE technique. The logic behind the LACE technigsi@nalyzed and epitomized
with ten nodes (A, B, C, D, E, F, G, H, I, J) bycempassing one root (A) node and

nine children nodes (B, C, D, E, F, G, H, I, JRBL network is given in figure 5.1.
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Figure 5.1 RPL Network with Nodes’ Rank and Distane

For each node, the distance is calculated usingVviluighattan equation and
denoted the distance in figure 5.1. The X and edbr the Manhattan equation is
taken from the Cooja simulator by designing the Rietwork. The rank of each node
is also given in figure 5.1 itself. Figure 5.2 repents the nodes’ distance from a node

to the root node.

Figure 5.2 Nodes’ Distace towards Root Node
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Figure 5.1 represents only nodes’ rank and theawlcst from a node to its
parent node. But Figure 5.2 represents the distahasach node towards the root
node. The distance is measured in meters for dengietwork. The table 5.1 shows

the required information about each node for tloppsed technique LACE.

Table 5.1 Nodes' Information

Node Parent Rank X v [_)istance to Distance to
its parent the root
A 0 76.42 | 23.14
B A 1 46.95 | 45.17 51.5 51.5
C A 1 78.29 | 47.96 26.69 26.69
D A 1 112.7 | 44.24 57.38 57.38
E B 1 45.71 | 67.19 23.26 74.76
F C 2 81.70| 72.78 28.23 54.92
G D 2 111.4 | 70.91 25.37 82.75
H E 3 126.17| 96.66 48.51 123.27
I E 3 56.88 | 94.28 15.92 90.68
J F 3 82.94| 99.76 28.22 83.14

In table 5.1, the parent of each node, rank of eade, distance towards a
node to its parent and the distance from a nodearisvthe root node are given
clearly. The distance of a node to its parent iswtated by taking the X and Y values
of a node and its parent. In the same way, forutatimg the distance of a node
towards the root node, the X and Y values of a routethe root node are taken from
the table which is stored in the root node. The EAchnique uses this table for
identifying whether a node is located near or fanf the root node to detect the rank

attack. Figure 5.3 shows the rank attack scenaria fiven network.
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Figure 5.3 Rank Attack Scenario

In figure 5.3, the node E is considered as a nmlgxinode which is affected
by rank decreased attack. The malicious node Elmasged its rank into one. But the
actual rank of the node E is two. So, there isrmonsistent change in the rank. To
identify the affected node in the network, the @it of the node and its parent
towards the root node is verified from table 5.heTistance of the node towards the
root node is 74.76 meters and the distance of énenp of node E towards the root is
51.5. So, it is identified that the node E is lechtfar from the root node but
broadcasts its rank as one. It is declared thatnttee E is affected by the rank
decreased attack. In the same way, the nodeshdesta verified whenever there is an
inconsistent change in the rank of parent and lthld.cAfter identifying the malicious
node, the root node will multicast that the nodeaffected by the rank attack. The
malicious nodes are isolated from the network. fFadga4 shows the isolation of the

malicious node in the network.
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Figure 5.4 Isolation of the Malicious Node

In figure 5.4, after receiving the message from thet node, all nodes
connected to node E are disconnected. The nodesBléded from the network. After
the isolation process, the network is reconstruetid the legitimate nodes (B, C, D,
F, G, H, I, J). The nodes’ information is/are ugdhin the root node when the

reconstruction is over. The reconstruction of teawork is shown in figure 5.5.

Figure 5.5 Reconstruction of the Network
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In figure 5.5, the reconstruction network with nedeank and the distance
towards the parent is clearly depicted. After isathe malicious node E, the new
DODAG is constructed by broadcasting the controlssages to form the new
network. Nodes H and | which were connected witden& are connected with node
F now. Once malicious node is isolated, the nodesiected with the malicious node

are disconnected from the node and seek for trenp&r form the network.

5.7 Simulation Results and Discussions

One of the efficient network simulation tools foketinternet of Things is the
Cooja simulator. Many researchers proposed the &siojulator for simulating the
lIoT network. So, for implementing the proposed tmrabased rank attack detection
technique for Internet of Things, the Cooja simaidais used with the support of
Contiki operating system. Table 5.2 represents libie of parameters taken for
simulating the proposed work.

Table 5.2 Simulation Parameters

Parameters Description
No. of Nodes 10, 20, 50
Simulation Area 1000 x 1000 m
Data Rate 250kbps
Node Arrangement Random
Operating System Contiki
Simulator Cooja
Types of Sensor Node Sky Mote
Packet Analyzer Wireshark
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5.7.1 Network Setup

It is so easy to set up the network environmenthm Cooja simulator. As
mentioned in table 5.2, the network setup is caméd for 10, 20 and 50 nodes in
random positions with sky mote. The nodes in theusator can be dragged and
dropped in any places in the network setup winddae node represented in green
colour is the root node. The yellow colour nodes lagitimate nodes. And the pink

colour nodes are malicious nodes. Firstly, a sé¢enfnodes is configured to test the

proposed work. Figure 5.6 shows the simulation ggeavith 10 nodes.

Activities se-sics-cooja-GUl = Thu 0844 e

My simulation - Cooja: The Contiki Network Simulator
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Time: 04:05.380
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| File Edit Wiew

3, 29,4 current vew. Motes can be
| Speed: 365.48% meved by dragging them,
Mouse right-click motes for
— — = ti
[ Mote output Clakg] *

the positions of simulated
motes. It is possible to zoom
(CRTL+Mouse drag) and
pan (Shift+Mouse drag) the

The network window
supports different views,

| Time: |Mote | Message |

Each view provides some
specific information, such

i s i

z ‘03:28.195 I0:9  DATA send to 1 'Hello 2* 2 the IP addi f
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| 03:44.318 ID:7  DATA send to 1 'Hells 3° be active at the same time.
163:44.008 ID:1  DATA recy 'Hello 3 from the client’ fron 7 R
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DATA recy '3 Fank Attack Detected' from 10 |

| 02:53.487 ID:1
Filter:

EE

Timeline showing 10 motes

Figure 5.6 Simulation Window for 10 Nodes

Among the 10 nodes, one is root node and eight shade legitimate nodes
and one node is a malicious node which is affebtethnk attack. Secondly, 20 nodes
are taken. Figure 5.7 shows the simulation progats 20 nodes for detecting the

rank attack.
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Figure 5.7 Simulation Window for 20 Nodes

Among the 20 nodes, one node is the root node nibgkes are set as malicious

nodes and other fourteen nodes are legitimate nadés network.
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Figure 5.8 Simulation Process with 50 Nodes
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In figure 5.8, the simulation is done with 50 noddsch is consisted of one

root node ten malicious nodes and thirty nine iegite nodes.

5.7.2 Evaluation Metrics

LACE technique detects the rank attack in RPL bdsddnetworks. But, it
has to be evaluated with other two techniques saclRACE and LEACE. For
evaluating the proposed technique “LACE”, three riostare used such as Packet
Delivery Ratio (PDR), throughput and attack detattaccuracy. The formulas for

this three metrics are given in chapter 3.7.

Packet Delivery Ratio (PDR)

Packet Delivery Ratio (PDR) is one of the evaluataetrics for analyzing the
rank attack detection technique. There is more ibibisg for packet loss when the
network is affected by the rank attack. The padakdtvery ratio of the proposed
technique is compared with LEACE technique. Tabk $hows the packet delivery
ratio comparisons with the LEACE and LACE techngju&EACE technique is
proved to yield better PDR than the RACE technidgugure 5.9 shows graphical
representation of the comparisons of LEACE and LA€&hniques using bar chart

according to the number of nodes taken for the lsitiaun.

Table 5.3 PDR in Percentage

Techniques 10 Nodes 20 Nodes 50 Nodes

LEACE 94.2 93.8 92.3

LACE 95 94.5 92.9
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Figure 5.9 Packet Delivery Ratio Analysis

The X axis represents the number of nodes takerirend axis represents the
packet delivery ratio in percentage. The LEACE teghe is differentiated by the
blue colour bar and the LACE technique is differaed by the tan colour bar in the
chart. From figure 5.9, it is clearly depicted tlthe proposed technique LACE

provides better packet delivery ratio than the LEEAI€chnique.

Throughput

The second metric which is used for evaluating pheposed technique is
Throughput. Throughput is chosen to calculate thekets which are successfully
received for a particular time unit in the giventwerk. The throughput comparison
for LEACE and LACE technique is given in table 5Fhe bar chart is used to
differentiate the LEACE and LACE technique and iteghe graphical representation

of the comparison between two techniques.
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Table 5.4 Throughput in Percentag
Techniques | 10 Nodes | 20 Nodes | 50 Nodes
LEACE 94 93.1 92.4
LACE 95.5 94.3 93
Throughput
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Figure 5.10 Throughput Analysis

Throughput is analyzed using the bar chart whidaiven in figure 5.10. LEACE

technique is represented in green colour and th€H Aechnique is represented in

light pink colour. From figure 5.10, it is exposttht the LACE technique performs

better than the LEACE technique in terms of thrqugh

Attack Detection Accuracy

Among these three evaluation metrics, attack deteciccuracy plays the

major role in the rank attack detection. Basedtandttack detection accuracy only,
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the techniques are analyzed whether the proposduhitpie is better than the other
techniques for detecting the rank attack in theertmdt of Things environment.
Table 5.5 shows the comparisons of LEACE and LA@Ehniques for attack
detection accuracy. Figure 5.11 depicts the amalgbihe attack detection accuracy
for LEACE and LACE techniques.

Table 5.5 Attack Detection Accuracy in Percentag

Techniques | 10 Nodes | 20 Nodes | 50 Nodes

LEACE 94.2 93.7 92.1
LACE 95.5 94.7 93
Attack Detection Accuracy
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Figure 5.11 Attack Detection Accuracy Analysis

The blue colour bar represents the LEACE technape the tan colour bar

represents the LACE technique in the bar chartrgiedigure 5.11.
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5.8 Findings and Interpretations

This section summarizes the key findings of theppsed technique and how
the proposed technique is competed with other igdes in terms of packet delivery
ratio, throughput and attack detection accuracyCEAtechnique is compared and
interpreted with the LEACE technique. LEACE techueqused level and rank of each
node for detecting rank attack in RPL based Inteoh&hings. There was a difficulty
in detecting the rank attack when the nodes weithansame level. So, to solve this
issue LACE technique is proposed.

Set of nodes are taken such as 10, 20 and 50 amdased based on the
proposed technique in the Cooja simulator for 986oads. The LACE technique
achieves better result than the LEACE techniquéerms of packet delivery ratio,
throughput and attack detection accuracy. The LA€&hnique increases packet
delivery ratio by 0.8% for 10 nodes, 0.7% for 2@es and 0.6% for 50 nodes. The
LACE technique increases through put by 1.5% fon@@es, 1.2% for 20 nodes and
0.6% for 50 nodes. The LACE technique increasesatteck detection accuracy by

1.3% for 10 nodes, 1% for 20 nodes and 0.9% fanddes.

5.9 Research Summary

In this chapter, location based rank attack desactechnique (LACE) is
proposed to detect the rank attack in Internet loinds. This technique uses the
location of a node by identifying the node’s distartowards the root node. The
distance is calculated using the Manhattan distémrreula. Since Manhattan is very
simple to calculate distance, it has been choseth&proposed work. The technique

is simulated with a set of nodes such as ten, twant fifty nodes in the Cooja
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simulator. Compared with RACE and LEACE technique&sCE technique outperforms
better in terms of packet delivery ratio, throughand attack detection accuracy. The

key findings of this chapter are clearly interpdeend distinguished with the RACE

and LEACE techniques.
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CHAPTER -6

STARO FRAMEWORK

6.1 Background

The Internet of Things is an emerging technologyctvlfascinates the human
beings with its tremendous applications througloaitworld. 0T provides extraordinary
service through the loT applications. Confidentiaia are communicated and transferred
through the loT network from the IoT applicatio®samework is used to utilize the
IoT applications efficiently. There are many franoels that are proposed for using
loT applications powerfully. Though there are mdrgmeworks are available for
IoT, there is a need to provide secure framework.

This chapter provides the framework called STAR@nkework for smart
hostel environment. It provides the solution foe tlank attack for obstacle free and

obstacle environment in l0T.

6.2 Related Works

Faisal Hussain et al. [Fai, 21] designed a fram&wordetect the malicious
traffic in 10T healthcare environment. The framelaonsisted of six modules such
as use case setup, traffic generation, trafficloapy 0T data set creation, classifying
the traffic and the output process module. The éwork used machine learning
algorithms to classify the normal traffic and thalitious traffic. There were six
machine learning algorithms tested to classify tiilaéfic, among the six algorithms
Random Forest Classifier performed better thanrethe terms of precision, recall

and accuracy.
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6.3 Objective

Objective of this chapter is to propose a framewtorkletect rank attack for
obstacle zone and obstacle free zone in Intern&hofgs. The proposed framework
selects the suitable technique for detecting ratdcla according to the obstacle zone

and obstacle free zone.

6.4 STARO Framework
STARO Framework is proposed to secure the RPL b&sEdetwork from

the Rank attack. Three techniques such as RACE,AEAnd LACE are utilized in
the framework according to the environment sucllzstacle zone and obstacle free
zone. In loT, the major obstacles could be path thge to weak signal. The maximum
path loss is occurred by the nature of the hetereitye characteristics of 10T. The IoT
environment is connected by various communicatiechmologies such as WiFi,
Bluetooth, Near Field Communication (NFC) and otbenventional communication

technologies. The STARO Framework is given in fegarl.

RPL Networl
A
Energy based RPL Hop Count based ETX based RPL
Network RPL Network Network
Rank Attack
Rank Attacl
\ 4
Obstacle Obstacle
Free Zone Zone
A 4 v v

RACE LEACE LACE

Figure 6.1 STARO Framework
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From figure 6.1, for securing the RPL network ie thternet of Things for the
obstacle free zone, the RSSI based rank attackctawtetechnique (RACE) is
selected. There are several obstacles are facdé whing IoT technology. Weak
signal in the network is one of the obstacles if. I80, the weak signal is considered
as the obstacle in the framework. The level based attack detection technique
(LEACE) or location based rank attack detectiorhiégue (LACE) can be selected
for the obstacle zone. The techniques are deployédte root node to detect the rank
attack. Because the root node of the network hasntiormation about all the nodes
in the network.

From figure 6.1, Framework checks whether the netvi® constructed using
the hop count objective function. Then it checksthler the RPL network is affected
by rank attack or not. Once these two process &,ahe environment is chosen
based on the signal quality. If it is weak sigrrart the LACE or LEACE is selected,

else RACE is selected.

STARO Framework Working Model

Input : STARO Framework
Output: Rank attack detection

1: Deploy the STARO framework in RPL based loTwuek
2: Check whether RPL based IoT network is constdiby Hop Count
If yes, proceed for the next process go to step 3
If no, terminates the process
3: Check whether the RPL network is affected mkrattack
If yes, utilize the STARO framework go to step 4
If no, exit from the framework
4: Check whether it is obstacle zone or obstaele zone
5: If obstacle free zone select RACE techniqueetct rank attack
If obstacle zone select LEACE or LACE techniquelétect rank attack
End the process

@
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6.5 Experimental Results and Discussions

STARO Framework is implemented in the smart hastelronment in Bellarmine
Hostel, St. Joseph'’s College, Trichy, Tamil Nadhdljd. Arduino Integrated Development
Environment (IDE) is used to write and upload coGeand C++ programming are
used in the Arduino IDE. NodeMCU ESP8266 is a WeRabled microcontroller
which is used as a node in the smart hostel. Haglsach as relay, jumper wires,
12V battery and small fan are used. And sensors aa@as sensor, ultrasonic sensor
and temperature sensors are used in the smart.hoste

In the three proposed techniques, LACE techniqudeiloyed in STARO
framework for the smart hostel. Based on the Csiojalation result, LACE technique is
chosen for the smart hostel because it gives battieck detection accuracy compared
with other two techniques. Smart hostel is designehl five nodes. Among the five
nodes, one is root node and other nodes are abddsnof the root node. The framework

with the LACE deployment process model structurghiswn in figure 6.2.

LACE

Z:Qttlr.et&mgfdﬁidmm
info

Compute Lof N
=

 Analyze L &ROFN |

Checking Rk attck

Figure 6.2 STARO Framework for Smart Hostel with LACE Technique Model
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From figure 6.2, the L denotes the location, R demgank and N denotes
node. The deployment of the STARO Framework withCEAtechnique for smart
hostel is clearly depicted in figure 6.2. The ronotle stores the information about the
children and compute the location of the node. Ttienlocation and rank of the
nodes are analyzed for identifying the rank attecckhe smart hostel. The real time

implementation of the smart hostel is shown figu®

Figure 6.3 Smart Hostel
The Bellarmine smart hostel is used to collectibstel environmental conditions
and collect the number students coming and goiog fthe hostel. Figure 6.4 shows

the nodes fixed in the hostel.

Figure 6.4 Nodes in Smart Hostel
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In this environment, the STARO Framework is deptbye identify the rank
attack in the smart hostel. The rank attack idesatiion message will be displayed in

the serial monitor which is there in the ArduindaD

6.6 Research Summary

The proposed STARO Framework is used to identig/ dink attack in RPL
based loT networks. The STARO Framework is deployethe smart hostel. The
framework utilizes three techniques such as RAGACE and LACE. The Framework
chooses any one of the techniques based on theemeént. The environments classified

in the STARO Framework are obstacle free envirortraed obstacle environment.
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CHAPTER -7

CONCLUSION

7.1 Overview

The technology “Internet of Things (loT)” gives cfamt zone for the mankind.
IoT makes difficult works of human into very simphlork through the automation
system. The physical objects in the world are odenected by the 10T technology
using Internet. Million and billons of objects cha connected through IoT technology.
IoT brought the revolution in the digital era. Theage of the I0T is spreading
everywhere to make the life more sophisticatedngyautomation process. 10T cracks
into all the fields and provides better servicetf@enty four hours in all the fields. In
one hand, the usage of 10T increases and otherthandsues also raising very fast as
quick as bunny. There are lots of issues in 0Tt Betwork related issues are the
most common problems which clog the IoT network.

Routing Protocol for Low power and Lossy Networl&P() is one of the
routing protocols which is often used in IoT netlwofhe attacks against the RPL
protocol strike the network services. Among sevatticks, rank attack attenuates the
network services and causes more security prohtetimei network. Many researchers
grasp at straws for the rank attack. Only few tépes and methods are proposed to
tackle the rank attack. Many techniques are quickor the rank attack but there is a
need to think out of the box according to the cbi@mstics of the 10T to provide
better solution for rank attack.

This chapter epitomizes the entire research waréxposes how the research

work provides security against rank attack in RRisddl Internet of Things. This
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chapter explicates the key concept and future timef the research according to
the behavior of the RPL protocol in I0T. The gohbthe research is spotlighted in this

chapter.

7.2 Summary of the Research Work

The research work is about the rank attack deted¢gohniques in Internet of
Things. The research work consists of three teal@sgsuch as RSSI based rank
attack detection technique (RACE), Level based rattkck detection technique
(LEACE) and Location based rank attack detectiochrieque and a framework
namely STARO which is used to utilize the threénteques in RPL based Internet of

Things. The techniques are novel and working bébtreidentifying the rank attack.

7.2.1 RSSI based Rank Attack Detection Technique &CE)

The first technique in the research work is RSSleblarank attack detection
technique (RACE). The Received Signal Strengthceitdr based rank attack detection is
the novelty of this technique. The technique cdasi$ three phases namely DODAG
construction phase (DCP), TRRX Computation phaseCQH) and Attack detection
phase (ADP). In the DCP, the DODAG is constructsthg hop count objective
function. Several objective functions are used PLRprotocol for constructing the
DODAG to form the network but hop count is takenodgective function for this
research. TRRX computation phase is the core pbagbkis technique. The RSSI
value of each node is calculated towards its parede. And, the total RSSI value of
each node towards the root node is calculated ubmgtermediator nodes. The rank
attack is identified using the RSSI value of eaoctenand its total RSSI value towards

the root node. The TRRX value of the parent shdaddgreater than its children
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nodes. If the TRRX value of a parent is lesser titmghild node, then it is declared
that the parent node is affected by the rank attaftker identifying the malicious node,

the node is removed from the network. Once theamwais node is removed from the
network, the network is reconstructed with avagalglgitimate nodes. Since RSSI is

signal based, it works better for detecting thé& &fttack in obstacle free 10T environment.

7.2.2 Level based Rank Attack Detection TechniqueEACE)

Level based rank attack detection technique (LEAGHEhe second technique
in the research work. The motivation of the LEA@EHhnique is to solve the problem
identified in RSSI based rank attack detection neplre (RACE). It is difficult to
detect rank attack in obstacle zone using the R#&Enique. To solve the identified
problem in RACE, the LEACE technique is proposead.LEACE technique, the
nodes are divided into levels according to the rainthe nodes. The nodes which are
having the same rank are placed in same levehigntéchnique, the level and rank of
a node is synchronized with each other. The lewd @nk of the node should be
same. The rank and level of the node is checkechwiwele updates its rank and
broadcasts to the neighbour nodes. If the ranklewel of a node are not same then
the node is affected by the rank attack and detlae the malicious node. After
detecting the malicious node, the node is remox@u the network and new network
is formed. It works even in the obstacle zone. Bugtre is a need to improve attack

detection accuracy in this technique.

7.2.3 Location based Rank Attack Detection Techniqa (LACE)
Location based rank attack detection techniqueQEAis the last technique

proposed for detecting the rank attack. The sedenldnique LEACE is lacking in
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attack detection accuracy. To solve this issuelL&R€E technique is proposed. In this
technique, the location of each node is identifigd finding the distance using

Manhattan distance. The distance of each node tsahe root node is calculated and
stored in the root node. When a node’s distandesis, it is near to the root node.
When a node’s distance is high, the node is fanftbe root node. The distance of
parent node should be lesser than its child nddenbde’s distance is lesser than its
parent node then the node is affected by the rttakka The affected node is removed

from the network and a new network is formed with available nodes.

7.2.4 STARO Framework

STARO Framework is used to utilize these three @seg techniques efficiently
according to the environments such as obstaclezZioee and obstacle zone in loT.
The framework provides the way to select the ratéck detection techniques based
on the environment. If the environment is obstdie zone, the RACE technique is
selected. If the environment is obstacle zone, LBACE or LACE technique is
selected. The STARO Framework is implemented inrsrhastel with LACE
technique. NodeMCU 8266 is taken as node in thetdmogpital. Five nodes and few
sensors are installed in the smart hostel. Ramiclatfree smart hostel is created by
deploying the STARO Framework in the smart hoStke root node takes care of the
responsibility of monitoring the children nodesatiy malicious node is detected, the

root node will broadcast the message to all nodeise network.

Simulation Tool
Cooja simulator and Contiki operating system aseduto simulate all three

techniques. Cooja is the best simulation tool fonusating the loT networks. It
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provides the full-fledged IoT environment setup tloe users. It is very easy to deploy
any loT based techniques to analyze the loT netsvofk analyze the techniques,
three sets of nodes are taken for simulation sschOanodes, 20 nodes and 50 nodes.
Though various motes are available, sky mote issthitable one for analyzing the

RPL network in 10T environment. All nodes are sethie random position.

Performance Metrics

There are various metrics available for analyzihg performance of the
network. But the research work is fully focuseddw®tecting the rank attack in RPL
network in the 10T environment. So, Attack detectaccuracy, packet delivery ratio
and throughput are taken to analyze the performahtiee proposed three technique.

Attack detection accuracy is the major metric i@ prerformance analysis process.

7.3 Summary of Research Findings

This section brings the key findings of each tegbmei and analyzes the
techniques based on the performance metrics. Tdtseof the performance metrics
of each technique are compared with the existiogrtigjue for sets of nodes such as
10 nodes, 20 nodes and 50 nodes. The first techRACE is compared with existing
technique RDAID technique. RACE uses RSSI of eawdterto detect the rank attack
and RDAID uses packet delivery ratio to detect thek attack. RACE technique
achieves better result than the RDAID techniques $hcond technique LEACE is
compared with RACE technique. LEACE uses the lefedach node and the rank to
detect the rank attack in the network. LEACE outpens than the RACE technique.
The third technique LACE used location of the nodealetect the rank attack. It is

compared with LEACE technique. It performs bettemt LEACE technique. Table 7.1
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shows the key findings of the three techniques ratog to the number of nodes taken
for the simulation process.

Table 7.1 Key Findings of All Three Techniques

No. Nodes 10 Nodes 20 Nodes 50 Nodes

Technique | RACE | LEACE | LACE | RACE |LEACE |LACE |RACE |LEAC E | LACE
PDR 93.1% | 94.2% 95% | 92.7% 93.8% 94.5% 91% 92.3% 92(9%

Throughput | 93.2% 94% 95.5% 92% 93.19 94.3% 91.5% 92.4% 93%
A.D.A. 93% 94.2% | 955% 92.5% 93.7% 94.7% 91% 92.1% 93%

7.4 Future Directions

Internet of Things is chosen for doing researcher&hare various issues in
Internet of Things. But only the network layer issitare selected. To narrow down
the research, rank attack issues in RPL is focusethis research work, techniques
are proposed only to detect the rank attack in R&lworks. These techniques cannot
be used to detect other attacks such as blackhtaiekawormhole attack, version
number attack and sinkhole attack. And also, tleeee several objective functions
such as hop count, ETX and energy are used fortremtisg the RPL network. But
this research selects the hop count based RPL netwty. The techniques cannot be
used for other objective functions based network.

For implementation purpose, three sets of nodesa&en such as 10, 20 and
50. The techniques work better for these sets oesoln future, different sets of
nodes can be used to simulate the RPL networktexrtthe rank attack. The random
position environment is chosen for the simulationthe Cooja simulator, other
environments can be selected to test the rankkattatection process in the Cooja
simulator.

Only three metrics are selected to analyze théopeance of these three

proposed techniques. There are other metrics ssielnéto end delay, bandwidth and
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congestion which can be used to measure the peafamenof the techniques. The
suitable metrics which are interrelated with attdekection accuracy are better to use
for analyzing the recommended techniques. The meghdechnique is implemented
for smart hostel. In future, other 10T applicatiomdl be tested with these techniques.
And also, the techniques can be enhanced muclr beftecrease the attack detection
accuracy. Other technologies like Artificial Intgknce, Machine Learning and Deep
Learning can be used in rank attack detection igcies to increase the attack

detection accuracy.
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Abstract
Internet of Things is one of the trending technadsgin the cotemporary world which
allows all the technologies to work together asirmle system. Thé&things” connected in the
IoT environment could be anything such as objeptgsical/virtual things and human beings.
The communication between these connected thingsldtbe secured. Otherwise, intruders can
misuse the data collected from the IoT environm&u, there is a necessity of providing better
routing mechanism for I0T to provide secure comroatibn against various attacks in loT.
Several protocols are used for routing in I0T. IRRG6uUting Protocol for Low Power and Lossy
Networks (RPL) is one of the protocols in 0T basggtem. In this paper, various attacks

against RPL protocol are listed out, analyzed astinduished from each other.
Keywords: 10T, Attacks, Security, RPL

1. Introduction

1.1Internet of Things

Internet of Things is a technology where the plaistbings are interconnected through
the internet which have unique identities and tlogin functionalities. The functionalities can be
sensing, actuation, sharing information, analyzamgl processing the sensed data. Since sensitive
data are collected using loT technology, the conipation path should be secured. The

attackers can misuse the data in the communicatiocess.
1.210T Architecture

Different types of layered architectures are used nbany researchers. There is no
standard architecture for IoT. But three layeredhaecture is most frequently used which was

proposed by IETF. The fig 1.1 presents three layarehitecture.
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It is responsible for providing application oriedtservices to the users.

It connects all the things in an loT environment.

It is used to collect data using sensors in ando¥ironment.

Fig 1.1 Three layered architecture

There are lots of issues in these three layerss Plaper focuses various attacks against the

routing protocol RPL.
1.3Routing in loT

Routing protocol is used in the communication psscamong the nodes in the network. Routing
in Internet of Things is classified into two typesch as proactive (dynamic path selection

process) and reactive (senders nodes trigger tite discovery).
1.4RPL

Routing Protocol for low power and Lossy networR$() is an IPv6 routing protocol used
in 10T environment. RPL falls in proactive categomhich dynamically seeks for the routing

path.

Fig 1.2 DODAG construction process
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The attacks during the communication process camitigated by using proactive techniques. It
uses Destination Oriented Directed Acyclic GraphO@AG) for routing. It uses control
messages to form DODAG. Fig 1.2 shows the DODAGstoction process. A parent node
broadcasts DODAG Information Object (DIO) messageneighboring nodes. The neighboring
nodes which receive the DIO message will send DODAd¥ertisement Object (DAO) to the
parent node. After accepting the DAO messages fftmmeighboring node, the parent node will
send the DAO_Acklogement (DAO_ACK) message to Hddecen to join in the network. If a
new node comes, it has to broadcast DODAG Infomnagolicitation (DIS) message to join the

network which has the configuration. Table 1.1 diées the RPL control messages.

Table 1.1 RPL control messages

RPL Control Message Description

DODAG Information Object (DIO) It contains infornmab about a parent node

_ _ It advertises that a node is within the range \gdime
DODAG Advertisement Object (DAO)

configuration that wants to join in the concernwatk

DAO_Acklogement (DAO_ACK) It acknowledges its chiddh to join in the network

_ o It is used to request for DIO message to join & th
DODAG Information Solicitation (DIS)

existing network.

This paper is organized into different sectionscti®a 2 lists out the various attacks against RPL
protocol; Section 3 distinguishes the various &acSection 4 gives Literature review; Section 5

gives the results and discussions and Section élutdes the paper.
1.5Attacks against RPL

Various attacks such as sinkhole attack, Sybilckitagelective forwarding attack, black
hole attack, hello flood attack, wormhole attacknk attack and version number attack were

occurred while using RPL routing protocol in loT.
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Sinkhole attack

Sinkhole attack is an attack where compromised riode to entice network traffic by
masquerading as legitimate node in routing procBEss. sinkhole attack blocks the base station
from obtaining legitimate information; it causeseat and makes the way for occurrences of

other attacks too.
Sybil attack

Sybil is an attack where a malicious node createlipie fake identities at the same time

in the network. It does not allow the packets ofoale to be sent to the destination.
Selective forwarding attack

Selective forwarding is an attack where the malisicnodes neglect to forward the

messages to precise destination nodes or simply e messages not to propagate anymore.
Blackhole attack

A black hole is an attack where the attacker nddéns as it has shortest path to the
destination. It drops the routing packets and doet propagate the packets to the precise

destination.
Hello flood attack

Hello flood attack is an attack where an adversage sends the hello messages to the

neighbor nodes to disturb the network.
Wormhole attack

Wormhole attack is an attack where two or more ehrg nodes are connected with
the link called wormhole link and the nodes forre tunnels to broadcast the data packets into
the network. It makes the network to be confused disrupt the communication process over

the network.
Rank attack
In RPL protocol, the rank value determines the tmmsiof each node in the network. The

rank value of a node is used to select the pardsroutes. The rank of a node increases in a
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downward direction and decreases in an upward tidhrecA malicious node is changing the

legitimate rank value into falls rank value is edllrank attack.
2. Literature Review
2.1Internet of Things overview and security issues & ltallenges based on RPL

Eleonora Borgia et al.[9] described the key featudkiving technologies and issues and
challenges in Internet of Things. The different ggminvolved in 0T environment were clearly

explained. The IoT applications were listed outhwitrief descriptions.

Mdlftekhar Hussain et al.[26] explained the varioce@mponents used in Internet of
Things. The research opportunities in 10T were &ixgld and also the challenges concerned with
security and privacy issues in loT were listed dite requirements to provide the better quality

of service in 10T were explained.

Gordana et al.[16] described the various standamganizations which had given
architectural framework for the Internet of Thing$e design issues of hardware and software
were explained with precise examples. The contidbutof Nano technology in loT was

articulated.

VipindevAdat et al.[46] had given the overview withe design of architecture in IoT.
The authors analyzed various attacks in the loTimguprotocols such as 6LoWPAN and RPL.

The challenges and the security issues were exgulain

Anthea et al.[3] articulated a taxonomy of attaogksRPL based Internet of Things. The
taxonomy consisted of three main categories suchttasks targeting network resources, attacks
modifying the network topology and attacks related network traffic. These categories of
attacks were distinguished from each other. Thie ms&nagement concern with the attacks was

clearly discussed.

Linus wallgren et al.[22] presented an overviewl@f technologies and routing attacks.
The network protocols such as 6LoOWPAN, CoPA/COARS RPL were clearly discussed. The
concept behind IDS in 10T was explained. The ataaggainst RPL namely selective forwarding
attack, sink hole attack, hello flood attack, wootghattack, clone ID and Sybil attack were

described, checked and implemented using Contiki @aoja simulator.

http://annalsofrscb.ro 9771



Annals of R.S.C.B., ISSN:1583-6258, Vol. 25, Issue 4, 2021, Pages. 9767 - 9786
Received 05 March 2021; Accepted 01 April 2021.

2.2 Sinkhole attack

In [44], intrusion detection system was designeddtect sinkhole attack at edge level internet of
thing environment. The proposed intrusion detectgatem was efficient to detect all possible
types of sinkhole attack in edge based InterneThifgs. The proposed IDS named as SAD-
EIOT. NS2 simulator was used to simulate the SAD-KYystem. The SAD-IOT was suitable for

surveillance security and monitoring system. A deébm accuracy of 95.83% was achieved with
the false positive rate of 1.93%. Throughput, padedivery ratio, packet lose rate and end to

end delay were distinguished in the form of norffil@al, under attack and proposed schema.

In [24], the authors proposed an algorithm to detsmkhole attack based on energy
consumption. In the algorithm, a node will send twmtrol message to the main base station
before sending its data to its base station. Thetrab message is compared with its
corresponding data hop by hop. The malicious node @etected based on the variation in the
control messages. The proposed sinkhole attackctitatealgorithm was compared with Ng=i

algorithm. The algorithm worked better than the Ngalgorithm. It was also used for detecting

wormhole attack.

Geroge et al.[14] analyzed the existing technigteesletect sinkhole attack in wireless
sensor network such as rule based, anomaly basedtida, statistical method, hybrid based
intrusion detection and key management. The simklattack was defined and explained with
graphical representation. The challenges in detectf sinkhole attack like communication
pattern in wireless sensor networks, unpredictatihdhole attack, insider attack and resource

constraints and physical attack were discussed.

In [7], an intrusion detection system (IDS) was gorsed to detect sinkhole attack. The
proposed IDS detected the sinkhole attack and atid) the destructive effects which were
identified in the networks. They combined watchdogputation and trust strategies to detect
attacker based on the behavior of the devices. droposed technique was divided into four
modules namely cluster configuration routing moriitg, attack detection and attack isolation.
The system was implemented in the Cooja simuldtbe UDS was compared with SVELTE in
terms of detection accuracy in fixed scenario armbile scenario and false positive rate. The
detection accuracy for SVELTE in fixed scenario v@#®6, the detection accuracy for INTI in

fixed scenario was 92%. The detection accuracySMELTE in mobile scenario was 24%, the
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detection accuracy for INTI in fixed scenario wa¥4. The false positive rate for SVELTE was

38%, the false positive rate for INTI was 28%.

In [25], the mechanisms to detect sinkhole attackigv6 over low power wireless
personal area network were surveyed. The paperyzsthlthe mechanisms called VERA,
TRAIL, Secure Parent, and SVLTE. INTI and Spectiima based mechanisms were

distinguished with each other.

In [32], the intrusion detection system to prevantactive sinkhole attack in Internet of
things was presented. In this proposed systemwti@e network was divided into clusters of
Internet of Things. All the devices were connectgth their concerned gateways. The intrusion
system was deployed into the gateways. The gatewagtyzed the communication over the
devices and detected the anomalies using the pedpld3S. The base station had all the records
and all the activities over the 10T environment. e situation of sinkhole attack in the
connected network, the base station sent the @leail the connected devices in the network. The
proposed IDS model outperformed in terms of pacHetivery ratio (PDR) and energy

consumption.

Stephen et al.[42] proposed an active detectiohnigcie to detect sinkhole attack. The
technique comprised of three phases. The first @hess construction of DODAG, the second
phase was detection of sinkhole attack, and thed thwas sinkhole attack treatment. The

technique was simulated using Cooja simulator.

In [23], the light weight technique called NeighbBassive Monitoring Technique for
detecting sinkhole attacks in RPL networks (NPMTaswproposed. The proposed technique
comprised of two phases. The first phase was useildntify the suspicious nodes in the
network based on inconsistent changes in the nmatds The second phase was used to detect
the sinkhole attack from the suspicious nodes. ptoposed technique was compared with the
existing technique SVELTE. The proposed techniqueMN performed better than SVELTE.

The technique was implemented using Cooja simulator

Geroge et al.[13] described the existing techniqueilentify sinkhole attack in wireless
sensor networks(WSNs). The challenges in WSNs walmeidated in detail. The different
approaches used for mitigating sinkhole attacksewexplained.
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Leovigible et al.[21] proposed a new methodology fetecting sinkhole attacks in
MANETs. The proposal leverages on the existence of “contamination border” formed by the
legitimate nodes under the influence of the sinkhattack. The proposed methodology was

implemented using network simulator OMNCT++ (Varga)

Stephen et al.[43] proposed intrusion detectiortesysto detect sinkhole attack on RPL
protocol. The IDS used number of packets transthitied received to detect sinkhole attack
based on the intrusion ratio. The alert message sead to leaf nodes after identifying the

intruder node in the network.

2.3 Sybil attack

In [20], the authors took the survey on Sybil dtsaand their defense scheme in internet
of things. The authors classified the Sybil attadlo three types such as SA-1, SA-2and SA-3,
based on the capabilities of the Sybil attack. Thmparisons of three types of attack were given
in a table. The Sybil attack defense scheme likeiabograph based Sybil detection
(SGSD),behavior classification based Sybil detectiBCSD), and mobile sybil detection were

explained in detail. The research issues based/loih &tack were discussed.

In [33], the mechanism to solve sinkhole attack virgsoduced. The mechanism was
robust and lightweight. The sinkhole attack wasntdieed based on received signal strength

indicator (RSSI). The proposed mechanism was statdeigh in the static environment.

In [38], the system for detecting both direct andiiiect Sybil attack in Internet of Things
was recommended. The system utilized localizatithorination dissemination such as received
signal strength indicator and the ratio of RSSI éach neighbor nodes. The proposed detection

system produced low overhead in network.

In [27], authors proposed two different technigteetect sybil attack for a forest wild
fire monitoring application. The first technique sva two tire method which used the high
energy nodes operating at lower level. The secentdntique was residual energy based detection.
After detecting the sybil attack, the cluster hemds elected by the nominee packets. The
legitimate packets were identified by looking ae tbluster head in the packet. The proposed

technique resulted high detection accuracy andfldse-negative rate.
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In [10], various attacks were analyzed against RBybil attack was analyzed in detalil.
The RPL protocol was affected more by the sybihcktin mobile environment compared with
static environment. It was found that the sybilacit decreased the packet delivery ratio and

increased the control messages overhead in RPbqmiot

In [8], the study was done on techniques to detgbil attack based on network features,
cryptography and relationship between neighborseaouh |oT. After analyzing the several
techniques, the authors concluded that there iseed to develop an efficient technique for

detecting and mitigating sybil attack in loT.

In [1], authors presented a comprehensive analysicevey on sybil attack in [oT. The
authors classified the sybil attack into three gisasamely compromise phase, deployment phase
and launching phase. The algorithm using K-meanst@&ling was proposed to visualize the
deployment selection procedure of the attacker. &lgorithm achieved 48.7% in clustering

affected nodes and the legitimate nodes in the IoT.

In [28], a technique to detect sybil attack based RSSI value in wireless sensor
networks (WSN) was introduced. The technique wasete by multiple receivers using their
RSSI ratio. The proposed technique achieved 100#%etect sybil attack and produced less false

positive.
2.4 Selective forward attack

In [36], authors focused selective forwarding dttac 10T network. A non-cooperative
zero-sum gave theoretic model for detecting intreide the network. The malicious nodes were
detected based on hop by hop inspection using pdcks rate threshold value. The proposed
model was simulated using Cooja simulator. The rhefficiently worked in the heterogeneous

environment.

In [18], a method to detect and eliminate selectivavarding attack using adaptive
learning automata and communication quality wagp@sed. This method was used for ordinary
selective forwarding attack and special case oéctiee forwarding attack. Packet loss was
considered as metric to detect selective forwardittgck. The proposed method was simulated
using OMNeT++. The method was compared with thestagrg method CLAIDS which was

proposed by Fathinavid and Ansari.
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In [45], authors discussed four selective forwagditetection techniques such as Public
Key Encryption (PKE), Rivest Shamir Adelemen (RSALGMAL and Chinese Remainder
Theorem (CRT). These four techniques were evalubtesstd on storage space required, energy
consumption and time consumption for key managemené authors concluded that minimum
storage was required for public key encryption amndimum energy consumption were required
for CRT based RSA techniques.

In [11], an Intrusion Detection System (IDS) to y@et nodes from selective forwarding
attack based on mobile wireless sensor networks pragosed. The proposed IDS was novel
with the combination of sequential probability catest with an adaptive threshold of acceptable
probability of dropped packets. The IDS used foieps namely data gathering, data analysis,
detection, elimination and compromised node selupias evaluated using Cooja simulator and

performed 100% of detection probability.

In [31], provenance based method to detect selectiveafoliwg attack in RPL based
internet of Things was introduced. Each data in ribwork was consisted of unique sequence
number, payload and packet delivery ratio. Packeivery ratio was used to identify the
malicious nodes in the 10T network. The proposedho@d was simulated using Cooja simulator.

Provenance generation time and provenance size takea as performance metrics.

In [5], authors discussed on trust management sehéon defend against selective
forwarding attack in internet of Things. The trusiue of each node was stored in a table. It was
found that, if the trust value was decreased thenetwas the possibility of selective forwarding
attack in the network. Various existing distributedst management scheme were tested using

Cooja simulator with Tmote Sky environment.

In [35], an algorithm to detect and mitigate selextforwarding attack using efficient fuzzy path

selection approach in wireless sensor networks p@posed. The proposed algorithm was
comprised of two phases. The first phase was detecompromised nodes in the network. The
second phase was to mitigate selective forwarditacla by generating new disjoint path using
average link residual energy and relative hop cotihé proposed algorithm was evaluated in the

real environment by deploying various sensors feciangular area.
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2.5Blockhole Attack

In [4], authors proposed a trust based mechanismadkle blackhole attack in RPL
protocol. Packet delivery ratio of the node wasetaks the trust value. The proposed mechanism
was used in two levels namely inter-DODAG level antta-DODAG level. It was implemented

using Cooja simulator.

Himanshu et al.[17] proposed an intrusion detect&ystem to detect and mitigate
blackhole attack in internet of things. The progbh$eS was divided into two modules namely
local module and global module. The local moduleswssed in the node level. The global
module was used in border routed level. The suspicinodes list was created based on the
behavior of the nodes. The suspected nodes wekeaotslerved in the network. Malicious event
was created when there was change in the obsena@gsnThe malicious nodes were eliminated
when the nodes crossed the malicious event thréskadlie. The IDS was simulated using Cooja

simulator. It was proved that the proposed IDS wdrketter than the watchdog approach.

In [38], blackhole attack in Internet of Thigs (lp&and Wireless Sensor Networks (WSN)
were discussed. Authors gave comparative analysigaious existing techniques of blackhole
attack. The analysis was done based on energy gign, network traffic, packet delivery
ratio, throughput and end to end delay. The sinmratools used for detecting and mitigating

blackhole attack were discussed.

In [30], statistical technique called exponentiatio®thing approach to detect blackhole
attack was explained. This approach was based e #erious analysis of data. The data
collection process was done in sink level in theppssed technique. It was used in the dynamic

environment. The proposed technique was tested) USooja simulator.

Firoz et al.[12] proposed an algorithm to mitigailackhole attack in routing protocol for
low power and lossy networks. The proposed tecleigonsisted of local decision and global
verification process. Each node in the network rnwed the communication behavior of its
neighboring nodes by overhearing packets transintite neighboring nodes. The second process

was to identify the suspicious nodes. The suspginades were verified by changes in their
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behavior. The confirmed malicious nodes” IDs were broadcasted to the other nodes by the

alternative path in the network. The technique giasulated by Cooja simulator.

In [19], case study was done on blockhole attacl6lioWPAN-RPL. Blackhole attack
was tested using Cooja simulator. It was found tilatkhole attack increased end to end delay
and packet delivery ratio of the nodes in the nekwt was also found that the malicious nodes

rapidly affected the legitimate nodes.
2.6Rank Attack

Anhtuan et al.[2] explained types of internal thseand their impact on WSN. RPL
protocol was clearly explained with its operationthe WSN. RPL attacks were described in
detail. The parameters of DODAG and the controlsages of DODAG were clearly explained.

Contiki OS and Cooja simulator were used for theusation process.

Stephen et al.[38] proposed the technique calletggnbased validation and verification
(E2V) for detecting and mitigating rank attack (RAyer RPL. The proposed technique used
three phases namely rank calculatisnbstation and malicious node eliminatidine technique

was used to solve the rank inconsistency attack.

Ghada et al.[15] proposed a secure routing teckeniised on RPL for Internet of things.
The proposed method was used to prevent nodes tlirenmalicious nodes in the network. The
author had taken the rank property to provide seacouting. Rank threshold and hash chain
authentication were used to deal with the attackemgles. The proposed method was

implemented using Contiki OS and Cooja simulatbioutperformed the existing techniques

Stephen et al.[39roposed a technique named “Rank Decreased attack IDentification
(RDAID)” for identifying the malicious nodes and mitigatinbe malicious node. Packet

delivery ratio (PDR) was used for securing the irauprocess.

Stephen et al.[40] proposed Rank Increased Att&lA) identification algorithm to
avoid loop in the RPL DODAG. The proposed technigle¢ects the nodes which were affected

by the rank increased attack. It gave the betwmilrehan the existing techniques.
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3. Different attack scenario in RPL

Section three explains various attack scenario wthcerned diagram. Green color

nodeindicates source node. Red colour node ireBcanialicious node. Brown colour indicates

destination node. Blue colour nodes indicate nedghitndes

Table 3.1 RPL attacks scenario

http://annalsofrscb.ro
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Wormhole
Attack

Two or more adversary nodes are
connected with the link called

wormhole link and the nodes form
the,.,tunnel* to broadcast the data

packets into the network.

7 Rank Attack

The rank value determines that the

U

position of each node in the
network. The rank value of a node|
is used to select the parents and

routes

4. Detection and Mitigation Mechanism of RPL based Atcks.

The different types of mechanisms which are usedl&ecting and mitigating

RPL attacks are listed out in the table 4.1 basethe attack type.

Table 4.1 List of RPL attack detection and mitigaton mechanisms

S.No | Attack type

Mechanism

1 Sinkhole attack Energy based detection [24],[2K-means clustering

[1], Watchdog Mechanism[7], Cluster baged
Detection[32], Neighbor Passive  Monitoring
Technique[23].
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2 Sybil attack Social graph based Sybil detection [20],

Techniquebased on received signal strength indicator
(RSSI) [33], [38], [28].

3 Selective forwarding attack | Hop by Hop in section [36], Adaptive learning
mechanism [18], Public key encryption
technique[45], Provenance based method[31], Trust
management scheme[5] and fuzzy path selegtion

approach [35].

4 Blockhole attack Trust based mechanism [4], Strained based intrysion
detection system [17], Exponential smoothing

approach [30], Nodédehaviour approach[12].

5 Rank attack Energy based technique [38], PDR based
approach[39], Nodédehaviour approach[15].

5. Conclusion

0T is the current trending technology. It requigdebal connectivity and accessibility so
that anyone can access 0T devices anywhere atimey So security plays a vital role in the IoT
technology to provide the access control and themuree communication. In this paper, 0T
security issues and attacks related to RPL arealglexplained. Based on the survey on RPL

attacks, it is a necessary to provide a novel teelento mitigate these attacks.
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Abstract

“Internet of Things (IoT)” is ahead of the curve in the digital era for the last ten years. [oT is the

best thing since sliced bread which makes hard wadksmart work in our day- to-day life. IoT
connects things over the internet to communicaté each other in a network as an automated
system. Routing Protocol for Low-Power and Lossywéeks (RPL) is a routing protocols which

is used in IoT network. Several attacks have hapgem RPL protocol. Rank attack is the most
vulnerable attack among all other attacks. In plaiper, rank attack detection technique based on
Received Signal Strength Indicator (RSSI) is propo$éeé technique is used only when objective
function is set as hop count. The work has beermemaatically tested by taking random RSSI
values of the nodes and found to be more efficient.

Key words: Rank attack, RSSI, 10T, Objective function
Introduction

loT

“IoT” is a resource constrained technology which has low power, low memory, and low energy.

IoT connects many technologies into one technotogpake human work much easier. So, it is
booming globally day by day in all the fields suabk home automation, smart health care,
industrial, military and agricultural fields [11h IoT, everything is automated and sensitive data
are communicated over 10T network. RPL is one @f tletwork protocols which is used for
transferring data from one device to another device

RPL

RPL is created especially for 1oT. RPL uses DestmaOriented Directed Acyclic Graph
(DODAG) to form a network. Four control messages used for constructing DODAG in RPL.
The control messages are DODAG Information ObjedO{jDwhich is used for broadcasting a
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node information, DODAG Advertisement Object (DA@hich is used for broadcasting
destination information, DAO_ACK which is used forsponding to the DAO message and
DODAG Information Solicitation (DIS) which is usédr discovering neighbor nodes to join in
the network. The DODAG is formed based on the dhjedunction [12].

Objective Function

Objective function selects and optimizes the rontBPL. The widely used objective functions
are Hop Count, Energy, Expected Transmission CourXjiEnd Minimum Rank with Hysteresis
Objective Function (MRHOF)[13]. The objective fuinect defines rank metric in RPL to select a
node’s parent.

Rank

Rank is the location of a node in the network [TI3]e rank is increased from top to bottom and
decreased from bottom to top. A node selects isrgarhich has lower rank than its rank [12]. In
this paper, the hop count is used as the objefitivetion. A node selects its parent based on hop
count which has less hops to reach the root noleteTis a possibility of changing rank value
from low to high and from high to low by the intreerd The illegitimate changes of rank is called
rank attack.

Rank Attack

The purpose of increasing and decreasing rank valisegenerate traffic and control overhead in
the network [9]. Rank attack is classified into ttypes such as rank increased attack and rank
decreased attack [12]. There are many approackesaosietect rank attack suchEasergy based
technique, PDR based approach and Nodes’ behaviour approach. A novel technique is proposed
to identify rank attack while objective functiongst as hop count. The node having a minimum
hop count has good RSSI value for the communicatéath.

RSSI

Radio Signal Strength Indicator (RSSI) is usedrid but the communication range between two
nodes. RSSI is measured in decibel (dB). A nodechwig very near to another node has good
RSSI value. A node which is far from another no@s b bad RSSI value. The formula for
calculating RSSI value is given below [14].

RSSI(X) = A-10n*log d

A — Received Signal Power
n— Path loss Index

d — Distance

The rest of the paper is structured into reviewitefrdture which contains related work of the
proposed work, methodology that consists of a teglento detect rank attack, result and

5190 http://www.webology.org



Webology (ISSN: 1735-188X)
Volume 18, Number 6, 2021

discussion which contains mathematical computatbqerove the proposed work is better than the
other works based on RSSI and finally the conclugsagiven.

Review of Literature

In [1], authors presented an overview of RPL togglcstructure, security challenges and
attacks against RPL in IoT. All the recent techeisjwhich were used to detect and mitigate the
RPL based attacks were clearly discussed. Thesmitpes were compared using Frieddman
test.

Zahrah et al. [2] reviewed the different technigaed methods to detect RPL attacks. Rank
attack and Version number attack were explainedetail. These two attacks were compared by
the attack detection accuracy metrics.

Fatima et al. [3] proposed a framework using maeh@arning for detecting rank attack
and wormhole attack in RPL based 10T. The proposstddwork consisted of three modules. The
first module was choosing attack detection pararaeiéhe second module was used for building
and training the model based on machine learnimgl the third module was used for activating
the model to test the detection of rank and wormladiacks.

In [4], RSSI based technique to estimate distasoaguNode MCU ESP 8266 in loT was
proposed. The authors took 300 sample RSSI valuethé purpose of testing. The estimated
distance based on the RSSI values was comparedivathctual distance to find out the error
level.

Mirko Ivanic et al. [5] presented RSSI based distaestimation technique for indoor and
outdoor 10T environment. Curve fitting model waspbgd in this technique for finding the
distance.

Mohamad Nikravan et al. [6] proposed a lightweigfitine/online signature based scheme for
mitigating rank and version number attack in loheTproposed scheme contained two phases
such as offline phase and online phase. The prdpestinique was compared with VeRA and
TRAIL. And the proposed scheme secured more thahatbexisting algorithms.

Ahmed Raoof et al. [7] analyzed RPL protocol anthcks against the RPL protocol.
Various techniques and methods used for identifgind mitigating RPL attacks were surveyed.
The mitigation techniques were classified based lom attacks. The paper provided brief
knowledge about mitigation techniques of RPL atsack

Rashmi Sahay et al. [8] explored the vulnerabdité rank property in RPL. The attack
graph was presented to analyze various possibladbragainst rank property in RPL. The impact
of the attacks which affected rank property westeté in Cooja simulator in Sky mote.

Felisberto Semedo et al. assessed the vulnerasiliti RPL objective functions for IoT.
OFO0 and Minimum Rank with Hysteresis Objective Riorc (MRHOF) were examined in the
rank attack environment using Contiki Cooja simaid®].
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Usman Shafique et al. [10] proposed intrusion detrsystem to detect malicious nodes
in RPL based loT. The proposed work had high coatpurt overhead because the detection
process was done in sink node. The IDS was sindulatén Cooja simulator.

Methodology

RSSI based rank attack detection technique is gexpepecifically for hop count based DODAG
construction. The nodes which have minimum hopge#&zh the root have low rank and nodes
which have maximum hops to reach the root have hagh in the network. For each node, the
RSSI value is calculated from the node to its ptaréne total RSSI value from a node to root is
computed by adding RSSI values of current nodeR®8I values of its intermediate node. The
computed values are stored in the root node .Ifiacgnsistent change in the rank is found, the
node is compared with its total RSSI value from root (TRRX) with its parent’s total RSSI value
from the root (TRRP(X)). If the current node hassI&®SSI value than its parent and higher rank
than its parent then the current node is considaseghalicious node. And the malicious node is
removed from the network and new network will beied. This technique contains three phases
such agConstruction phasewhere DODAG is formed]RRX computation phasewhere the
RSSI computation process is held aRdnk attack detection phasewhere rank attack is
identified using RSSI value.

Terms used in the Technique

TRRX - Total RSSI value from root node to currentl@o
Rnode - Root node.

IMn - Inter Mediator node.

X - Current node.

Pnode - Parent node

NBnodes- Neighbor nodes

OF - Objective Function

HC — Hop Count

TRRP(X) - RSSI value from root node to parent notleuorent node
Technique

Phase I- DODAG Construction

Input: RPL Control messages

Output: DODAG

Step 1. Rnode broadcasts the DIO message to PG construction

5192 http://www.webology.org



Webology (ISSN: 1735-188X)
Volume 18, Number 6, 2021

Step 2: NBnodes receive and accept DIO messa@d-(Rnode) OF(NBnodes) =HC
Step 3: Compute Rank based on OF (HC) to seleenPhlode
Rank (Pnode) < Rank (Child node)

Step 4: Child Node unicasts DAO message to its sadgureferred parent node
Step 5: Parent node sends DAO_ACK message to itdrehithen the DODAG is constructed.
Phase II- TRRX computation
Input: RSSI (X)
Output: TRRX
Step 1: If Pnode(X) = Rnode Then

TRRX = RSSI(X)
Step 2: If Pnode(X¥ Rnode Then

TRRX =RSSI(X+IMn1+IMn2+......... IMnn)
Step 3: TRRX is stored in Rnode
Phase Il - Rank Attack Detection
Input: TRRX, TRRP(X)
Output: Rank Attack Detection
Step 1: If Rank(X) > Rank(Pnode(X)) && TRRX < TRRB(then

X is legitimate node
Step 2: If Rank(X) < Rank(Pnode(X)) && TRRX < TRRP(¥en

X is affected by Rank Decreased Attack then remo#®m the network
Step 3: If Rank(X) > Rank(Pnode(X)) && TRRX > TRRB(then

X is affected by Rank increased Attack then remd¥¥eom the network
Step 4: Form the new network after eliminating eialis nodes
Result and Discussion

Fourteen nodes have been taken for testing theopeaptechnique. The RSSI values of the nodes
are taken randomly.

Let S be the set of all nodes in the network then
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S ={AB,C,D,E,F,G,H,I,J,K,N,M,N}

The communication path from Rnode to Nnode be

Path(Rnode, Nnode) = (Rnode, IMn1, IMB®In3,.....IMnn, Nnode)
Path(X,Rnode) = (X, IMn1, IMNAMn3........ IMnn, Rnode)

The communication path from Rnode to X be

If Parent(X)# Rnode theni IMnode € P(Rnode, Nnode) ------ A
If Parent(X) =Rnode ther# IMnode ------- B

Fig 3.1 Rank and RSSI value of each Node

Fig 3.1 shows the hop count based DODAG constraclibhe RSSI value of each node concern
with their path is given in the fig 3.1. A is theot node of all the nodes in the network. The rank
attack detection process is done in the root ngdanlalyzing the total RSSI value of each node
(TRRX) in the network.
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Table 3.1 Node properties

Parent Rank IMN RSSI{dB) TRRX([dB)

Table 3.1 shows rank of each node, RSSI valuestnrgdiator nodes for each node and TRRX
value from a node to root node. The RSSI value @&hch node is taken randomly. Based on the
RSSI value, the TRRX is computed.

=20

3

Fig 3.2 Malicious Node Identification

Fig 3.2 depicts the rank attack scenario by comsigenode E as the malicious node. In this
scenario, the malicious node changes its actuaevia lower rank in order to attract its nearby
nodes in the network. The malicious node E is ifiedtby comparing its TRRX with TRRP(X).
From the table 3.1, TRRX(E) < TRRP(E) and Rank(Rank (Parent(X)). So, node E is declared
as malicious node.
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Here, node H and J select E as their parents witkmawing that the node E is affected by rank
attack. The decreased rank attack causes sevetaeprs in the network such as packet loss,
packet dropping and high traffic.

(4]

-20 20

Fig 3.3 Re-construction of DODAG

So, E is declared as malicious node. And the rodennforms to all nodes in the network that E
is a malicious node and eliminates the node E filoennetwork. After eliminating node E, the

network is re-constructed with new DODAG versiomeTdetection process is performed when
there is inconsistent changes in the rank in theonk.

Conclusion

There is no specific technique proposed to idemaafyk attack concerned with the selection of
specific objective function. This research artibbeuses specifically on the hop count based
DODAG construction rank issues. The article progitlee novel technique to detect rank attack
based on RSSI value while setting Hop count aslgactve function. The proposed technique
has been mathematically proved. In future, the @sed work could be implemented in Cooja
simulator.
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Abstract: Internet of Things (IoT) prevails in the technotmjiworld among various technologies. The creatiérioT brings
about a renaissance in the smart connected wortee Security issues in I0T have risen alarminglyrécent years. These
security issues are inalienable in 10T network. tRRaarly, attacks in 10T network layer exploit tlemtire 10T system. The
most common attack which makes a big impacts onif&Bed |oT network is rank attack. The impactsaokrattack could be
reduced by providing efficient technique to identify and mitigate the rank attack. In this paper, a technique “LEACE” is
proposed to identify and mitigate rank attack basedthe level of the nodes in the network. Rank lemel of the nodes are
corresponded in the loT system. For identifying rank attack, the level and rank of the nodes are checked whether the nodes’
rank are corresponded with their level. The propbsechnique outperforms the VeRa technique. Itigesvbetter results than
the VeRa in terms of packet delivery ratio, detecticcuracy and throughput.

Key words: RPL, Rank attack, LEACE, loT

lintroduction
Internet of Things (1oT) is a looming technology tine modern era which connects everything in theldveia
Internet. The connected things in an 10T systemehdistinct ID to communicate with each other. Thésags
can be accessed by computers, smartphones andqlapped devices through Internet.A. Jane et al., 2021)
loT provides automated services in all fields sashhome automation, agriculture, smart city, srhadlth care,
etc. The sensitive data which are collected byltdiesystem from these fields are needed to be sdcfiom the
intruders. Network security plays a major role $arcuring data in 1oT. RPL based network securityhis most
predominant issue. RPL is designed for low powessyonetwork (LLN). RPL is the most used protocal fo
routing in Internet of Things. Rank attack is vdrgrmful attack in RPL based IoT netwofk. Stephen et al.,
2021) Rank attack changes the legitimate rank value ili¢gitimate. The rank attack reduces packetveel
ratio, throughput and energy. Rank attack is caiego into two types such as rank increased attabich
increases the rank of the node illegitimately ie thetwork and rank decreased attack which decrehsesank
of the node illegitimately in the network. The pospd LEACE technique identifies and mitigates thekrattack
based on the number of hops in the network.
Further, the paper is divided into four sectionslswas literature review, methodology, results aimgtwbssions
and conclusion. Literature review section examitles related work of IoT and rank attack. Methodglog
section expounds the proposed technique. The resudt discussions section explicates the experinhembak
and comparisons of the proposed work with existexhnique. Ultimately, the conclusion gives the kdga of
the proposed technique.

2. Review of Literature

Dhuha Khalid Alferidahl et al., (2020)) IoT challenges, security and privacy issues weriiled. The context
of the paper was detailed into two aspects suclhyes-wise attack and taxonomy of the attacksxfilieated the
most predominant issues in loT. The attack tabaain the paper gave the better comprehension obws
attack in loT.

Charles Wheelus et al., (202Q)analyzed security crises in Internet of ThingsheTauthors explained the
securitythreats which provoked a security crige$oll system. The authors were able to shed sogh¢ tin the
characteristics for securing the loT environmertie Tramework for deploying secured 10T was proposed
Sandeep CH et al., (2020)delved into loT architecture, elements of IoT aseturity in loT. The authors
specially expounded the momentous role of secutyloT architecture and its development. The digant
roles of security in each layer were explored. altacks in Internet of Things were mooted by théhars.

Marius Preda et al., (2020) examined the portrayal of RPL attacks by simutatthem in Cooja simulator. The
impacts of RPL on resources, topology and datdidraf 10T were analyzed. The article was concludbdt
energy and packet loss ratio were the major parnfied be analyzed for detecting attacks in RPLtopm.
Mohammad Nikravan et al., (2018),explicated the topological vulnerabilities such \ession number attack
and rank attack. Authors introduced proficient soketo counter these attacks. The scheme used oatide
offline signature process to scout out the pred@minattacks in RPL. The scheme was compared witktieq
techniqgues namely TRAIL and VeRA. It achieved bettesults than the compared techniques in term of
authentication.
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Mohammed Amine Boudouaia et al., (2020)diverse techniques and methods were spotlightecciwhiere
used to get wind of rank attacks in RPL based haeiof Things. These techniques were looked oveir tkey
ideas behind finding and mitigating the rank attackkRPL. Friedman test was conducted to compardrtipacts
of rank attack, selective forwarding attack andsfiofed attack on RPL.

Aditya Tandon et al., (2019),recommended enhanced trust based method to secUreouting against sybil
and rank attacks. The method solved the destruditimtion in loT which was generated by simultarseo
occurrence of sybil and rank attacks. It was comgarith Sec-Trust protocol in terms of detectiorciaacy,
energy consumption and throughput.

Abd Mlak Said et al.,, (2020),suggested anomaly based rank attack detection reysting support vector
machine inloT network. The system was deployed in healthcare field to secure patients’ sensitive data. The
system provided better detection accuracy.

Manjula C Belavagi et al., (2020)proposed multiple intrusion detection system tontdfg detrimental attacks
such as rank attack, wormhole attack, selectivevdoding attack and denial of service attack in lese sensor
network. The proposed intrusion detection systens wianulated using Cooja simulator on Contiki opegat
system with 10, 40 and 100 nodes. Different paramselike energy consumption, detection accuracy tatee
positive rate of malicious nodes were consideredef@luating the proposed system.

3. Methodology

In RPL based loT network, the network is establisire different form according to the objective ftion. The
proposed technique “Level based Rank attack detection technique” uses hop count as objective function. In hop

count based RPL construction, the node which has te@p count compared with other nodes in the métvis
selected as parent. The rank of a parent nodegisiresl to be less than its child/ children nodeHB.tAe nodes in
the network are divided into levels according te tAnk of the nodes. The nodes which are havingséme rank
value are placed in same level. Each node is qureted with its rank and level in the network. Tiegels of
the nodes are stored in the root node. The lewalsupdated periodically. Before changing a rankaofnode, it
has to verify its level for detecting rank atta¢ka node is not in the level with its corresporglirank then the
node is considered as malicious node which is &ftedy rank attack. If the level of a node is Iésan its
corresponding rank, it is affected by rank decréas#tack. And if the level of a node is higher thads
corresponding rank then it is affected by rank @éased attack. The malicious node is isolated frbenrtetwork.
After isolating the affected node, the network éeanstructed.

3.1 Theoretical analysis of the proposed LEACE technige
For analyzing the proposed technique, forty nodestaken and proved that the technique detectsahke attack
in RPL based IoT network. Fig 1 shows the legitienattwork with nodes’ rank and corresponding levels.

0

Lo RO

L1 R1

L2 R2

L3 3 R3

L4 R4

Fig 1 Level of each nodes
In right side of the fig 1, the nodes’ rank is given and left side the nodes’ level is displayed. R represents the rank
of the nodes. L represents the level of the nodé® correspondence of the rank and level are iteticavith
double side arrow which is given below.

RO «—> L0
Rl +—>L1
R2<+—>L2
R3 +—> L3
R4 +—>L4
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Table 1 Nodes’ Level and Rank

Level | Rank Nodes
LO RO A
L2 R2 D.E.EG
L4 R4 L.OKN

Table 1 shows the nodes which are stored levelwise in the root table. The levels of the nodes’ are checked by
using this table. Let the node J be affected bk @ttack which changes its rank into one in theegimetwork.

Fig 2 Network with rank attack
Now, the level of the node has to be verified frtme table which is stored in the root node. From tdble 1, the
rank of node J is one but the corresponding lewel rfode J is four. So, the rank of the node J doats
correspond with its level. It is declared that thé& no corresponding matches with rank and legehbde J. So,
node J is affected by the rank attack. Node J bdsetisolated from the network.

Fig 3 Reconstruction of the network
Fig 3 shows the reconstruction of the network. Tmede J is isolated from the network and network is
reconstructed with the legitimate nodes. After reconstructing the network, the nodes’ level table is updated with
current rank and level for the available nodeshie hetwork.

Labels used in the Technique
NHC — Number of hop count

L - Level of a node

CU - Current node

RT — Root node

NR — Neighbor nodes

RK —Rank of a node

PA— Parent node

Ch— Children

AN — All nodes in the network
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3.2Proposed “LEACE” technique
Input : RPL Control messages, L, RK

Ou
1:
2:
3:

o

tput: Rank attack detection
RT multicasts the DIO messages
NR receives DIO messages and send DAO to RT
Compute
RK (CU) = RK(PA (CU)) + HC(CU, PA)

: Children unicast DAO to their selected parents.

PA sends DAO_ACK message to CH then the DODAg®ristructed.

: Compute Level of each node from RT to AN baseRI§ of nodes

for i=0; i++; i<=n-1// i is Index of Level, n is étal number of nodes in the network
t

Li= i+0;

}

Do corresponding process mbdes’ rank withnodes’ level
Lie—>»RK
Rank attack detection process
If L (CU) = RK(CU)
CU is an legitimate node
If L (CU) < RK(CU)

CU is affected by rank increased attack

If L (CU) > RK (CU)

CU is affected by rank decreased attack

10:
11:

Isolate the affected nodes
Reconstruct the network

4. Experimental Result
For implementing level based rank attack detectemhnique, Cooja simulator is used over the Cordpeérating
system. Forty nodes have been taken for the testiogess. The sky mote is used to simulate theogexp work.

Research Article

My simulation - Cooja: The Contiki Network Simulator

Eile Simulation Motes Tools Settings Help

=]

Wieww Toom Run  Speed limt

MeturoTic (Sl | = Simulation cantrol  (=]{Si%] [ [=] Motes =li=Hae)
Enter notes here
@ [ @ | stat || Pause’] Sten l'Rerload !
i | Time: 17:01.896
Speed: 18.89%
Mote output [=[=[=]

Mote | Message

I0:1. DATA recy “Halle 16 from the clisnt' from 4
ED:19  Rank Attack Initiated by Mode: 1 ' 18°
ID:2 DaTA send o0 1 ‘Hello 18°
DATA recy “18 Rank Attsck Detected’ from 19
DATA recy "Hello 16 from the client' from 2
Fank Attack Initisted by Mode: 1 ' 17
DATA send 1o Hello 17!
DATA recy *1T7 Rank Attack ected’ from 18

Tirneline shawing 30 motes

Fig 4 Rank Attack identification
Fig 4 exposes the rank attack detection process. fidde which is in green colour is the root nodee ellow
colour nodes are legitimate nodes in the netwotke Pink colour nodes are malicious nodes which adflected
by the rank attack. The nodes which are detecteta&ious nodes are specified in the mote output.
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PDR Throughput ADR

mveRa mLEACE

Fig 5 LEACE vs VeRa
Fig 5 depicts the comparison of the proposed wditke proposed work is compared with the existinditégue
VeRa in terms of packet delivery ratio, throughpnt attack detection rate. The values for Packitedg ratio
(PDR), Throughput and Attack Detection Ratio argegi in percentage. The proposed LEACE technique has
performed better than the VeRa technique.

5. Conclusion

The proposed technique is a proficient techniquedtect rank attack in RPL based Internet of Things
identifies rank attack using the level of the nodeshe network. Each node is corresponded withk rand level
in the network. The proposed work outperformed éhésting technique VeRa in terms of packet deliveatio,
throughput and attack detection accuracy. In fyttire work will be tested for other attacks suchbaxk hole
attack, sinkhole attack, version number attack halib flood attack in Internet of Things environnten
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Abstract

Internet of Things (IoT) turns up the computerizearld with smart automated system through
Internet. I0T has lots of issues such as intero&ge, light weight, connectivity, big data privacy
and security in the connected environment. Netveadurity is the predominant issue in Routing
Protocol for Low Power and Lossy Networks (RPL)dzh$oT. Rank attack is one of the issues in
RPL. Rank attack is ruinous to RPL based networkiiarnet of Things compared with other
attacks. In this paper, location based rank attietkction technique is proposed (LRADT). This
technique uses distance of each node to find tbatin of the given nodes to root node in a
network. The technique LRADT surpasses the existaoipnigue RDAID by means of packet
delivery ratio, attack detection rate and throughpu

Keywords: 10T, Rank Attack, Security, LRADT
1. Introduction

1.1loT

In 1999, Kevin Ashton coined the term “Internet of Things (IoT)”. According to Kevin Ashton,

loT is a technology which connects physical anduair things via Internet. Each thing in the
connected system has its own identity and attrfutETl is a resource constrained technology
which supports low power, low memory and so ownly supports light weight process over the
connected network. IoT has different layered architecture with regard to the users’ requirements

or needs. But three layer architecture is the rmostmon and widely used architecture.
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1.2 10T Architecture

The internet |Engineering task force (IETF) expbksathree layer architecture in Internet of
Things. Taking into account the rapid requiremerthe 0T users, the three layer architecture is
reformed into four layer architecture, five layectatecture and seven layer architecture. The three
layer architecture is the fundamental for all otaerhitectures. It comprises of perception layer,
network layer and application layer.

Application layer

b4

Network layer

v i

Perception layer

Fig 1.1 IoT Three Layer Architecture

Perception layer monitors the physical propertieghe connected things in 0T network. It has
the responsibilities of collecting data from thexsars which are embedded in the smart things.
Network layer is responsible to connect thingsywek devices and servers. It is also used to
process and transmit the collected data to theicgtimn layer. Standard protocols are used to
transmit the data. Application layer provides vas®ervices to the 10T users according to their
needs based on the available data.

1.2Issues in loT
Though, 10T is an emerging technology, it is weadehy lots of issues. The various issues in 10T
are as follows.

Internet outage:

Internet connection is mandatory for Internet ofnfis for connecting and communicating smart
things. If the Internet connection is unavailakie, entire l1oT system is inoperable. And also poor
Internet connection leads to worst service.

Light weight:

IoT is a resource constrained technology. It sutgponly lightweight mechanisms in the loT
system. The heavyweight mechanism cannot be usé&llinBut, for solving critical problems,
0T needs heavy weight mechanisms.
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Connectivity:

Due to the rapid growth of IoT technology, numerdasices are connected in a single IoT system.
Connecting N number of devices in a single systaaoses various issues such as device failure,
connection problem, poor quality of service, religband hard to handle big data.

Big data:

Tremendous devices generate enormous data in ®TaTAis resource constrained, the enormous
data cannot be stored in the 10T system. So stamgprocessing big data is not possible in l0oT.
Privacy:

0T accesses anything at any time at anywhere y@ueror everything which is connectedto 10T
can easily be tracked. So the privacy of loT ugeseschallenging issue.

Security:

Crucial data of the users are collected by thedevices which should not be revealed to anyone
except the concerned users. Since, 10T is conndatedgh Internet at all the time, an intruder can
easily hack the data and system. Collected dgi@tessed by network layer, the network security
Is more important. Various protocols are used imwoek layer. RPL is one of the network protocols
in 1oT. Different attacks occur in RPL protocol. 8®re is a need to providea new technique to
identify the attacks in RPL.

1.3RPL

Routing Protocol for Low-Power and Lossy Networksekplicitly designed for Low power
LossyNetwork. It is used in 10T for routing. RPIlsas Destination Oriented Directed Acyclic
Graph (DODAG) to form the network. It utilizes fotypes of control messages to construct
DODAG. The control messages are as follows (i) D@ kformation Object (DIO) which is
used for providing node basic information. (i) DAG Information Solicitation (DIS) is used for
probingneighbour nodes in the network. (iii) DODAX8@vertisement Object (DAQO) is used to
propagatereverse route information. (iv) DODAGolmhation Advertisement Acknowledgement
(DAO_ACK) provides acknowledgement for DAO messager constructing DODAG, the
objective function such as Expected Transmissiomn€ETX), Hop count and Energy are used.

1.4Rank Attack

Position of a node towards the root node is spatifiy the Rank. A node in the network selects
its parent which is less than its Rank. The rank parent node must be less than its child node.
Inconsistent change of rank in the network may féoop. Illegitimate change in the rank of a
node over RPL protocol is called as rank attacthenloT network. The rank attack is classified
into two types namely rank increased attack anll decreased attack. Impacts of rank attacks are
less packet delivery ratio, worst parent selecéiod high packet loss.

The proposed LRADT technique is used to detect brattk increased attack and rank
decreased attack. The technique uses locatioreafdldes to identify attack in the network. It is
simulated using Contiki OS and Cooja simulator Miitly nodes in random position environment.
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Rest of the paper is formulated into different et such as review of literature which speaks
about the related works of rank attack, methodolatpych explicates the proposed technique,
result and discussion which justifies the propasetinique, experimental result which brings out
the fact of the proposed work in virtual 10T envineent and finally conclusion.

I Review of literature
Shadab Alam et al..[1] discussed the enabling teldgnes in Internet of Things. The authors
explained requirements of loT system with conceraygulication.

Mark Mbock et al.[2] detailed the privacy and sdguissues in I0T in terms of security
requirements, techniques to face 10T threats andteo measuring the privacy issues. The threat
taxonomy was figured out relatively to the currkr¥ applications scenario.

Akanksha Jain et al.[3] surveyed attacks and coor@asures for RPL protocol. The paper
was one of the bedrocks to learn and analyze disitacks in RPL routing protocol. The authors
unfolded the impacts of various attacks such dehsile attack, wormhole attack, selective forward
attack and rank attack in 10T network. The papes wpanacea to fathom out the countermeasure
of the RPL attacks.

Somnath Karmakar et al.[4] analyzed the attaclk&Rh based Internet of Things and found
that rank attack was the predominant attack amtmey attacks which caused detrimental impacts
on the 10T system. Authors proposed a techniqueetect rank attack with low overhead.The
technique was used to detect both rank increasackaand rank decreased attack in non- storing
mode. The proposed technique made use of DAO domtessage by incorporating message
authentication code in the control message to tldtecattack. The technique was energyefficient
and provided better detection accuracy. It was emgnted by Cooja simulator.

Nabil Djedjig et al.[5] recommended a new RPL vensusing trust based mechanism.
Trusted platform module was used to check thewmshiness of the proposed RPL. The new
RPL version was evaluated by the authenticatiorhatkin the trusted platform module. The
behavior of the available nodes in the network yread to confirm trustworthiness of the IoT
system.

Eli Kfoury et al.[6] suggested intrusion detectisystem to detect attacks in the RPL
protocol. The self-organization map was trainedhsy supervised learning method to detect the
attacks. The abnormal behavior in the protocol feasd using the self-organization map. The
required data for the model was generated usingaComulator by running the RPL based loT
network system. It performed better in terms ofrggeonsumption and attack detection accuracy

Mina Zaminkar et al.[7] proposed S0S-RPL to seag@&nst sinkhole attack in Internet of
Things. It consisted of two sections. The firstteecwas used to rate and rank the nodes using
distance. The second section was used to discbheemalicious sources in the IoT network by
calculating average packet transmission of rougeest (RREQ). The SoS-RPL was tested using
NS-3 simulation. It provided good packet deliveayerand better detection rate.

Mina Zaminkar et al.[8] suggested DSH-RPL for seduloT ecosystem. It comprised of
four phases. Reliable RPL was created in the finstse. In the second phase the sinkhole attack
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was detected. The detected malicious nodes wemamfireed in the third phase. In the fourth
phase, data was transmitted after homomorphic ptioryprocess. It reduced false positive rate
and false negative rate. It increased packet dglivate compared with Sec Trust-RPL and
IBOOS-RPL.

Zahrah et al.[9] proposed SRPL-RPL protocol to cetend mitigate rank and version
number attacks. The attacks were detected usirlg sategy. The mitigation was done using
threshold and attack status table. The proposed’RIRLwas compared with existing system such
as sink based intrusion detection systems and RRieleStechnique. The proposed SRPL-RPL
outperformed better than these existing protocath wegard to packet delivery ratio, energy
consumption and attack detection accuracy rate.

3. Methodology

Location based rank attack detection technique (DRAIs proposed to detect rank attack in
hopcount based RPL construction. The proposediggé calculates distance of each node to its
parent node and to its root node, to identify tloelenlocation. The location of each node is
identified by calculating the distance of each nadd stored in the root node. The distance of a
node is compared with its parent’s distance to root node, when there is an inconsistent change in
the rank of the parent and child. If the distanoe @nk of the current node are less than its paren
then it is affected by rank decreased attack.dfdistance is less than its parent and rank isehigh
than the parent then the node is affected by raoileased attack. The affected node is cleared
away from the network. The logic behind the ran#t distance is, while constructing RPL network
by hop count as the objective function parent nodst have less distance than the child node.
LRADT is compared with the RDAID technique. The RIDAechnique uses packet delivery ratio
of each transaction of the nodes in the networle TRADT performs better than the RDAID
technique in terms of packet delivery ratio, thimpgt and attack detection rate.

3.1 Theoretical Analysis

The location based rank attack detection techniguesed to detect rank attack specifically
whilesetting hop count as an objective functiorRBL network. For examining the proposed
technique,the RPL based IoT network with ten nqédeB,C,D,E,F,G,H,1,J) has been taken. Node
“A” is the root node. The rank of a node is shared bypilemessage in the RPL network. Fig.
3.1 represents the RPL network with rank of eadtertowards root node before attack.
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Fig. 3.1 RPL network before attack

Table 3.1 shows the distance of each node fromabienode as well as to its parent node. This
table is stored in the root node. The distancehefriodes in the given network is calculated
periodically. The X and Y values for finding loaati of the nodes given in the table are taken from
Cooja simulator. For identifying the location, fitke distance from node to its parent is calcdlate

and then the distance from node to root is caledlat

Table 3.1 Location of the Nodes

Node Rank X Y I?istan(:e to | Distance to
its parent the root
A 1 76.42 2314 | ———— —
B 2 46.95 4517 51.5 515
C 2 78.29 47.96 26.69 26.69
D 2 112.7 44.24 57.38 57.38
E 2 45.71 67.19 23.26 74.76
F 3 81.70 72.78 28.23 54.92
G 3 111.4 70.91 2537 82.75
H 4 126.17 96.66 48.51 12327
4 56.88 9428 1592 90.68
J 4 82.94 99.76 28.22 83.14
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Before the occurrence of rank attack, the paredesadave lower rank than their children
nodes. Fig 3.2 depicts the rank attack scenari&idn3.2, node E is considered as a malicious
node which is affected by rank attack. For idemigywhether the node is affected by rank attack,
rank of the node E and its parent’s rank are compared. The parent node must have low rank than
its child / children.

Fig. 3.2 RPL network after attack

Rank of node E is 2 as well as the rank of its piaaéso 2. Ranks of both nodes are same. So, there
is an illegitimate change in the rank. Now, formitl&/ing which node is affected by the rank attack,
the location of both nodes are found by calculatiisgance of both nodes. In the table 3.1 node E
is located 74.76 meters from the root node and Biddocated 26.69 meters from the root node.
So, node E is far away from the root node compaidid node B. Now it is found that node E is
affected by rank attack. Fig 3.3 depicts re-comston of the network.

1

Fig. 3.3 RPL network after reconstruction
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The affected node E should be removed from the et he root node sends the message to all
the nodes in the network that node E is affectechbi attack. The nodes connected with node E
receive the message from root node and remove Bddem the network. After removing the
affected node, the nodes will form new network vathew version.

3.2Labels used in the Technique

X — Root node,

P— Parent node

N — Nodes in the network
Y — Neighbor nodes

K —Current node

R — Rank of a Node

C - Child node

Input : RPL Control messages, LRADT
Output : Rank Attack Detection

1: X multicasts the DIO message and followed byNtart DODAG construction
X,N —= v

2: Yi receive and accept DIO message

3: Compute R
R(K)= R(P) + HC(K, P)
R(P) < R(K)

4. Child Node unicasts DAO message to itectetl preferred parent node

C DAO > P

5: P sends DAO_ACK message to C then the DODAGmsitucted.

6: Identify the node location by Calculating D &t nodes from K to P and K to X
D = | x2-x1| + |y2-y1]|

7: If R(K) > R(P(K)) && D(P(K)) < D(K) then
K is legitimate node

8:  IfR(K) < R(P(K)) && D(P(K)) > D(K) then
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K is affected by Rank Decreased Attack then rento¥#®m the network
9: If R(K) < R(P(K)) && D(P(K)) D(K)then
K is affected by Rank increased Attack then rem¥eom the network

10: Form the new network after eliminating maligawdes

The above proposed technique uses traditional psdoe constructing DODAG in RPL which is

given in the technique from step 1 to step 5. Toneetty of the proposed work is to identify the
rank attack using location of the nodes in the oetwvhich is given in the technique from step 6
to step 10.

4. Experimental Evaluation

Contiki operating system and Cooja simulator aeglfer deploying the proposed technique. It
isone of the best network simulation tools for.I&Imulation is done with the proposed technique
for fifty nodes. In Fig 4.1, the green colour noderoot node. The yellow colour nodes are
legitimate nodes and pink colour nodes are malgmades affected by rank attack.

in 1pens Emer notes here

Fause Felosd |

Tirne; 01114 187
Speed: 110 64%

Mate ouiput

Mesiage

3 UDP client process atariad

):23  Client IPvS sddresses: saas: i 282:7417:17.1717
23 TRl UTMT:NTANT

23 Created 2 comeciion with the server local/resote port 876579578

™.323 23 Rark Attack Tal1iated by Wde: | ' )

{ o435 I0vl  DAYA recy 'l Rank Attack Detected” froe 23

1 01:30.510  T0:21  Rank Attatk Imaitiated

P01 00602 1041 DWTA recy "1 Rank Atfack Detected’ frue 21

Fig 4.1 Attack simulation

In output window, the affected nodes are listece phckets are analyzed in 6LOWPAN analyzer
mode in Cooja simulator. Fig 4.2 shows the comparigf RDAID and LRADT techniques. It
shows the performance metrics evaluation in peaggnt
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95
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80

PDR Throuehput o FRADT R

Fig 4.2 Attack simulation comparison

The attack detection rate (A.D.R) is measured usiagfusion matrix. Proposed technique
outperforms the existing technique RDAID in termhpacket delivery ratio, throughput and attack
detection rate. The better attack detection ratdddo better packet delivery ratio and the better
packet delivery ratio leads to better throughpuhanetwork. These are achieved by the proposed
“LRADT” technique.

Conclusion

The techniquELRADT” is the proficient technique to detect and mitigatek attack in hop
countbased RPL network in 10T. It uses locatioa nbde to find out the rank attack. It outperforms
theRDAID technique in terms of packet deliveryioathroughput and attack detection rate. The
technique is implemented using Cooja simulatokinote with fifty nodes. In future, the work
will be enhanced to detect rank attack in ETX andrgy based RPL network in IoT.
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A Hybrid Method for Smart Irrigation System

A. Arul Anitha, A. Stephen, L. Arockiam

Abstract: Internet of Things(loT) is aboon to the technological
developments during the past decade. Though the adoption of this
technology in agriculture has gone up immensely in recent years,
the implementation of the smart irrigation system remains its
initial stage in this agricultural setup. The sprinkler or dripper
irrigation methods are widely used in the smart irrigation
environment. In this paper a hybrid method is proposed to select
the irrigation method automatically based on the climate changes
and soil moisture level. By enhancing this method using the rapid
growing technologies and IoT enabled smart irrigation
controllers, the agriculture sector will be improved over the
foreseeable future.

Keywords: Smart
Method.

Irrigation, Sprinkler, Dripper, Hybrid

I. INTRODUCTION

Agriculture plays a vital role in countries like lad As

are easy to implement and it has a straight forveauloach
[3]. In this paper, the background study relatedsmoart
irrigation, the issues and challenges in implenmgntihe smart
irrigation and loT-based smart irrigation methodee a
discussed. A hybrid irrigation framework is propbsand
some research issues in the smart irrigation syste also
highlighted

Il. RELATED WORKS

Yuthika et. al [4] proposed an Intelligent I0T bdse
irrigation system. For analysing and predicting KNK-
Nearest Neighbour) classification machine learmilyprithm
was used in this approach. Machine to Machine (M2M)
technology was implemented for communication amtieg
devices and a prototype model was developed tothest
efficiency. The security and water source issuagvugnored

Mahatma Gandhi said, the development of our countf) their work. Alauddin et al [5] proposed a Clobased l0T

depends on the economic status of the villages twhie
mainly depending upon agriculture. Water is thee@ement
for agriculture [1]. Figure 1 explains the need wéter
resource for agriculture. In India 80% of waterowse is
used for agriculture. Nowadays, climate changdsctin the

for Smart Garden Watering System using Arduino Whah
was used to monitor and to maintain the soil moéstand
light intensity. The monitored data was sent tongipeak
10T cloud. The data gathered in the cloud was aealyand
when it reached the threshold value, an action se®

time and duration of monsoons which are the maitewa accordingly from the cloud to the irrigation systeimneeds

source.

Domestic
Industrial

SN
-

Source: ARAD Group

Figure 1: Water usage in India

To overcome this water scarcity issue, the smaidaition
system is deployed in agriculture field. The smaigation
system monitors the weather, soil type and its magslevel,
evaporation and water usage of the plants and aftoely
adjusts the watering schedule [2]. It helps thenfas to
optimize the water usage, enrich the quality ofpcgoowth
and quantity of yields in their fields. Smart iatgpn systems
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further refinement like including temperature sensmd
controlling the system using smart phone. Harishargt al
[6] suggested an automatic sprinkler irrigationteys using
solar power for automating the irrigation processag solar
power and to optimize the use of water. When impleted
for bore holes, the system was found to be suades3blar
pumps also offered clean solutions with no danfieocehole
contamination. Maroufpoor et al [7] recommendede¢hr
artificial intelligence methods such as Artificidleural
Network (ANN), Adaptive Neuro-fuzzy Inference Syste
(ANFIS) and Gene Expression Programming (GEP) for
estimating wind drift and evaporation losses frgonirkler
irrigation systems. According to the authors, GErpression
Programming method provided the best result. Fabet al

[8] explained a machine learning technique to manag
heterogeneous datasets which include physicalodial
and sensory values collected from real-time agucal
sector. Weather, humidity, wind speed and soil $ypere the
factors considered in their approach. The supedvisachine
learning algorithms such as decision tree, K-neares
neighbours, Neural Network and polynomial predietiv
models were used in this research. According tatithors,
effective implementation of their work will increas
productivity and will save the environmental resmms and
will pursue economic profits.




A Hybrid Method for Smart Irrigation System

Ill.  ISSUES AND CHALLENGES

To adopt and implement the technologies in agucalt
sector, the developing countries like India havéat® many
issues and challenges.

e Lack of knowledge and fear of implementing and
upgrading the technology in higher levels among
large number of farmers in the country.

The solution must have the customization facilifars
different languages, so that it could be easy to
understand for the ordinary people.

e Interoperability is another issue, due to lot of
platforms and vendors for 10T tools and techniques.

The farms own by the farmers are varying in igesi C. Dripper Irrigation System:

Hence, the solution related to smart irrigationustio Drip irrigation systems distribute water throughetwork
be scalable and flexible. of valves, pipes, tubing and emitters. Dependinh@n well

Field

Soil moisture

Figure 4.1 Design of Sprinkler Irrigation Method

e Security is another big issue. If one of the ses$® designed, installed, maintained, and operated, itaigirip
hacked it will collapse the entire system. Therrigation system can be more efficient than spenk

security tools have to be updated frequently and jrigation. This system with dripper componentiglained in
leads to additional headache to the poor farmers. figyre 4.2.

To find out a solution having all these requirenismtot easy.
These challenges and issues lead to further réseard
developments in the smart irrigation field.

IV. 10T BASED IRRIGATION METHODS

loT based smart irrigation system is capable obraating
the irrigation process by analyzing the moistursaif and the
climate condition. When the power supply is giventhe
microcontroller, it will check the soil moisturerent [9]. If
the moisture content is not up to the threshole thenakes
the motor to get on automatically and turns offoaudtically
if it reaches to the threshold level. The need afew for any
crop is also reduced drastically. Remote monitoig@lso
possible in 0T based smart irrigation system.

A. Smart Irrigation System Requirements:

Field

Soil moisture

Figure 4.2 Design of Dripper Irrigation Method

The core components for deploying the smart irat This method is useful for all seasons, but sprinkle
system are: Node MCU, Soil moisture sensor, tempera o tperforms this drip system during summer seaSbare is
sensor, humidity sensor, 5Sv Relay, Sprinkler, DeIPP 4 need for a better irrigation method which adafitweather.

Solenoid valve and Water tank [10]. There are tyypes of
irrigation methods such as dripper and sprinkler lba used
according to the season. Dripper irrigation meticad be
used in the windy season, whereas sprinkler iioganethod
can be adopted in the summer season.

B. Sprinkler Irrigation System:

Sprinkler irrigation system allows application ofater
under high pressure with the help of a pump. Sdialneter
nozzle is placed in the pipes, it releases rainfiel water
through the distributed system of pipes and spirggsair and

irrigates [11]. Thus, it is not suitable for thendi season.

Figure 4.1 depicts the sprinkler irrigation systenmith
solenoid valve and other required components

In summer, the leaves of the plants easily withiegethis
sprinkler irrigation method sprays water like raihfit is
suitable for the summer season
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V. PROPOSEDHYBRID METHOD FOR SMART
IRRIGATION

In some situation both sprinkler and dripper irtiga
methods can be used when the crop is needed ty spra
water on leaves of the crop as well as to be faena the
root of the crop. According to the weather and alin
condition either sprinkler or dripper method can be
adopted. It is called hybrid irrigation method. 3 lsiystem
can be controlled from anywhere through the User
Interfaces such as mobile phone or laptop. Theosetaa
sent by different sensors are stored into the Clidkel
ThingSpeak through the border router. The working
environment with the combination of sprinkler angder
is shown in the figure 5.1 and the various fundiiies of
the smart hybrid irrigation system framework arplained
below:
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Figure 5.1. Hybrid Smart Irrigation Framework

loT Cloud

User Interface

Yes

Dripper

Stepl: The soil moisture sensor and weather sensors wil

give the details of moisture level of the soil, parature,
rainfall, wind speed and humidity information todeo
MCU (Microcontroller) whether water is needed te th
crop or not.

Step 2: If watering is needed, the Microcontroller will
trigger the relay to be switched on the power.

Step 3: Once the relay is switched on then the solenoid

valve will be opened which is already connectedhwitter
tank and water is poured using sprinkler/drippertie
crop. If the temperature is high and the soil moistevel is
very low then the sprinkler system is enabled ttewthe
plants. If the wind speed is very high and alsorttwésture
level of the soil is below the average level thha drip
irrigation method is triggered.

Step 4: After irrigation process, the information will be
sent to the microcontroller and the relay will Hgdered to
switch off the power.

Step 5:If water is not needed the irrigation system rersai
idle.

Mobility of the system helps the farmers to monitoe
irrigation process from anywhere. Thus, by using tl
hybrid smart irrigation strategy, protection of theops
against various climate conditions is very easy.

VI. CONCLUSION

The Smart hybrid irrigation system is recommended f

provide a valuable tool for conserving water plagnand
irrigation scheduling. The dripper or sprinkler hed is
selected automatically according to the moistuvellef the
soil, surrounding temperature and climate conditidhis
system can be used in large agricultural area whamsan
effort needs to be minimized and the farmers canitooand
control the irrigation process from anywhere. Maspects of
the system can be customized and fine-tuned acwptdithe
requirement of a particular plant.
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