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ABSTRACT

The Internet of Things (IoT) is one of the hottésthnologies which fuels
innovation in all fields and every aspect of liféhis technology transforms real-world
objects into networks of smart devices. The ‘thingghe 10T network are uniquely
addressable. They can be monitored and controksdotely over the Internet.
Though it is a boon for enhancing modern life, b€ has its own challenges while
implementing it in large-scale environments. Amalfthe issues, security-related
issues and challenges are the most prevalent agdl toebe considered. The smart
devices in the loT have limited resources in teohsnemory, processing capacity,
and energy. The widespread inclusion of such dsvice the global network,
combined with their severe constraints, exposeddiieto new security challenges.
Though there are many endeavours in security relse#lrere are still a number of
unresolved security issues.

0T relies on the routing protocol for low powerdalossy networks (RPL).
The RPL protocol is vulnerable and is prone to ssveecurity threats and attacks.
The Internet Control Message Protocol Version 6MRY6) consists of many RPL
control messages for constructing the Destinatioier®ed Directed Acyclic Graph
(DODAG) topology. Attackers modify these RPL cohtressages to initiate security
breaches in the 10T networks.

Version Number Attack, DIS Attack, and DAO Attadleaome of the attacks
that are created using RPL control messages. Tdtémeks consume more resources
like energy, memory, and CPU time and reduce fieéirhe of the constrained nodes.
If these RPL resource attacks are undetected,dhsequences can be severe. These

RPL resource attacks target the precious resowfcd® 10T network and make them



exhausted soon. Moreover, these attacks increassotitrol traffic and lead to Denial
of Service (DoS) attacks. Health care devicesdhatconnected to the RPL networks
put human lives at risk. For this reason, it isassary to detect these attacks.

This research proposes techniques, namely VeNADI&Det, and DADTec,
for detecting Version Number Attacks, DIS Attacksad DAO Attacks, respectively,
and an AdaBoost ensemble model (Ada-IDS) to safelgtlze 10T networks from
these three attacks. An Intelligent AdaBoost Arettiire called ANIT-Ada, which
integrates the three techniques and the Ada-IDSeinod

The impacts of the three attacks are analysed aghann terms of power
consumption, control overhead, and packet delivatyp (PDR) and compared with
the performance of the normal scenarios. Then tlopgsed techniques such as
VeNADet, DISDet, and DADTec are implemented in theee attacker scenarios to
detect Version Number Attack, DIS Attack, and DA@agk respectively. The Ada-
IDS utilizes the network traces of the normal ahckeé types of attacker scenarios.
The proposed three techniques are implementedeinrdbt node, and the Ada-IDS
ensemble model is installed in the border routehefANIT-Ada architecture.

Whenever an attack is initiated from any node ie 1bT network, the
corresponding technique detects such attacks. TdelBS monitors the incoming
and outgoing traffic of the loT network, and wheemncounters any malicious activity
from external sources or from the internal nodesnalyses the packets and detects
the attacks. Hence, Ada-IDS adds an additionaklaf/security to the RPL-based IoT
networks. The proposed techniques are implememdtei Cooja Simulator. The
ANIT-Ada architecture safeguards the loT networkenf RPL-based resource

attacks.
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Chapter — | Introduction

CHAPTER - |
INTRODUCTION

1.1. Background

Internet of Things (IoT) is a collection of small uniquely identifiable dess
with limited processing capacity and storage thattgpically powered by batteries.
Kevin Ashton, the forefather of the MIT Auto Iddidation Centre, first proposed the
Internet of Things concept in 1999. 10T is a rapidkpanding network of networked
"things" with sensors that collect and share datx the Internet without the need for
human interaction [Ash, 21]. Virtually everything 10T is "smart" because of the
network connectivity, automatic data collection aadting actions analysis using
sensors and actuators. Thus, various traditionatds are turned into smart products
that can be monitored or controlled remotely.

The Routing Protocol for Low-Power and Lossy Netwsor(RPL) is a
standardised routing protocol for I0T. There arelesand border routers in RPL
networks that are connected to the Internet thraaudyestination-Oriented Directed
Acyclic Graph (DODAG). 10T is vulnerable to routingftacks because most IoT
devices have limited memory, storage, and energpg fpid development of this
resource-constrained technology and the inclusioheterogeneous devices in the
IoT lead to more challenges in this context [Jel]. 2ZThese attacks require
mechanisms to detect them in order to safeguarddbes in 10T network. A number
of security challenges remain unresolved despitgiowa research efforts.
Determining the effectiveness of such attacks aopgsing new techniques to detect

these security threats and attacks in RPL netwand&svorthwhile endeavours.

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 1



Chapter — | Introduction

1.2. 10T Terminology, Architecture and Applications
1.2.1. 10T Definition

There is no specific definition for IoT. Gartnerfides IoT as the network of
objects with embedded technology for sensing atetacting about their internal or
external states [Gar, 21]. According to IBM, loT ashuge network in which the
connected things generate and share data [JenTAé]Oxford Dictionary included
the term IoT in the year 2013 and states loT as:pféposed development of the
Internet in which everyday objects have networknaamivity, allowing them to send
and receive data” [Dan, 18].

In General, 10T is a network of connected devicéh wistinct IP addresses
that can detect, gather data, and communicate abeirt surroundings or about

themselves, and embedded with those technologies.

1.2.2. A Typical 10T System
An IoT network consists of a collection of 10T dees, Sensors/Actuators,
Connectivity, Gateway devices, Internet, User faieg, and Cloud storage. A typical

0T system with these components is illustrateBigl.1.

LOCAL AREA
NETWORK
i N /

END-NODE(S) g_: P
) L <7 i

>

REMOTE STORAGE,
DATA ANALYSIS

GATEWAY
\ DEVICE

INTERNET \
," . NETWORK

APPS ON PCAND

MOBILE DEVICES

Fig. 1.1. The Components of 0T System

https://rb.gy/oq7ohu

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 2



Chapter — | Introduction

» End Nodes:The ‘things’ in the 10T network are called end nedBepending
on the application, the end nodes may perform sgnsr actuation. Sensors
and actuators are included in the end nodes’ lageause they capture and
represent the physical world in the digital domaline properties of the
devices and their environmental conditions are argkd as it passes through
physical devices to identify the physical worldg,J&9].

= Communication: The sharing of information in loT-based applicaton
necessitates the use of appropriate communicagionnblogies. In order to
improve both efficiency and effectiveness, a bettanmunication medium is
required. The use of communication technology ih émables the delivery of
specialized smart services by linking disparateghitogether. Devices used
in the Internet of Things (loT) must often run oary little power. Wireless
Fidelity (Wi-Fi), Bluetooth, Zigbee, and Advancecdrg-Term Evolution
(LTE) are examples of IoT communication protocoRadio Frequency
Identification(RFID), Near Field Communication (NFCand Ultra-Wide
Bandwidth (UWB) for proximity services are examples communication
technologies that are relevant for the Internétuhgs (loT) [Fat, 17].

= Gateway. Gateway is also called as a fog node. Through thkevay,
physical things are linked to the cloud. Gatewapvjles connectivity,
security, and manageability between sensors/deaodgshe cloud. Gateways
enable the devices in the 10T networks to peridiicather and transfer data
to the cloud network [Jis, 21].

= Internet: Internet connectivity is the backbone of the In&raf Things. All

the smart devices are connected to the Internebubih the Internet, smart
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devices are controlled remotely. Internet connégtig the basic requirement
for storing a large volume of sensor data andeeing the data for analysis
and decision making.

» User Interface: IoT data collection requires a medium for usersd¢e and
comprehend it. The user interface plays an importate here. A User
Interface (Ul) can be defined as the means by whiclser and a computer
system communicate with one another (or both). Vdiee-controlled devices
and the dashboard buttons are also examples ofniediaces [Lev, 18].

» Cloud Storage: Large volumes of data are generated by IoT devitas
requires the cloud for the storage and retrievabcgss. The cloud
infrastructure is made up of interconnected senad storage. Big data
collected from loT processing units are stored iau@ Units. It permits the
transmission of data from smart objects and devioethe cloud. Machine
learning and Atrtificial Intelligence (Al) are empled in these infrastructures
to support IoT applications, which evaluate datarfrthe device or thing in
order to produce relevant information that may bedufor service or decision

making [Muh, 18].

1.2.3. Characteristics of loT
0T has some special characteristics that aredliseow:
» |Intelligence: The sensor in an 0T network senses its surrousdamgl based
on the collected details, the actuator takes tleesoba automatically.
= Interconnection: The things on the Internet such as objects, sensors
actuators, people, etc. are connected to the ktteand other infrastructure

using different types of communication technologies
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Addressing: All ‘things’ in IoT are connected over the globatwork. Hence
each thing should be uniquely addressed. The letelPnotocol version 6
(IPv6) is used for addressing. Using the 128 bftshe IPv6 protocol, the
objects in the IoT networks are uniquely identified

Scalability: The Internet of Things' exponential expansion wdtessitate the
scalability of l10oT. The IoT applications must belealto accommodate an
expanding number of connected devices, users, capiin features, and
analytical capabilities while maintaining a highéé of service quality.
Heterogeneity: The technologies, platforms, devices, and netwarsed in
IoT are diverse in nature. Hence, it supports logemeity.
Resource-Constraint: 0T is a resource-limited technology that has less
energy, processing capacity, and memory. The dewace small in size and
portable. Due to this resource constraint natugel can be called a
lightweight technology.

Dynamic and Self-Adapting:IoT is dynamically adapting and taking actions
based on the operational conditions, the userexipor identified environments.
These features are possible for loT-connected ds\aad systems.
Self-Configuring: A vast number of devices can work together toveeli
specific functionality because of the loT Systese#-configuring potential.
Smart gadgets can do everything on their own, fsetting up networking to

configuring themselves to downloading software fimware updates.

1.2.4. Architecture of 10T

There is no rigid architecture for 10T. Dependingoo the nature and need,

the layers of the IoT architecture range from tHeser, four-layer, and five-layer.
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The three-layer architecture is the most commordgdulayered architecture with
perception layer, network layer, and applicatioyeta Each layer has its own security
requirements too [Sye, 18]. The three-layered &cture of IoT is illustrated using

Fig.1.2.

Application Layer

@*a Smart Applications s Q

o—q Network Layer ~
J (‘%J Routers and Gateways
v W

Perception Layer

Sensors and Actuators

g!

Fig. 1.2. Three-Layer Architecture of 10T

= Perception Layer is the physical layer that uses sensors to detattcollect
data from the surrounding. This layer detects tharsitem and the physical
parameters for further processing. This primaryl gbdhis layer is to retrieve
the qualities of detecting items such as tempegataoise, leakage, and
position through the use of sensors. The acquiata id then transformed into
digital signals and sent up the stack to the nétlayer for processing.

= Network Layer is the central hub for IoT. It acts as a smaricpssing and
management center. This layer transmits and presedbe detected
information from the objects in the perception laye links a wide range of

network devices, including smart objects, servansl, more.
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» Application Layer is often known as the business layer. It is themiogt
layer of the Internet of Things architecture. Tdeofpeople application-
specific services is the job of the applicationelayAuthentication, privacy
data integrity are all guaranteed at this levebpuaftection [Lat, 21]. In this

research work, the widely used three-layer architeds considered.

1.2.5. Applications of 10T
To make loT more accessible, affordable, energgiefit, and most importantly
secure, new technologies and protocols are beidgdtb the ecosystem. Due to high
demand across several industries, the Internetofgs will continue to evolve. Due
to the connectivity, simple implementation, advaneats in sensors and wireless
technology and the anytime, anywhere and anytheejufes of IoT increase the
applications of its domain in day-to-day life arduthe globe [Saf, 18]. Most
common deployment of loT applications are giverobel
= Home Automation: The household devices such as home appliances, fans
lights, sensors or actuators with communicatiomnetogies and interface are
considered as smart devices. The network of theseces forms a home
Wireless Sensor Network (WSN). These smart objeunts capable of
communication, processing, sensing and actuatihgy itan sense, actuate,
process data and communicate. At regular intertredse devices sense the
surroundings and send the data to the home hubhdhe hub is a device
with storage capacity like a Personal Computer (R@p)top, tablet or a
smartphone. This home hub is capable of storing mataging the data

collected by the sensors and acts as a mediataebrtthe internal devices
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and devices outside the home WSN. The Action tpdérmed based on the
sensor data also can be commanded or controlledtegnby a smartphone or
other devices [Keh, 21] [BIl, 17].

= Smart Healthcare: Smart Healthcare is one of the dominant domaine bf
It necessitates storing aggregation and analydiegdw data collected from
the healthcare related sensor data. Modern headthegstems are under
significant strain due to an ageing population @ndorresponding rise in
chronic illness, and demand for everything frompia beds to doctors and
nurses is at an all-time high. There must be a twayeduce the strain on
healthcare systems while still providing high-gtyatiare to patients who are
most in need [Ste, 17]. The challenge is to combizta from various sensors
and other sources that are heterogeneous in nature.

» |ndustrial Automation: As smart loT devices improve in capability, theg ar
becoming more widely used in industrial automatgystems, accelerating
reconfigurable manufacturing. The advent of IndugtiO, also known as the
fourth industrial revolution, ushers in a new erf hoghly customised
manufacturing, as opposed to highly serialised Hamuring. The production
resources in this vision are highly modularized,iohhgives them the
adaptability they need to meet changing market deisiaReconfigurable
Manufacturing Systems (RMS) enables rapid struttad functional
modifications with little or no downtime [Vuk, 21].

= Environmental Monitoring: Due to industrialization, environment
monitoring plays an important role to safeguard sumroundings. It consists

of monitoring and analysing the quality of soil, tela air, weather and
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monitoring the wildlife. Smart sensors are usedaitect different environmental
data and necessary actions are taken based oolkketed data [Mee, 21].

» Smart Transportation: Vehicle-to-vehicle communication, smart parking,
and other aspects of transportation are includegnmart transportation. It
provides better route ideas, parking reservatiensygy-efficient lighting, and
telematics for public transit, all while decreasithg risk of an accident or
self-driving car [Fot, 19].

= Security and Surveillance SystemsWith smart cameras, video feeds can be
collected from as far as the end of the street.rSseaurity systems can recognise
and prevent dangerous situations with real-timaialisobject identification
[Fot, 19].

= Smart Agriculture: The soil quality checking, water level analysis,
temperature level, humidity and precipitation anec@l variables to consider
in smart agriculture. Irrigating the plants accaglito the weather condition
and plant disease monitoring are also notewortbgarch in smart agriculture

[Tra, 19].

1.3. Issues and Challenges of loT

The counterfeit hardware, heterogeneous platfordata privacy, software
faults, system management difficulties, securityues during communication, and
remote device service management are vital issaresufrent 10T infrastructure. The

issues and challenges of Internet of Things aréctigpusing Fig.1.3.
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Fig. 1.3. Issues and Challenges of IoT
As it is given in Fig.1.3, there are various issaed challenges for IoT such
as Connectivity, Security and Privacy, Scalabiliyailability, Big Data and
Heterogeneity. Among all these issues, Securitiigsmost predominant challenge in

loT.

1.3.1. Security Challenges of loT

When a new technology is launched, security is ybmie primary issue.
Security is becoming a priority in any loT netwarKrastructure. Many Internet-
connected products are available without basicrggdeatures. Some manufacturers
have proprietary security standards that are inetiile with the products of other
manufacturers. Because these devices are connected Internet, hackers can take
advantage of them. As the number of devices coedetit the loT applications
grows, the risk of vulnerabilities increases asl|wBlac, 21]. According to the

Statistica research, there were 35.8 billion linkiedices around the world in 2021,
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which will be rising to 75.44 billion in 2025. Theverall report of the Statistica

Research is given in Fig.1.4.
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Fig. 1.4. No. of Connected Devices from 2015-20@tatistica)’

IoT application vulnerabilities increase as the bemof connected devices
increases. loT technology has to ensure the sgooiritievices, networks and data
from IoT security attacks. While designing secusbiutions, these aspects must be
considered.

= Device Security: The security mechanism has to protect the I0T asvirom
attackers. For smart operation, these devices neegpersistent Internet
connectivity and energy. Tampering of these deviwesto be prevented and
the security of the devices must be guaranteed.ifitreasing demand for

connected devices also increases the security isgeiod 10T devices [lvi, 21].

= Network Security: Security in the network has also to be consideted

secure communication between the 10T devicescludes the construction of

%statista.com/statistics/471264/iot -number-of-caried-devices-worldwide
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DODAG, maintaining the stability of the links, arskcuring end-to-end
communication between the devices. The 0T devioesessitate Internet
connectivity for communication with the outside Wbrwhich hikes the
associated threats and attacks. Though there arg toals and techniques to
prevent the loT from these threats, still netwodcwgity research is an
ongoing demand for preventing new types of attaks$ security challenges
[Vik, 19]. In this research, network security issuge considered.

Data Security: loT data are transmitted over the Internet andrgel volume
of data is warehoused in the cloud so that the skatarity has to be assured.
As per the prediction of the International Data fg@wation (IDC), by 2025,
there will be 55.9 billion connected devices in therld which will generate
more than 79.4 ZB by 2025, growing from 13.6 ZB2@19 [Car, 21]. The
voluminous escalation of the 10T devices booststhe security threats and
vulnerabilities too. The cloud provides capabisitieor collecting, storing,
processing, and managing massive amounts of lod dattinuously. As a
result of the cloud's ability to aggregate and estdata from all of these
disparate sources, it can do predictive analyBossecurity should be ensured

for the 10T data residing in the cloud [Tia, 20]

1.4. Security Tools and Techniques for 1oT

There are many tools and techniques in the madketdvide security to the

IoT nodes, networks, and loT data. Some of thensolt and hardware solutions are

enlisted here.

Antivirus/ Antimalware: The vulnerabilities associated with software and

applications used in the Internet of Things arevenéed by the specially
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designed Antivirus/Antimalware software. These I@htivirus software
products provide great protection against the teraad risks associated with
connected devices. Essential Security against wpVhreats ESET) smart
security, BullGuard, Avira Prime, Bitdefender Box\ZpreAntivirus, Norton
360 with LifeLock, F-Secure Total with SENSE rout&vast Premium Security,
and Comodo Cloud Antivirus are the important Antigi software available in
the market for providing better security to the ldtworks [Rad, 21].

= Firewalls: A firewall is hardware or software or a combinatiminboth which
acts as an investigator to analyze the enteringd@parting network packets
and permit them only if they satisfy certain segurules. It is a medium to
prevent the nodes in a network from external unangkd sources. Due to the
complexities and lightweight nature of IoT systentge firewall is not
deployed in embedded systems. Like the traditioeéivork, IoT doesn’t need
a full-fledged firewall. In 10T networks, checkingf the incoming and
outgoing packets is enough. The edge devices ofréguire a dedicated
firewall for resource-constrained devices. The wa# for |oT use-cases
should be scalable and portable [Nav, 18]. Checkwalls, Bitdefender Box,
Cujo, Barracuda Cloud Generation Firewall, and dloi€ore are some of the
important embedded Firewalls available in the miafdeloT.

= Sandbox: The glossary of National Institute of Standards dmathnology
(NIST) -Computer Security Resource Center (CSR@ndd Sandbox as “A
system that allows an untrusted application to mura highly controlled

environment where the application's permissionsreséricted to an essential
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set of computer permissions. In particular, an igppbn in a sandbox is
usually restricted from accessing the file systemthe network” [Nat, 21].

Sandbox is a technique to analyze cyber threa@ttacks. It is an isolated
virtual environment in which the unsafe softwarede€ocan be executed
without affecting the local resources or networkS&nhbox, Cuckoo Sandbox,
GoGuardian, Check Point’s Threat Emulation, and (Gylre some of the
available sandbox technologies for l0T.

» Cryptography: The large volume of data generated by the I0T a@svin the
real world are the target of potential cyber-atsadBryptography is one of the
countermeasures to guard the IoT data from suelckat It is a technique of
protecting the data by using encryption with se&ests. Symmetric key and
asymmetric key algorithms are the major two diwisioof algorithms in
cryptography. Due to restricted resources and cexipgs, cryptographic
algorithms for 10T data should be lightweight. Tdega is divided into number
of blocks, and the block cipher-based operatiomsiavolved in developing
the lightweight cryptographic algorithms. TWINE, PRENT, and OTR are
the block-cipher based lightweight cryptographitugsons for IoT [Oka, 17].
E4 and Azure Sphere are also some lightweight ogyaphic tools for
protecting the 10T devices [Lil, 20]. There are dwaare-based cryptographic
solutions also existing. Physically Unclonable Rt (PUF) offers
hardware-related cryptography functionalities amavgles better security to
IoT devices [Zia, 21]. Lack of encryption, autheation, and compromised

keys weaken the security of the nodes and IoT data.
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Blockchain: Blockchain is a linked collection of blocks withdecentralized
database that utilizes a 'ledger’ to record trdimsecin a chain of blocks. Each
block in a blockchain comprises a hash of the peviblock as well as
transaction data, timestamps, and a digital sigeaall of which are immutable
[Dal, 21]. With the help of cryptography, commurtioa technology, and the
consensus mechanism, the blockchain has provee &m lextremely effective
security system for l1oT. The higher security staddeaof 0T are ensured by
blockchain features, which include a Point-to-Po{M2P) decentralized
network, an open and transparent multiparty consersnd untampered data
[Li, 21]. Blockchain acts as an invigilator to mgeaand secure 0T devices
[Min, 18]. Helium, Chronicled, Arctouch, FilamenietObjex, Hypr, Xage
Security, and Grid+ are the topmost industries pratide blockchain-based
security solutions to the Internet of Things [S&1.
Intrusion Detection System (IDS): An Intrusion Detection System is a
software or hardware or a combination of both safevand hardware tool.
IDS monitors the network traffic, identifies thecsety threats in the network
based on the algorithms and patterns used, andtsl¢bte attacks whenever it
encounters any threats in the network [Jos, 2Gaféguards the information
system from intrusions that threaten confidengalintegrity, and availability
[Moh, 18a]. According to the placement of the IDSthe network, Intrusions
detection systems are classified in the followirenmer [Elh, 18]:

» Centralized: The IDS is implemented in a central node, eithean be

a dedicated server or a router.

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 15



Chapter — | Introduction

» Distributed: IDS is installed in all nodes or multiple nodesghthe
responsibility of monitoring the intrusions.

» Hierarchical: IDS is deployed in selected nodes and in a hiergath
manner the responsibilities are shared. Some ID&sdave greater
responsibilities and power than other nodes.

* Hybrid: Any permutation of the aforementioned strategies, htybrid
IDS is deployed in the I0T network.

Intrusion Detection System acts as an investigdtat provides an additional
layer of security to the loT network and guards times and network against
external and internal attacks. The combination B land Intrusion Prevention
System (IPS) offer better security to the InteroeThings. Suricata, Snort,and Zeek

are the important open-source IDS available fotgmting the 10T networks [Bri, 21].

1.5. Motivation

Internet of Things (1oT) relies on the routing mobl known as RPL which is
designed for small devices with limited resourdesRPL, ICMPV6 is the Internet
Control Message Protocol which consists of manytrcbmessages for constructing
the DODAG topology. Attackers modify these RPL cohtmessages to initiate
security breaches in the 10T networks. Version Nemfitack, DIS flooding Attack,
and DAO attack are some attacks that are created) UEMPV6 protocol. These
attacks consume more resources like energy, meraady,CPU time and reduce the
lifetime of the constrained nodes. If these RPLlouvese attacks are undetected, the
consequences can be severe. These RPL resourdesdtteget the precious resources
of the loT network and make them be exhausted sboreover, these attacks

increase the control traffic and lead to Denial S#rvice (DoS) attacks and also
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Distributed Denial of Service (DDoS) attacks. Hedltare devices that are connected
to the RPL networks put human lives at risk. Fas teason, it is necessary to detect

these attacks.

1.6. Problem Definition

loT devices are resource-constrained. The volunsimociusion of such devices
in the global network tends to have a huge amotmtimerabilities that can be easily
exploited by an attacker. The unsecured loT dethiae connected the Internet affects
the security and resilience of the entire netwdrke traditional security tools and
techniques are not suitable for IoT due to theiaviysveight nature. The lack of
encryption and authentication mechanism weakensébarity of the IoT networks.
Hence, an additional layer of security mechanismedaiired to safeguard the nodes
and network. An intelligent Intrusion Detection &ys is necessary to monitor the

0T network traffic and analyze the packets to detiee attacks.

1.7. Research Objectives

The aim of the research work is to propose anlig&it system to detect the
RPL-based resource attacks in I0oT environment. dbjgectives of this work are
enlisted below:

» To analyze the impacts of the Version Number attaokloT network using
Contiki Cooja simulator and to propose a technicaléedVeNADet to detect
the Version Number attacks

» To investigate the influences of the DIS floodinttaeks using Cooja
simulator and to propose a technique term&dDet for the detection of such

attacks
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» To create a DODAG with DAO attacker and examine tiegative effects
caused by the attack and to propose a techniqleddADTec to detect the
DAO attacks

» To implement the normal and attack scenarios armbllect the packets from
the simulation environments for developing an Ada&oensemble Model
namedAda-IDS to enhance the detection process

= To develop an architecture calleliNIT-Ada by integrating the three

techniques and the Ada-IDS model

1.8. Scope and Limitations

This research work is to propose an intelligentteapsfor securing the 1oT
network from RPL resource attacks. The proposegtisal is suitable for the network
layer of the loT architecture. Three attacks sushVarsion Number attack, DIS
flooding, and DAO attack are considered in thisagsh. The vulnerabilities of these
attacks and their consequences are analyzed byenmepiting the RPL network in
Contiki Cooja Simulator. Three techniques narve&NADet, DISDet,andDADTec
are proposed to detect these three attacks regplgctiThe network traces with
normal and attacks packets are collected from th&\GPAN analyzer tool. The
collected network traces are converted into comepasated valuegcsv)format and
called as icmpv6.csv dataset. This dataset is tselkvelop an ensemble machine-
learning based Intrusion Detection System termdath-IDS to detect the RPL

resource attacks. The scope of the research woltkstrated using Fig.1.5.
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ANIT-Ada Architecture

Resource
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Fig. 1.5. Research Diagram

As it is given in Fig.1.5 the proposed Ada-IDS Ihgent system is installed in
a gateway device (border router) and the threentqaks are implemented in the root
node to protect the network from malicious evefitee Ada-IDS model and the three
techniques are combined to develop the ANIT-Adhigecture.

This proposed system safeguards the network fromr@gource attacks. The
research work is limited to the detection of thésee attacks only. The impact of the
attacks such as power consumption, packet delivatypo (PDR), and control
overhead are analyzed in this work. Other metricshsas jitter, throughput, delay,

latency, and bandwidth are beyond the scope afetbearch work.

1.9. Thesis Layout

Chapter 2 provides an in-depth look at the Intrusion DetattSystem, its
working principles, and common routing attacks iaLFbased Internet of Things and
existing techniques for detecting such attacks

For a better understanding of the effects of RPdedaesource attacks on loT

networks and their security mechanisn@hapter 3 experimentally investigates

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 19



Chapter — | Introduction

Version Number Attack and provides insights andyesgons to reduce the effects of
the investigated attack by proposing a techniqlledc&eNADet.

Chapter 4 examines the DIS flooding attacks and their dedntal effects on
the 10T network and proposes a solution termed RISD reduce their effects.

Chapter 5 investigates another ICMPv6 based attack, the D&t@ck.
DADTec is the security mechanism proposed to deteck overcome the negative
impacts of the DAO attack.

In Chapter 6, the Ada-IDS ensemble model is elaborately disaiskas an
intelligent AdaBoost Ensemble Attack model to detdee RPL-based resource
attacks such as Version Number Attack, DIS floodMigck, and DAO attacks. This
ensemble model is developed by capturing the nétivaffic from normal and attack
scenarios. This Ada-IDS ensemble model is implepenh the Gateway (Border
Router) of the IoT network for providing an additad layer of security. The
individual techniques like VeNADet, DISDet, and DAEc are installed in the root
node so it provides an inner layer of securityn® ko T nodes. These three techniques
and the Ada-IDS model are integrated to developAIRET-Ada architecture.

In Chapter 7, the overall summary of the Chapters and the rebkear

contributions are briefly narrated and the Thesisoncluded.

1.10. Chapter Summary

The enormous growth of 10T in all fields makesntessential part of our day-
to-day life. Though loT gives a lot of benefits ttoe people, it has a number of
challenges too. Among all the challenging issuesuty is the predominant one. The

voluminous inclusion of the connected devices asthurce-constrained characteristics
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of 10T lead to enormous security vulnerabilitiesende, there is a need for
safeguarding the 10T devices, data collected frowm $ensor nodes, and the IoT
network from security threats. This Chapter ex@dime rudimentary concepts of lIoT
and the proposed research work briefly. The Proldefmition, Research objectives,
Motivation, and the Scope of the research workdiseussed in detail. The various
security tools and techniques available in the mtaake also highlighted.

The second chapter elaborately reviews the litegaexplains different types
of Intrusion Detection Systems in detail; the reskaissues are identified; the
research flow diagram is explained briefly and sfvengths and weaknesses of the

existing attack detection techniques are tabulated.

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 21



Chapter — Il

Literature Review



Chapter — Il Literature Review

Chapter — Il

Literature Review

2.1.Introduction

The Internet of Things (IoT) is a robustly evolvitignd that incorporates
technical, scientific, social, and economic impiicas. The loT refers to an emerging
paradigm consisting of a continuum of uniquely &d8able things communicating
with one another to form a worldwide dynamic netw@Bor, 14]. The Cluster of
European Research Projects on the Internet of $hif@@ERP-10T) defined the
Internet of Things as "a dynamic global networkastructure with self-configuring
capabilities based on standard and interoperablenwmication protocols where
physical and virtual things have identities, phgkiattributes, virtual personalities,
and use intelligent interfaces, and are seamleisdggrated into the information
network" [Jai, 09].

The main intention of this chapter is to providecamplete overview of
security challenges and attacks in the loT enviremnand to analyse the security tool
called the Intrusion Detection System (IDS) for ety smart devices and loT
networks. This chapter addresses security andgyigancerns related to the Internet
of Things (loT) and the countermeasures to overciteecurity challenges.

This chapter continues to elucidate the role of mreelearning algorithms for
enhancing the performance of intrusion detecti@hrigues, the analytical survey of
the literature, and the research flow diagram. Vaeous types of security attacks
with a special highlight on RPL resource attackd arrusion detection techniques

for Internet of Things are reviewed to accomplisé tesearch work.
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2.2. Routing Protocol for Low-Power and Lossy Netwids (RPL)

In order to regulate the routing protocol for IPvésed objects, the Internet
Engineering Task Force (IETF) created a workingugre@alled Routing for Low-
powered and Lossy Networks (ROLL) in 2008, and B@3LL team standardized the
RPL in 2012. RPL is adaptable to routes in a difiérpath when it encounters

problems in the existing one in heterogeneous né&s\day, 21].

2.2.1. RPL Control Messages

RPL is a distance-vector protocol that finds a pdjmamically between
nodes. In RPL, the majority of network communicatis directed upwards towards a
single node called "root" (border router). RPL ¢esaand upholds a logical topology
called Destination Oriented Directed Acyclic Gra@ODAG). Each DODAG is
identified by an RPL Instance ID, a DODAG ID, and®DAG Version Number.
The DODAG consists of a root node and a numberhifinodes in a tree like
structure [Con, 19]. For constructing the DODAG,LRises a number of Internet
Control Message Protocol Version 6 (ICMPv6) messagéere are six fields in this
ICMPv6 message, such as Type, Code, Checksum, i§ecamd a message body
comprising of a Message Base and a number of gptibime structure of the ICMPVv6

is given in Fig.2.1.

Type =155 Code Checksum

Base

Options

Fig. 2.1. ICMPv6 Message Format [Ana, 18]
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Fig.2.1 explains the different types of fields Ine iCMPv6 protocol. There are
two types of messages in ICMPv6, such as error agess and informational
messages. In the Type field, if there is a zerthéhigh-order bit, then it is treated as
an error message. If there is one in the high-oldgrthen it is an informational
message. Hence, if the Type field contains up 6 W&ues, it is an error message;
from 128 to 255, it is an informational messagah# Type field contains the value
'155', then the informational messages are relatd®PL control messages. In which
the code field is used to identify the four typésantrol messages as given in Table 2.1

Table 2.1. Control Messages for the Code field [And.8]

Code Message

0x00 | DODAG Information Solicitation (DIS)

0x01 | DODAG Information Object (DIO)

0x02 | Destination Advertisement Object (DAO)

0x03 | DODAG Destination Advertisement Object Acknowledgein(DAO-ACK)

2.2.2. DODAG Construction

The DODAG root issues a DIO message to its neighlaod initiates the
DODAG construction process. The DIO message cansisthe routing metrics and
constraints like the DODAG ID, the rank, and an &hjye Function (OF). DODAG
ID is the 128-bit address of the root node. Rartkésposition of node in the DODAG
with respect to the root node. The rank value eésgased in downward and increased
in upward direction. Objective Function defines h@avRPL node selects and
optimizes within a RPL instance based on the objetailable. Hop Count,
Expectation Transmission Count (ETX) and MinimummR®bjective Function with

Hysteresis (MROFH) are examples for Objective Fiomst
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When a node receives the DIO message, it adds ehdes of the DIO
message to its parent list, computes its own rackraling to the Objective Function,
and passes on the DIO message to its descenddhttheiupdated rank information.
When the DIO message reaches the leaf node, the t@uards the root node is built
through its parent list. To form end-to-end comngation from root to other nodes,
the leaf node issues a Destination Advertisemene®@{DAO) control message to
broadcast reverse route information and recordvibéed nodes along the upward
routes. After receiving a DAO message, the DODAG! replies with a Destination
Advertisement Object ACK (DAO-ACK) message to tleirse of the DAO message
[Con, 19]. Hence, by sending the DIO, DAO, DAO-AC&nd DIS messages, the
DODAG topology is constructed and it is directedaods the root node from other
nodes.

Using the aforementioned control messages, the DGDA built for
communication among the nodes in the network. TR®ODmessage is a unicast
message that is sent by the child node to its pauaiter receiving the DIO message
from its parent node. The DAO is used to dissemirtaé backward route details to
record the visited nodes along the reverse patim [H@]. The DODAG construction
process with DAO and other control messages isagxgd using Fig. 2.2.

In Fig.2.2, there is a root node 'R' and four noées'B’, ‘C’, and ‘D’. First,
the root node ‘R’ broadcasts the DIO message tadigacent nodes. Since node
‘A’and ‘D’ are its neighbor nodes, they receive th# message and send back the
DAO message to ‘R’. Meanwhile, the nodes 'B' ands€hd the DIS message to their

neighbors in order to join the network.
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Fig. 2.2 DODAG Construction Process

The receivers of the DIS messages ‘A’ and ‘B’ ao¢ yet connected to the
DODAG. So, at present they never respond to then@d After node ‘A’ joins the
DODAG, it sends the updated DIO message to itshieig'B' and this process goes
on. After getting the DIO message from the node tBé node 'C' replies with a DAO
message to ‘B’ and the same is forwarded to nodeafd from node ‘A’ it reaches
the root node 'R'. In the same manner, the DAO-Af#Ssage is sent from the root
node to the leaf node. By undergoing these prosesbe DODAG is constructed.
The constructed DODAG topology with nodes ‘R’, ‘AB’, ‘C’, and ‘D’ is shown in
Fig. 2.3.

All nodes in Fig. 2.3 are directed towards the mootle ‘R’. In general, the
communication of the nodes is towards the upwangction. Downward data
transmission is also permitted when it is requirEde nodes send messages to the

root node and other nodes using hop-by-hop methddta transmission.
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Fig. 2.3. DODAG topology

2.3. 10T and its Security Challenges

In a nutshell, [Key, 16] discussed the definiti@haracteristics, technologies,
architecture, and applications of 10T and also hggited the research issues and
challenges regarding security, interoperabilitytadenanagement, and energy issues
related to I0T. In their detailed survey, [Vip, 1discussed the history, background,
and statistics of 10T and provided a security-baaedlysis of its architecture. The
authors provided a set of security challenges amclrgy requirements in the
perception layer, network layer, support layer, application layer of the loT
architecture. They also presented taxonomy of #gagsues and challenges as well
as existing defense mechanisms for the 10T enviesitm

Threats and vulnerabilities rise robustly as thenexted devices in the IoT

increase. The security issues of the IoT are bewgriroublesome with the limited
resources and weak capabilities. Moreover, thersoos growth and adoption of 10T
devices in day-to-day life indicates the urgencyad@iressing these security threats

before deployment. The security market from 2012a85 is given in Fig.2.4.
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loT Security Market 2019 - 2025
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Fig. 2.4. loT Security Market (2019-2025)

According to l1oT Analytics Research 2020, the I@Ewity market size was
$2,750 million in 2019, and it is estimated to be same as $20,771 million in 2025.
The increase in the Compound Annual Growth RateGRAis 40% from the year
2019 to 2025. This underlines the rapid growthemusity issues in 10T environments

and the importance of securing the devices agaargtus attacks.

2.3.1. Classifications of 10T Attacks
The security attack is an attempt to obtain, aliestroy, remove, implant or
reveal information without authorized access onpssion. The security threats in the
loT environment are inevitable. Intrusions or dt&am the 10T and other networks
can be caused in three ways:
1. Attacks by external attackers who gain access ¢ongttwork, and then the

systems explore various attacks against the network

% loTAnalyticsResearch 2020
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2. Attacks by the internal attackers who are authdrize certain level of
privileges but attempt to use additional unautheatiaccess.

3. The authorised internal attackers who misuse thilgiyes given to them.
Security threats and attacks are widely classifsdinternal Attacks and External
Attacks. In another way, these attacks are claskifis Active Attacks and Passive
Attacks.

» Internal Attacks: Internal attacks are initiated by the authorisedgbe of the
IoT network. They misuse their given privilegesvasl as pretend that they
have other privileges which they might not haverbgeanted. The attacker
tries to execute malicious codes without the knogéeof the user.

= External Attacks: External attackers may pretend to be insiders aag m
execute malicious code on the loT network. Theck#es access the smart
devices of the 10T devices remotely and attempiouar types of attacks
against the 10T networks.

» Active/Passive Attacks:All possible attacks in the 10T atmosphere arbegit
passive or active. Passive attacks simply monher dystem activities, data
traffic, and eavesdrop to expose information. Rasattacks are less harmful
and create less damage to 10T devices and netwodkdrary to passive attacks,
active attacks are dangerous and directly affectcthimmunication systems in
0T environments. Active attacks can circumventestroy smart devices and
can discard information or data.

In their work, [Ras, 18] presented an Attack Graphich could detect
vulnerabilities in the Rank property. By exploititigese vulnerabilities, an attacker
could invoke several attacks, leading to traffianppomise, network optimization,

network isolation, and excessive resource consaemptfHez, 18] underwent a
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comprehensive study on the attacks in the IoT enment based on a building-blocked
reference model. They classified the security &#taan 10T networks as physical-
based attacks, Protocol-based attacks, network-tzgsed attacks, and I0T software-
based attacks. An overview of all possible attackbese categories was discussed in
detail.

Based on the loT architecture and layers, [Jyo, dd@$sified all possible
attacks related to IoT into four categories, suslplysical attacks, network attacks,
software attacks, and encryption attacks. They atsapared these four attacks by
considering parameters like damage level, deteatltances, vulnerability, attacker
location, possibility of detection, existing sotutiand limitation, etc. The layer-wise
attacks were highlighted in this paper.

[Yan, 18] presented a review of recent researchtedl to attacks in loT
networks. They provided a taxonomy of the cybemusgc attacks on 10T networks
based on device, location, access level, informatiamage level, host promise,
strategy, and protocol-based. In this work, théaud also explain the major attacks
on loT related networks.

[Ram, 18] conducted a survey on various types ®f network attacks and
countermeasures. In their survey, the 10T secutitgcks were classified as physical
attacks, side-channel attacks, cryptanalysis ajacitware attacks, and network attacks.
They explained the layered architecture of Radieqkency Identifiers (RFID) and
Wireless Sensor Networks (WSN). Denial of Servi@o%) attacks, wormhole
attacks, spoofing attacks, man-in-the-middle atgacéplay attacks, and Sybil attacks

are the major attacks identified on the 10T network
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2.3.2. RPL-based Security Attacks

There are three modes in RPL to impose a secute. fboey are authenticated,
preinstalled, and unsecured modes. The data ismigted without any security
mechanisms in an unsecured mode. The preinstaltete guards the RPL messages
using cryptographic solutions, and the keys areaaly present in all nodes during the
initialization time. In the preinstalled mode, Riessages are protected by security
keys that are assumed to be present in each ndmeatime. In authenticated mode,
the nodes receive the key after a successful atithéon process. Though there are
some security mechanisms, they are left unspeadifi¢de RPL standard. Hence, RPL
Is susceptible to several security threats andlettpAnt, 20].

RPL is a delicate protocol that is unprotected amtherable to various
security threats. The majority of RPL attacks iase the negative impact on IoT
networks and consume more network resources likeggn memory, and processing
in the constrained RPL nodes [Sem, 20]. The ICMPw6trol messages of RPL are
accountable for various functions like router digmy, neighbour discovery, packet
sending, and error reporting. On the other hand,gtotocol is vulnerable to various
attacks, including Denial of Service (DoS), Distiiéd Denial of Service (DDoS),

scan attacks, man-in-the-middle attacks, and pob&loitation [Oma, 17].

2.3.3. RPL Resource Attacks

Anthea Mayzaud et al. [Ant, 16] classified the Rfdsed attacks into three
categories: attacks targeting network resourcetclks modifying the network
topologies, and attacks related to network traffibe RPL control messages of the
ICMPV6 protocol are manipulated and misrepreseiedhe attackers in order to

create attacks on the resources, such as attagieting the network and traffic.
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Among all these attacks, RPL resource attackshagtedominant ones that lead to
DoS and DDos attacks. This research focuses onrBflurce attacks in the Internet

of Things. The classification of RPL resource dtais depicted in Fig. 2.5.

DIS Attack
/ Flooding DAO Attack
Direct
™~ Routing Table Overhead

/

RPL Resource
Attacks

Rank Increased

A
Indirect e

DAG inconsistency

Version Number

Fig. 2.5. RPL Resource Attacks
Direct and indirect resource attacks are two fooh&PL resource attacks.
Flooding attack and routing table overhead are @kasnof direct resource attacks
that consume resources directly. The resourcesareumed indirectly by the Rank
Increased Attack, DAG inconsistency and Version RemAttacks.
The RPL-based IoT network has been subjected terakflooding attacks.
For this study, the DIS flooding attack and DAOafilting attack from the direct attack

category are chosen, as well as the Version Nurtiack from the indirect resource

attacks category.
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When the Version Number attack, DAO attack, or Ditiding attack is
initiated by the attacker, the normal nodes areddrto execute unneeded work in
order to deplete their resources.

= Version Number Attack: Each DIO control message has an important field
called the version number. It is propagated unadtefown the DODAG graph
and is only updated by the root whenever the DODY&G to be reconstructed.

This rebuilding of DODAG is also known as globapa&. When it transmits

DIO messages to its neighbors, an attacker canfyntidd version number by

fraudulently incrementing this field. This attactrdes the entire DODAG

graph to be rebuilt, which isn't necessary. Duth&opresence of this attack in

RPL-based 0T networks, resource consumption ise®aignificantly. The

communication links also have availability problenas the resources are

depleted in the nodes [Zah, 20].

= DIS Attack: DIS flooding attack is created by deluging the hér nodes
with multiple DIS messages. A node either waits d0DODAG Information

Object (DIO) or sends a DODAG Information Solidibat (DIS) control

message to solicit DIOs from adjacent nodes in rotdgoin the DODAG.

Sending Multicast DIS messages, on the other hesgkts the timer that

controls the transmission rate of DIOs to its miaimalue, causing network

congestion with control messages. Malicious nodes Wilize the Multicast

DIS solicitation method to launch the DIS attackyedto the resource-

constrained nature of RPL-LLNSs, their lack of tampesistance, and the
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security flaws in RPL [Shu, 21]. The DIS attack i@ potential to harm RPL
networks severely. Control packet overhead and p@easumption are the
predominant issues [Fai, 21].

= DAO Attack: DAO attack is another type of flooding attack byedwading

the parent nodes with DODAG Advertisement ObjedA@) control messages.
The DAO message is used to create the routes @s@edding manner. It was
not specified in the RPL standard about when avd the DAO messages are
transmitted. To induce network overhead, the adasknds the DAO message
repeatedly. In three scenarios, the child nodeastscthe DAO message to its
parents: When it gets a DIO message from its medeparents, when the
parents are altered, and when certain problemfoare [Nan, 19].

These resource attacks seek to exhaust the emaggypry, or processing power of

the node. This may have an influence on the netwankailability through congested

available links, and hence on the network's lifespay reduce severely [Ant, 16].

2.4. Intrusion Detection Systems (IDSs) for lIoT
Intrusion detection is the act of monitoring andssibly preventing the

malicious activities of intruders. It is a netwa&curity tool that consists of software
or a combination of both hardware and softwarertdget traditional networks. It can
be used to monitor all sorts of activities in thetwork. If there is any malicious
activity in the network, the Intrusion DetectionsBym (IDS) detects the intrusions,
alerts the administrator, logs the attacks for risre activities, isolates the intruder
and also disconnects the connection path of tmadet. The various functions of IDS

are depicted in Fig.2.6.
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Fig. 2.6. Functionalities of Intrusion Detection Sgtems

Fig. 2.6 shows that IDS can monitor, analyse, asseack, alert and mitigate
attacks in loT networks. According to [Bru, 17],3B are at a mature level in the
traditional networks. The IDSs that are developed traditional and wireless
networks are not suitable for 10T, since IDSs comsumore memory, processing
capability, and energy. Because of these cons#afimding 0T nodes with higher
computing capabilities to support IDS agents isy\dfficult. So, there is a need for
lightweight IDS models to adapt to the IoT consttai The authors elaborately
described the taxonomy of Intrusion Detection Systausing different strategies,
including placement, detection method, securitgdhrand validation strategy. They
also narrated the research issues and challengdissinategies.

To detect intrusions, attacks and malicious ao#igsiin the loT environment,
Intrusion Detection Systems are used. IDSs areorkimg security components that
are widely used to protect network environmentsmfrattacks and malicious
activities. They normally monitor the behaviour thfe individual device or the
network. Hence, normal and abnormal behaviour shbel defined to differentiate

them.
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2.4.1. Types of IDS based on its Position

IDS may also be found in different forms and clagediin different ways. In
the IoT environment, the IDS can be installed i@ bilorder router, specific nodes, or
in every physical object in the IoT networks. Aatiog to the placement strategy, the
Intrusion Detection Systems are divided into thoag¢egories, such as Distributed
IDS, Centralized IDS and Hybrid IDS.

a. Distributed IDS (Host-based IDS)

According to this placement strategy, each nodeth@ loT network is
responsible for monitoring and detecting attacks.tBe IDSs are placed on almost all
the nodes in the network. The responsibilities etbdting attacks are shared amongst
the distributed IDS [Elh, 18]. Because the IDS dgptl in each node, this strategy
must be optimised due to the resource constraihadacteristics of the 1oT. Many
techniques have been developed to address thes issu

[Oh, 14] defined a lightweight distributed algonthfor malicious pattern
detection which was efficient in matching the attagynatures and packet payloads.
The authors suggested using auxiliary shifting eady decision techniques to reduce
the number of matches needed for detecting attficks, 14] suggested a lightweight
distributed IDS based on energy consumption in 6GRAN networks.

[Cer, 15] recommended a distributed solution calM@l (Intrusion Detection
of Sinkhole Attacks on 6LoWPAN for InterneT of Tigg) by combining notions of
trust and reputation with watchdogs to monitoredetand mitigate the attacks. They
classified the nodes as leader, associated, or srendules and formed a hierarchical
structure. According to the change in the netwbke network reconfiguration or an

attack occurrence, the role of each node can changetime. After that, each node
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monitors a superior node by estimating its incomamgl outgoing traffic. Whenever
an attack is detected by any node, it alerts atleeles and isolates the attacker. The
authors did not test the solution's effectivenasdow-capacity nodes. Since the
distributed IDS has a hierarchy among themselves,type of distributed IDS can
also be termed a hierarchical intrusion detectimtesn.

[Osa, 21] recommended distributed IDS using DeepclBihain technology
and Bidirectional Long Short-Term Memory (BiLSTMJhis system detected DoS,
DDoS, port scanning, and other attacks from UNSWEBIBind BoT-IoT datasets
effectively. It is suitable for loT and cloud anguatures. For real-world implementation,
it requires further fine-tuning.

[Muh, 20] introduced a Blockchain-based distributdiS for loT using
Machine Learning Algorithms. Here, spectral pashtng is used to divide the IoT
network into Autonomous Systems (AS). Selected Afsles are responsible for
traffic monitoring in a distributed manner. The $ag Vector Machine (SVM)
algorithm is applied for training the dataset. Teystem detects botnets and routing
attacks. [Gon, 20] suggested a cloud-based distribattack detection technique for
the 10T using Deep Learning algorithms. It comsisgo security mechanisms, such
as a Distributed Convolutional Neural Network (DCNa&hd a cloud-based temporal
Long-Short Term Memory (LSTM) model. The proposegechanism detects phishing
attacks, DDoS attacks, and botnets. This methodletact the attack at both the node
level and the cloud level.

[Amj, 18] proposed a multi-agent-based intrusiortedgon system (IDS)
based on the Naive Bayesian algorithm for detecbisgributed Denial of Service

(DDo0S) attacks in an loT layered architecture. His twork, the multi-agents along
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with Naive Bayesian algorithm were implementedetested 10T devices throughout
the network. The agents were classified as systamnitoring, communicating,
collector, and actuator agents. The distributedtiraglents in this approach share the
responsibility of intrusion detection and reduce torkload of the individual nodes.
The agent nodes could communicate with other ageatswhenever required. The
authors used sensors to gather the information, thadcollected information was
analysed to check whether there were any attackh@metwork. Malicious nodes
and their activities were monitored and reportedh® administrator or to the loT
objects. The authors did not consider a solutioriffe low-capacity systems.

b. Centralized IDS (Network based IDS)

In this centralised IDS placement strategy, theukibn Detection Systems are
placed in a centralized component like a bordetenoar a dedicated system. As the
border router connects the 10T network to the mmaerit is very simple to implement
centralised IDS in the l0T. External intruders @&neasily detected by the centralized
IDS, since all outside data packets enter intoldfieenvironment through the border
router. Hence, when the Intrusion Detection Sysieteployed in the border router,
it can easily monitor, analyse and drop the malisidata packets when it detects any
attacks. Contrarily, internal attack detection iffi@ilt in this approach since it
necessitates thorough monitoring and analysinghef low-power lossy networks
(LLN). The centralized IDSs detect not only extérimarusions but can also detect
some internal attacks like selective forwardin@eks. A typical centralized IDS tool

is illustrated in Fig. 2.7.
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Fig. 2.7. Centralized IDS for Internet of Things

In Fig. 2.7, the smart devices are connected tdrtteznet via a border router.
The IDS is implemented on the border router. It ova all 10T network related
activities and, whenever an intrusion arises, D8 hlerts the administrator. It also
logs the events for forensic analysis.

[Mid, 17] suggested a centralized intrusion detectsystem for the loT
environment called the Knowledge-driven Adaptahightweight Intrusion Detection
System (KALIS). The authors deployed KALIS in a tahzed device like a border
router. KALIS autonomously collects knowledge abthé features of the monitored
network and entities and leverages such knowledgenfigure dynamically the most
effective set of detection techniques. Accordinghe authors, KALIS outperformed
well in detecting DoS, routing, and conventionalaeits when compared to the
traditional Intrusion Detection Systems.

[Azk, 18] recommended an innovative IDS based oritwdme Defined
Networking (SDN) that separates the data and cbrptanes, resulting in a

programmable network architecture with centralizedtrol. SDN is programmable,
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so it makes the network flexible. Here, the contnoéchanism is shifted to a
centralized controller of the system. In this reskavork, Mininet 2.0 was used for
implementation, and 99% attack detection accuraeg wbtained. This Intrusion
Detection System is capable of detecting floodittgcks only.

c. Hybrid IDS

By analysing the pros and cons of the centraligedl distributed placement
strategies, the hybrid placement strategy is deeslo In this hybrid IDS, the
strengths of both centralised and distributed apghes are included, and the
drawbacks are excluded. Using this strategy, [A@, proposed a specification-
based IDS. In this work, selected nodes act ashdaggs (Distributed IDS) that aim to
identify intrusions by eavesdropping on the excledngackets in their neighbourhood.
This watchdog decides whether a node is compromasmbrding to the given
specification or rules. Due to the different beloavs of the network components,
each watchdog has a particular set of rules. Theitored messages are matched
against the set of rules that are configured irhezentralised IDS agent. Thus, a
hybrid approach is used in this work. The flextyilof using different sets of rules is
the main advantage of this system.

[Nan, 18] developed a Hybrid Internal Anomaly Déime system which was
used to monitor and to evaluate their neighboutkiwione-hop distance and reported
their parent, only when it detected any anomalye Thonitoring node would be
isolated when an intrusion is encountered and #ta gackets were discarded in the
data link layer itself to avoid the unnecessaryrbgad in the network. The system
also had a network fingerprinting feature to allthe edge-router to be aware of the

changes in the network and to approximate the thleeations. The authors
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implemented their work by allocating different respibilities to the border router
and the network nodes and making them work coopefat This system is capable
of detecting and banning flooding attacks, selecfiorwarding attacks, and clone
attacks. This system is very complex to handle,ianwiinly focuses on limited types

of attacks only.

2.4.2. Types of IDS based on its Technique

Many algorithms and techniques have been implerdetde enhance the
performance of the Intrusion Detection Systems.s€hagorithms and techniques can
be applied in various stages of intrusion detectiBased on the techniques and
methods implemented along with it, the IDSs are gi®uped into four types, such as
signature-based IDS, anomaly-based IDS, specibicdiased IDS, and hybrid IDS.
a. Signature-based IDS

This type of IDS is also known as a 'misuse-bast&dsion detection system'.
All possible known attack patterns are stored snliDS database. These IDSs analyze
the generated information and find out whethergherany match with the known
attack. This type of IDS is very effective agaiksiown attacks. It needs periodic
updating because the efficiency of this system dép@n attack signatures available
in the database [Okw, 18]. However, these systenes @ higher true-positive rate,
but they are unable to detect new patterns of lgttabich is the drawback of these
systems.
b. Anomaly-based IDS

This type of IDS is able to classify the behaviofra system as normal or

anomalous. This categorization is based on ruldsearistics rather than patterns or
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signatures. First, the IDS should be trained toeustdnd the normal behaviour of the
system. If there is any activity that violates ttmmal behaviour, then, the IDS can
identify it as an attack. This type of IDS detagt&nown attacks effectively. However, it
considers everything an intrusion, which does natcim normal behaviour. Therefore,
anomaly-based Intrusion Detection System normadlyehhigher false positive rates
than other types of IDSs [Leo, 18]. In general, hiae-learning algorithms are used
to train the systems. But, implementing machinenieg for the resource-constrained
IoT is a challenging research issue.

Based on the security attacks targeting the loTwosd, [Moj, 20]
recommended an anomaly-based IDS named Passbafor@8tecting intrusions at
the edge level. Real-time network traffic was odiel to detect the attacks, and the
iIForest ensemble technique was used in this metbggoThis Passban IDS detected
port scanning, brute force attacks, and SYNchrof(&¢éN) flooding attacks. The
attacks during the training phase were not consdler this research. The SYN Flood
attacks consumed more resources and reduced tbetidetaccuracy of the Passban
IDS.

[Imt, 21] proposed a deep learning system for arhpndgtection in IoT
networks. The Convolutional Neural Network (CNNg@lithm was the backbone of
this research. The proposed IDS model was evaluged) loT-related IDS datasets
such as MQTT-IoT-IDS2020, 10T-23, and BoT-loT. Thiaulticlass model detects
various attacks like DoS, DDoS, flooding attacks§ Scan, Port Scan, Mirai, etc.

efficiently in terms of accuracy and other metrics.

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 42



Chapter — Il Literature Review

c. Specification-based IDS

Specification means a set of rules and threshokfsetl by the experts
regarding the normal behaviour of the network congmts and protocols. These IDSs
are somewhat similar to the anomaly-based IDSkahthey detect attacks whenever
there is a deviation from the specified threshadd rules. The difference between
these two techniques is that in specification-ba&¥s the rules and thresholds are
set by the human experts, but in anomaly-based 1B system should be trained.
Since there is human involvement in these IDSs, ftge-positive rate is lower,
compared to the anomaly-based IDS [Mit, 14]. Howetlgese IDSs are not flexible
and may not adapt to different environments andearer-prone due to the manually
defined specifications.

[Vik, 21] proposed a specification based UnifiedSIBUIDS) for detecting
DoS attacks, probe attacks, generic attacks, aptbiexattacks. The decision tree
algorithm is applied to the UNSW-NB15 dataset feveloping this system. Various
forms of rule sets are defined in this UIDS. Thignature-based IDS detects the
attacks more effectively than the existing reseavolk. It needs further refinement to
detect new attacks.

[Phi, 21] recommended a specification-based sydtemletect the malicious
acts of an implanted Artificial Pancreas System $ARvhich maintains the blood
glucose level of the human body. In this reseatble, security challenges and
associated risks related to patients’ health afetysaf APS were studied. Then, the
behaviour-rules of the APS were defined. The UVddva simulator was used to
emulate the functionalities of APS. SVM and K-Nearseighbour (KNN) were the

classifiers used in this research to validate trep@sed model. The recommended
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system monitors the components of the APS contislypiand abnormal glucose
levels were identified with better accuracy. Sinices related to human life, better
refinements should be required.

d. Hybrid IDS

A Hybrid IDS is the combination of the aforementon Signature-based,
Anomaly-based, and Specification-based IDSs. Theydaveloped to optimize the
performance of the hybrid IDS by minimizing the wbmcks and maximizing the
advantages of these IDSs. [Ham, 17] developedbadyDS based on anomaly and
specification-based IDS for the 10T using the umsuped Optimum-Path Forest
(OPF) algorithm and the Map Reduce approach. Isugable for sinkhole and
selective forwarding attacks. This system has s dimitations in unsupervised
learning and in the Map Reduce approach.

[Yul, 17] proposed an innovative idea of an IDS dgth®n an input/output
labelled transition system called Automata. Thistomata-based IDS was evaluated
on a Raspberry Pi device with the help of an Amdimabbile phone and successfully
detected the jam-attack, false-attack, and reghekt This intrusion detection system
detected only these three types of attacks.

[Phi, 18] offered a signature-based hybrid IDS floe 10T architecture. A
Denial of Service (DoS) attack was implemented gisihe version number
modification and a "hello flood" attack. The impauftthe attacks was analysed in
terms of energy consumption and the reachabilitparfes. The intrusion detection
functionalities are not considered in this reseavork.

Based on the analysis of the security attacks tiagy¢he [0T network, [Rav,

18] proposed an architecture by using the snoitand the Raspberry Pi device. The
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Prospective Backward Oracle Matching Algorithm (RMBOwas used in this work.
Though PBOM reduces the memory and processing nexgants, it is very difficult
to perform well in an 10T environment due to thewwaveight snort tool.

[Raz, 13] proposed a hybrid IDS suitable for th& kEnvironment to detect
sinkhole and selective forwarding attacks in ré@akt It was named as 'SVELTE'. In
their work, the authors tried to enhance the IDSalancing the computing costs of
the anomaly-based approach and minimising the gocasts of the signature-based
approach. In SVELTE, the border router processésngive IDS modules like
analysing the RPL network data. Here, network nada® responsible for lightweight
tasks such as sending RPL network data to the boodéer and notifying the border
router about the malicious data they received. ,[3} extended this research by
including an intrusion detection module that udes link reliability metric called
Expected Transmission Count (ETX), which was usedRPL networks. They
suggested that by monitoring the ETX metric, théruiders’ activities in the
6LOWPAN network were prevented, and they were alsle to identify the location
of the attacker nodes. The true-positive rate wasersed in their work by combining
the ETX-based rank mechanism with the rank-onlyreaghes.

[Bac, 20] presented an Enhanced Network IDS (ENIBS)nternet of Things
to detect the clone attack. This protocol was atelliwith the performance of SVELTE
model proposed by [Raz, 13] for detecting sinkhenle selective forwarding attacks
in 1oT. The ENIDS outperformed in terms of detestiprobability and energy
consumption. This ENIDS is limited to clone attgc&ad in the normal scenario, it

consumes more energy.
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2.4.3. Machine Learning-based IDS for 10T

[Hon,18] suggested a lightweight Intrusion Detect®ystem based on fuzzy
clustering algorithms for Wireless Sensor Netwohleving limited resources. The
authors mapped the network status into the sensasunements received at the base
stations. The fuzzy c-means algorithm, one-clasklSAhd sliding window procedure
were merged to create this Intrusion Detection &ystwhich detects attacks
efficiently. The EXata Network simulator was usedcheck the effectiveness of the
system. Although it is suitable for detecting conmication destructive attacks,
detection of multiple attacks should be improvedter.

In the comparative study, [Sar, 18] explained usideature selection and
classifier machine learning techniques used inugitm Detection Systems. The
author implemented Naive Bayes (NB), Support Vedtaichine (SVM), Decision
Tree (DT), Neural Networks (NN) and K-Nearest Ndigar (KNN) classifiers
against the Correlation-based Feature Selectiorhode{CFS), Information Gain
Ratio (IGR) based feature selection, Principal Congmt Analysis (PCA) and
Minimum Redundancy Maximum Relevance method. Thd.-KBD dataset with
10,000 tuples and 40 attributes was used for thadyais. The authors found out that
among the classifiers, the K-NN algorithm and amoathg feature selection
techniques, Information Gain Ratio based featulecien provided the best results.

[Nou, 18] developed an AdaBoost ensemble methoddiyg three machine
learning algorithms, namely Decision Tree (DT), WaBayes (NB) and Artificial
Neural Network (ANN), to detect intrusions in tha&drnet of Things environment.
This method mainly detected the botnet againstCibmain Name Systems (DNS),
Hyper Text Transport Protocol (HTTP), and Messageug Telemetry Transport

(MQTT). The system is limited to these three aggilan layer protocols.
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[Nas, 16] presented a machine learning approadetect anomalous activity
in the network by classifying normal and abnormahdviour. In this work, a set of
three randomly selected features was used to deaflne@ performance of the system.
More features should be included to enhance thectieh accuracy.

[Sya, 17] suggested that the training datasetldhloave enough samples of
the different intrusions in order to enhance théeck&on accuracy of the machine
learning algorithm. According to the authors, tHgNKalgorithm outperformed all the
machine learning approaches in terms of reducitsg fpositives. [Kan, 19] proposed
a flexible network intrusion detection system usthg Naive Bayes classifier and
deep neural networks. The results and experimeinthi® research showed better
performance in terms of accuracy and precisioroih binary and multiclass.

[Moh, 18b] assessed the challenges of lIoT secumtyconsidering various
machine learning techniques in smart cities. Thernamy of machine learning
algorithms and the issues and challenges regaritiegdata analytics of machine
learning algorithms were also discussed. They stgdesome machine learning
algorithms like ANN for 10T security and fraud detien.

[San, 19] suggested a Support Vector Machine (Sh&ged lightweight algorithm
to detect malicious code injection into 0T netwsarkhe Poisson distribution of the
packet arrival rate was used to differentiate thekpts as benign or intrusive. A
subset of the CICID2017 dataset was selected,obtpa synchronized beget dataset
from that subset, which was further utilized insthésearch. The packet arrival rate is
the only attribute considered in this experimensupports the lightweight aspect of

IDS, but only a single attribute from a huge datagk not detect all possible attacks.
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[Ale, 18] suggested an IDS to analyze the data gtac&nd to detect malicious
shell code. In their work, integer values were oigd by converting the byte-level
data retrieved from the data transmission of théescand fed into the ANN. Their
best classifier identified 100% of the malicioue ftontents in the test set. This ANN
model is useful for detecting script attacks ancdu@tred Query Language (SQL)
injections.

[Ahm, 16a] developed an Intrusion Detection Meckan(IDM) to detect a
variety of anomalous activities in the 10T netwarKk$is technique was trained with
the normal behaviour of the system using Randonr@déletwork (RNN) with valid
and anomalous cases as input parameters. Thedm&iNBl model can be used as the
network IDS to detect any anomalous activitieshia hetwork and to prevent their
propagation. The proposed solution is implementedam IoT environment, and
97.23% intrusion detection accuracy was obtained.

[Pra, 21] proposed an ensemble-based distribut&l ttbsafeguard the IoT
network from different types of security attackhieTGaussian Naive Bayes, KNN,
Random Forest, and XGBoost algorithms were appleedievelop the ensemble
model. The UNSW-NB15 and DS20S datasets were wsedaluate the performance
of the IDS. Though there is much ongoing researzh development in the security
of IoT by implementing Intrusion Detection Systentgs still needed to enhance the

security level further by using innovative tooldaechniques.

2.5. Analytical Survey
Table 2.2 shows the summary of the reviewed liteeatHere, IDS research
work, the type of IDS it belongs to, techniquesdusethe IDS, advantages, and the

research gaps of these IDSs are briefly given.
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Table 2.2. Analytical Survey on IDS for 0T

. Attack Required
Research| IDS Type | Techniques/Tools Detection Refinements
[Yul, 17] | Centralized Automata Jam-attack, State-space
false-attack and problem
replay-attack
[Raz, 13] Hybrid SVELTE Sink-hole Additional
attacks Control overhead
due to 6Mapper
module
[Shr, 17] Hybrid Extension to Rank attack Maximum 8
SVELTE using nodes only used

ETX metric

[Bac, 20] | Centralized | ENIDS protocol | Clone attacks | Consumes more
energy in normal

scenario
[Phi, 18] Hybrid Cooja Simulator, DoS IDS
Pattern Matching functionalities are
Algorithm not considered
[Hon, 18] Hybrid Fuzzy C-Means,| Anomalies and| Refinement is
One-Class SVM, | network attacks needed to detect
Sliding Window the diversity of
attacks
[Nou, 18] | Centralized AdaBoost Botnet attacks | Limited to three
ensemble method loT application

layer protocols

[San, 19] | Centralized | SVM classifier DDoS attacks | Single attribute
(Packet arrival
rate) only used

[Moj, 20] | Centralized, Passban IDS, | Port Scanning,| Not considering
Anomaly iForest Brute force, and the attacks in the
based flooding attack | training phase,
flooding attack
reduces the
detection rate

[Osa, 21]| Distributed Blockchain, DoS, DDoS, Need further
Bidirectional and Port refinement for
Long Short-Term Scanning real-time
Memory implementation
(BILSTM)
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. Attack Required
Research| IDS Type | Techniques/Tools Detection Refinements
[Muh, 20] Distributed Blockchain, Routing attacks Real-world
Spectral and Botnet conditions should
Partitioning be addressed
[Gon, 20] | Distributed Deep Learning Phishing, Restricted to
Algorithms DDoS, specific attacks
Botnet
[Pra, 21] | Distributed Ensemble Backdoor, Real-time
Reconnaissanc¢  deployment
and DoS requires
lightweight
mechanisms for
loT nodes
[Oh, 14] Distributed | auxiliary shifting, | Conventional Single device
signatures
[Lee, 14] Distributed Energy Routing attacks| Single device
consumption and DoS only
models
[Amj, 18] Distributed Naive Bayes DDoS Attack Low-capacity
Algorithm, Multi- systems are not
agent considered
[Cer, 15] | Hierarchical - INTI Sinkhole attacky Low-capacity
Distributed systems are not
considered
[Mid, 17] | Centralized KALIS DoS, and Complex
Routing attacks| functionalities
[Azk, 18] | Centralized | Software-Defined Flooding Only flooding
Networking attacks attack is
(SDN) considered
[Ama, 14] Hybrid Watchdogs Routing attacks Requires
based on a optimization in
different set of enforcing and
rules storing new
security rules
[Nan, 18] Hybrid- Network Flooding, Complex to
Anomaly fingerprinting selective handle
based forwarding, and
clone attacks
Techniques to Detect Resource Attacks in RPL-bastednkt of Things 50



Chapter — Il Literature Review

. Attack Required
Research| IDS Type | Techniques/Tools Detection Refinements
[Vik, 21] | Centralized Decision Tree Exploit, DoS, Requires
Specification- Probe, and refinement for
based IDS Generic detecting new
attacks.
[Imt, 21] Anomaly- Convolutional Dos, DDoS, Training takes
based Neural Networks| Mirai, Flooding, more time
Port Scan, OS
Scan, etc.
[Phi, 21] | Centralized UVa/Padova The abnormal Human life
Specification- simulator, blood glucose | related. So furthef
based SVM, KNN level refinements are
required.
[Ham, 17] Hybrid Optimum-Path Sinkhole, Simultaneous
Forest (OPF), | wormhole, and| different types of
Map Reduce selective attacks reduce the
Algorithm forward attack performance

According to this review, when machine learningoaiidpms are deployed, the
performance and efficiency of the intrusion detattsystems are increased, and the
hybrid IDS provides better accuracy, which redufeése positives and improves the

true positives.

2.6. Research Challenges and Directions

Traditional network infrastructure has paved theg wathe Internet of Things.
As a result, it encompasses all of the conventioretivork's security risks and
dangers. Because the Internet of Things is linkedthie Internet, any security
vulnerabilities that exist on the Internet alsceaffthe 10T environment. The reasons
for numerous security-related vulnerabilities ie tbT ecosystem are as follows:

= Memory, computing power, and energy are limited tloe devices in IoT
networks. The Internet connects a large numberuoh gesource-constraint

devices from many sources, making the 10T increggisusceptible
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» Different technologies and platforms are used by ttevices. As a result,
ensuring compatibility across these devices idfecdit task
= Cryptographic solutions are undesirable for IoT tweheir heavyweight. If
the cryptographic keys and nodes are hacked, tharige risk increases
significantly
» These vulnerabilities render the 10T insecure aad esult in catastrophic
consequences such as data breaches and loT noueritagn IDSs are a savior
in this situation for ensuring protection to loTtwerks
As a result, an intrusion detection system is neglito monitor the IoT
network and detect attackers and compromised loVicde. The existing IDS
solutions for 10T are insufficient. The followingeathe research gaps for deploying
detection mechanism in IoT networks:
= Conventional network intrusion detection soluti@me heavyweights that are
inadequate for resource-constrained loT networkbefVdesigning IDS for
the 10T, lightweight factors like processing, stgga and battery energy
consumption should be considered
= When implementing IDS for the IoT, accessibilitydachannel stability
concerns should be kept in mind
» The IoT incorporates complex protocols and techgiely each with its own
set of network security flaws. As a result, IDSgorally created for traditional

networks is not effective in an lIoT context
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» The sensors create a large amount of data. Handlin a large amount of
data, as well as the security issues associatdd suith voluminous of data,
tend to many research challenges.

= The resource-based RPL attacks consume more pomemory, and
Processing time. As a result, innovative strate@ed intrusion detection
systems (IDS) are required to protect loT gadgetd metworks from such
attacks
The risks and constraints of deploying IDS in Iadtworks are highlighted in

the facts above.

2.7. Research Roadmap
After performing the literature survey, based om tlocused issues, the
research roadmap is drawn. This research flow dmagor roadmap, specifies the

scope of the research work. The flow diagram of tesearch is portrayed in Fig. 2.8.

IoT Research Issues

4
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Ada-Intrusion Detection System i
|
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Fig. 2.8. Research Roadmap
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As Fig. 2.8 explains, among all the research chglls, security issues are
taken into consideration for this research. Thotigtre are different architectures
used in the 10T, the most commonly used three-&y@rchitecture is focused. The
network security aspects are at the core of thsearch. The Routing Protocol for
Low Power Lossy Networks (RPL) is the most wideged routing protocol for the
loT. RPL protocol is exposed to several securitgckis. Three RPL resource attacks
which lead to Denial of Service (DoS) such as th&ODattack, Version Number
Attack, and DIS attack, are selected for this redea Three intrusion
detection techniques, such as VeNADet, DISDet,2ABDTec, are proposed. Finally,
a Network Intrusion Detection System based on tdaBoost Algorithm called Ada-
IDS is developed using the network traces colledteoh the simulated environment
having these three attacks and a normal scendm®iiree techniques are installed in
the root node and the Ada-IDS is implemented inBbeder Router, which provides
an additional layer of security to the IoT nodegha network. The three techniques
and the Ada-IDS are the components of the ANIT-Adehitecture. This architecture
acts as an intelligent system to detect RPL resoattacks and safeguards the IoT

networks.

2.8. Chapter Summary

The Intrusion Detection System adds another layesecurity to the IoT
environment. Different types of RPL-based attackd #DSs are reviewed in this
chapter. According to the literature, when machilearning algorithms are
implemented, the performance and efficiency of ititeusion detection systems are

improved and the hybrid IDS provides better accyrag reducing the false alarm
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rate and improving the true positive value. In ttasearch work, three types of RPL
resource attacks such as Version Number Attack, f&ding attack, and DAO
attack are taken and elaborately discussed inah@wiing lll, 1V, and V Chapters.

The detection techniques of the respective attaskslso deliberated in detail.
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Chapter - 1l
VeNADet: Version Number Attack Detection in

RPL-based Internet of Things

3.1. Background

In our everyday lives, the Internet of Things (loifigludes technical and
industrial upgrades and advances. Though the loRemaur lives simpler, it also
presents a number of barriers when used in largke-spplications. One of the most
significant topics to address with the 10T is séguBecause of the limited resources,
IoT networks are more susceptible. Traditional lygaight strategies for detecting
and preventing security risks and attacks are eéoéitfe for 10T [Mah, 19].

Many loT devices are connected to the global ndtwaeithout any basic
security measures. Because of the limited capsatiel the large number of connected
devices, the IoT network is more susceptible tlendonventional network. RPL is
the potential network layer protocol for routingloT. It is prone to several types of
security threats and attacks during DODAG buildiami, 11].

Attackers generate a number of attacks by altehegRPL control messages.
Version Number Attack (VNA) is one of the RPL-basexsource attacks that is
initiated by modifying the Version Number (VN) fielof the DIO control message.
Indirectly, VNA consumes additional network resagdike memory and power. The
VNA changes the Version Number on a regular basisulting in a global repair
process that repeatedly creates the DODAG. As altyehe VNA is a difficult
problem for RPL security which leads to Denial ei8ce (DoS) in legitimate nodes

[Ari, 18].

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 56



Chapter — IlI VeNADet: Version Numbetadk Detection in RPL-based Internet of Things

In this chapter, a version number attack (VNA) deten mechanism called
VeNADet is proposed and implemented in the Coojmuator of the Contiki
Operating System. The outcomes of this researclk woistrate that the proposed

method detects Version Number Attacks efficiently.

3.2. Related Works

[May, 14] used static nodes in a grid architectorenvestigate the effects and
repercussions of version number attacks. Controkgtaoverhead, packet delivery
ratio, delay, irregularities, and loops were usedeasure the performance. The study
did not take into account critical characterisbédimited nodes, such as power usage
and its consequences. It doesn't fit into any godiséic attack model and dynamic
environments.

[Ahm, 16b] suggested a technique for detecting MNA&he IoT network using
a distributed and cooperative verification strategiich considerably minimizes the
overhead of control packets. If a node gets a DI€ssage from a higher version
node, then only it updates the version number. that it requires a thorough
verification and analysis of its neighbours' anelrtiparents’ activities within a two-hop
count range. As a result, the neighbours' trustwoess is assured, and fraudulent
version number updates are efficiently avoided.

[Moh, 18c] suggested a lightweight scheme to miag&NA and Rank
attacks. The identity based offline/online signat@iBOOS) used in this approach
provided non-repudiation and security from thegacis. According to the authors,
their proposed scheme is lightweight in terms ofmpatational cost and power
consumption. The version number and rank value wastected using security keys.

It is a scalable and distributed approach as isfoeequire any backbone infrastructure.
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3.3. Objectives
This chapter focuses on the mechanism called VeNADedetecting Version
Number Attacks in 10T networks. The objectivesitd thapter are listed below:

» To simulate different 10T scenarios without anyaekiers by increasing the
number of nodes gradually and analysing the padkétvery ratio (PDR),
energy consumption, and control overheads.

= To simulate the attacker scenarios with 10% ofci#es by increasing the
nodes and attackers, analysing the PDR, energyuogt®n, and control
overheads, and comparing the network performanttethve normal scenarios.

= To implement the VeNADet technique in the attackegnarios and measure
the PDR, energy consumption, and control overheau, to measure the
detection accuracy of the proposed technique.

» |solate the attackers by broadcasting the attackistails and disconnecting

the communication links.

3.4. RPL DODAG and Version Number
3.4.1. RPL DODAG

RPL is a routing protocol for low-power and lossstworks that uses IPv6.
The smart devices in the 10T network are conneated special way without any
cycle in the topology construction. For this spieeifion, a Destination Oriented
Directed Acyclic Graph (DODAG) is built, which i®uted to a single destination
called the root node. The Objective Function (OEjirees the routing metrics for
constructing the DODAG. When the router is confegir an RPL instance is

generated which defines the OF for the DODAGs tiedong to the RPL instance.
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The irregularities and loops in the DODAGSs are eleted by computing the node’s
rank. The rank of a node in the DODAG is its pasitith respect to the root node.
Each node in the DODAG has a rank value which terdaned by the rank value of
its parent and other parameters like Hop Countydggnend Estimation Transmission
Count (ETX) [Tsv, 11].

The IoT network's root node is connected to therhdt through an IPv6
Border Router (6BR). According to the RPL protocby, broadcasting DODAG
Information Object (DIO) messages, the root nodermences the formation of the
DODAG, a tree-like structure. The recipient nodespond with a Destination
Advertisement Object (DAO) to their parent nodea which they got the DIO
message in order to join the DODAG. By issuing adACK message, the parent
nodes allow the child nodes to join the networkotder to join a DODAG topology,
new node multicasts DODAG Information SolicitatidiplS) messages to its
neighbors for receiving DIO message from anyoné&sfdjacent nodes [Pav, 15].
The DODAG construction process is explained elalebyain Chapter 2, section

2.2.2.

3.4.2. Version Number

The network layer is accountable for all routingicles in RPL. As a result,
all nodes, including the root node, must be awérh® topological information. The
DIO message is the main concept for creating theDRG topology. The DIO

message format is shown in the Fig. 3.1.
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0 7 15 31 bits
RPL Instance ID Version Number Rank
G|0| MOP | Pif DTSN Flags Reserved
DODAGID (128 bit)
Option(s)...

Fig. 3.1. DIO message Structure
As it is given in the Fig.3.1, there are numberaiting metrics and DODAG
related information available in the DIO messadee Tmportant aspects of the DIO
message are detailed below:
» RPL Instance: An RPL Instance consists of more than one DODAGisba
same RPL Instance ID. A node can be part of asiD@QDAG only.
= DODAGID: A DODAGID is the 128-bit IPv6 address of a DODAGtoThe
combination of RPL Instance ID and DODAGID is uskd identify the
DODAG uniquely.
= Version Number: Version Number (VN) is an unsigned 8-bit number.
Whenever a new version of the DODAG is createdy#reion number field is
incremented by the root node. The combination df RBtance ID, DODAGID,
and Version Number are used to identity a uniqusioe of the DOADG.
= MOP: The Mode of Operation (MOP) is used in the DOADGrepresents
the storing and non-storing modes.
= DTSN: DTSN stands for Destination Trigger Sequence NumWéren this
field is triggered, DAO messages are transmittesinfa node to its parent

node.

* |IETF- Request for Comments (RFC) 6550 [Win, 12]
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Following the RPL instance value, there is an 8tmsigned number in the
DIO message. The VN is used to identify a netwogotogy uniquely within an RPL
instance. It represents the current version oDIO®AG.

Whenever an inconsistency arises due to loops$oiild be instantly addressed
by updating the version number and reconstructimg DODAG topology. The
rebuilding DODAG process is known as global repaill. nodes in the network
receive this version number when the version nurmobéne topology is changed. By
using the incorrect version number, an attackerenmah disrupt the normal flow of
network traffic, increasing the network's secudhallenges [Thu, 20] [Vas, 20]. The

DODAG topologies in two versions are illustratedHig. 3.2.
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Version N Version N+1

Fig. 3.2. DODAG in Different Versions
Since there is a loop in Version N, the global repgechanism is initiated and
the DODAG ‘Version N+1' is constructed. 'Version N+as the same nodes as in

the ‘Version N’ but has a different structure witih@ny loops.

°IETF- Request for Comments (RFC) 6550 [Win, 12]
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3.5. Version Number Attack: An Overview

The DODAG root node has a version number, as destrby the RPL
specification. The RPL DODAG is built as a treeg dhe version number is used to
guarantee that loop-free pathways towards the mode without any abnormalities.
The root node executes a global repair to ensur®A® integrity [Ari, 18]. An
attacker node may broadcast a fake version nunmbés iDIO control message to
induce a global repair on a regular basis. Theleegcenario, in which there is no

Version Number Attack, is depicted in Fig.3.3.

@ @ Nui

1 (Root)
@ @ @ 2,3,4
@ . 5,6,7,8,9
10
11,12

2) DODAG

B W N
e T T

b) Version Number details of the Nodes

Fig. 3.3. Normal Scenario without Version Attack
There are 12 nodes in Fig. 3.3, and the hop cosirthbsen as the rank
measure to build the DODAG. The VN value is fixedane. Fig.3.3 (b) shows the
features of this DODAG. The DODAG has no abnorreditor contradictions in
terms of loops or version changes. As a resudt,attypical DODAG without any
Version Number Attack (VNA). Assume that node 'i9'a Version Attacker; it
changes its version number from '1' to '2', and\Ne'2' appears in node 10's DIO

message instead of '1'. Fig.3.4 depicts the rdvigermation of node 10.
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jo @@®

O OOOT [ ‘
2,3,4 1 1
u 5,6,7.8,9 2 1
/7 ' = 10 3 2
@ @ 11,12 4 1
a) DODAG if '10' is Version Attacker b) Node's Version Number Details

Fig. 3.4. DODAG with Version Attacker Node ‘10’
The attacker node ‘10’ is indicated using red coWthen node '10' delivers
the DIO message to transmit the modified versioitstoeighbors’ '7’, '11’, and ‘12’,
they also alter their version number. The noddshimation with version modification

is shown in Fig.3.5

1 (Root) 0 1
2,3,4 1
5,6,8,9 2
j 2
10 3
11,12 4

B N B e e

b) Version Number details after Sending DIO
a) When Node '10" sends DIO messages to its Messages from Node '10'

Neighbor Nodes

Fig. 3.5. Node ‘10’ sends DIO Message to its Neighis
During this procedure, the root node also receav&O message with a new
version number, which causes a global repair. Hetlee root node initiates the

DODAG creation process. Figure 3.6 depicts thidb|enm.
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b) Version Number details when Root Node received
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Fig. 3.6. Global Repair Scenario

Fig.3.6 illustrates all the nodes affected by VNAred color and it means
global repair is required. So, the root node itesathe DODAG reconstruction
process. Because the '10' is an attacker, it nezdifs version number on a regular
basis, disrupting the DODAG topology and consummmaye resources indirectly. As
the global repair mechanism is initiated again agdin, the network performance in
terms of throughput and packet delivery ratio (P3Rjegraded.

As a result, VNA can deplete node resources intdyend it can degrade the
network, as well as degrade application performgas, 20]. These detrimental
effects in the IoT network leads to Denial of Seev(DoS) attacks in the legitimate
nodes. As the above illustration specifies, whea Yrersion Number attacker is
placed in the higher level rank position, like agh&our to the root node, it causes

more damage than in the lower levels, or as arledé.

3.6. Version Number Attack Model
Let N represents a set which contains all node¢kenoT network Z, including

the root node R. Let X is the parent node whichdast Y of child nodes. Let,Ris
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the version number of the root node R, ¥ the version number of the parent node
and Yn() is the version number ofichild node of X. Hence, BN, XON, OY;0N. In
this network Z, only the version update is alloviemm higher order to lower order
Case 1: Attack occurs in fixed interval time

If an illegitimate version update e occurs fromagnt node X to its lower
level nodes at a particular time t, and any nodepdates it version numbegf, and
the child node Yalso behaves similarly as the attacker node X. E§8.1 can be

used to check whether there is a version numbackath the network Z.

(f (Ryre.t.2)
f(X,met2)

T(R,,. X,.&,t,2 = log (3.1)

where, f (R, €, t, Z) and f (X%, e, t, Z) gives the behavior of the root node
and other nodes in the network Z respectively wéerevent e occurs at the time t.
The value of the function T(R Xun, €, t, Z) determines the version attack in the
network Z. It is given in Eq.3.2.

0; Xis legitimate node

T(RVn ,Xvn,e,t,Z) = _ _ (3.2)
otherwise; X is attacker

When f (Rn, €, t, Z) and f (X%, e, t, Z) are same, then the function Tn(RKn, €, t, Z)
gives ‘0’. Hence the node X can be treated asiéifege node.
Case 2: Attack occurs in a continuous interval timet

If an illegitimate event e occurs during a continsanterval timeAt’ and any
node updates it version number ag,Xhen to check whether there is any version

number attack in the network, Eq.3.3 can be used.
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(3.3)

T(Rvn’xvn’e’t’a: |Og t=I1
L f (X, t,2)dt

e,t,Z) dt represent the behaviors of the

vn? vn?

h tzllf d d tzllf
Where LIO (R,.,et,Z)dt an Lm (X

root node R and other node X according to theirsio@r numbers R and X
respectively during the time intervat=I;-lo. Now the same condition as it is given in
Eq.3.2 is applied to check whether there is angisarnumber attack occurred or not
in the 10T network Z. If T (R, Xun, €, t, Z) = 0, then there is no attack, otherwinse
node X is a Version Number attacker.

To overcome the negative consequences of VNA, teADet technique is

proposed in this research work.

3.7. The VeNADet Technique

Whenever there is an inconsistency in the DODAG, ot node initiates a
global repair mechanism and increments the vensionber to make the DODAG in
a consistent state. It is a legitimate update. #ac&er also illegitimately updates the
current version number with a higher version nundet transmits the DIO message
with the updated version number. It can also causemilar problem by wrongly
advertising a version number that is increasedegular intervals. The Version
Number Attack Detection (VeNADet) technique hasrbpeoposed to counteract this

attack. Fig.3.7 shows the proposed approach tctei¢As called VeNADet.
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Fig. 3.7. The VeNADet Technique

As shown in Fig.3.7, the VeNADet technique is deddinto three phases:

checking, validation, and detection. When a nodts ge DIO message from its

adjacent node, it checks the VN of the DIO messaigie the VN of the root node.

The neighbor node is then confirmed as authentimobibased on the result. Once the

node is detected as a VN attacker, the root nodeudss the particulars of the attacker

to all nodes in the DODAG tree. The VeNADet phasesexplained below.

» Checking Phase:When a node ygets a new DIO message from a neighbor

X, if the VNs of Y, o and X are the same, the neighbor is considered a

legitimate node. If both VNs are not identical, Bdl, Eq.3.2, and Eqg. 3.3 are

used to compare the VN of X with the root node’s ¥t is Rn. If both

version numbers are the same, the node X is caesides a legitimate node.

In such case, the current VN of nodei¥ updated to match the new VN of

node X. If the two VNs disagree, the node with NéW is transmitted to the

detection phase for additional investigation. Fig§.8lucidates the algorithm

for the checking phase.
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Algorithm 3.1 for Checking the Version Number

1. functionVersion_ChecKRyn, Xun, Yun);

Input: VN of the root node R, (R) and X, (Xn)
Output: Legitimate or Malicious
Initialization:
Rn<R.DIO.VN /I VN of root R
Yuwn@€ Yi.DIO.VN // VN of node Y
Xun€<X.DIO.VN  // VN of sender X

2.if (Yyn@=Xwn) then

3. print ‘Node X is Legitimaté€

4.else if{X,n=R\n) then// use Eqg.3.1.to Eq.3.3.

5. print ‘Node X is Legitimatée

6.  Yun@=Xw/l receiver updates its version number

7.else

8. print ‘Node X is Malicious

9. functionValidate_Neighbor

10.end if

11. endVersion_Check

Fig. 3.8. Algorithm for Checking Phase

» Validation Phase: If the version numbers of nodes X and R do not matc
then X is deemed a malicious node. In this scendmis phase looks for the
source of the attack by comparing the VN of neighbaith a rank value
higher than its own. Let W=wws,...... , W, denote the set of 'n' nodes within
one hop of the node;YThe VN of all neighbor nodes {ws compared to the
VN of node X. If 80% of high-ranking neighbors hawe same VN as node X
and root node R, then X is a genuine node, andpyrades its VN to . Or

else, the sender of DIO message, node X is comgldes an attacker node and
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this node is sent to the detection phase for cwmiiig that node X is an
attacker. In such case, ¥Xeeps its original version number,Y(i).Fig.3.9

shows the approach for this validation step.

Algorithm 3.2 for Validating Neighbour Nodes

1. functionValidate_Neighbor(malicious_node X);
Input: VN of the root node R, (R) and VN of DIO sender X, (%)

Output: Legitimate or Malicious

Initialization:
VNeounic 0
high_rank_node&0
W= {wq, Ws....... wp} /I neighbours of receiver; Y

for (i=1ton) do
if (wj.rank>Yi.rank) then  /hodes having higher rank
high_rank_nodes= high_rank_sotie

if (wj.rank>Y;.rank and wj,= X, ) then //checking VN

2.

3

4

5. end if

6

7 V&un=Veountt 1
8 end if
9. end for
10. t=high_rank_nodes * 0.8// 80% of higher rank nodes of Y

11. if (Vheoune=t and Xn=R\n) then // 80% higher rank nodes accepf,X
12.  update %=X/ update version number

13. else

14.  print (“Node X is malicious”)

15.  functiorDetect_Attackl// Call detection phase

16. end if

17. endvalidate_Neighbor

Fig. 3.9. Algorithm for Validating Neighbors
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» Detection Phaself a malignant node is discovered, its origin mosttraced.
When an attacker is found as a leaf node or amgrrmgdiary node in the
DODAG, the attacker may be readily recognized aehtified using the
aforementioned two approaches. When an attackee fedds placed as the
neighbor node of the root node 'R’, then by vemdgythe VN of the higher
order node 'a’. Hence, global repair is frequemiyiated. Detecting the
attacker is difficult in such conditions.

If the root node R's neighbour X tries to launcé tjobal repair process very
often, it checks with the other neighbour nodedge whether the global repair process
is required or not. It does so by using the.gRvariable, which is set to ‘0’ during
the DODAG creation. The GR value is increased if there is a need for global
repair on a node. Only the root node starts thballeepair if the GRyn: crosses the
threshold value (80%) and the DIO. delay of theen®ds greater than or equal to the
DIO. delay of other neighbor nodes.

Otherwise, the node X is confirmed as an attackmiten and connection
channels of node X are blocked. The root node %% broadcasts the address and
other particulars of the attacker node X. This Hoaesting allows other nodes to
recognize the attack and its origin. Fig.3.10 sholnes algorithm for this detecting

step.
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Algorithm 3.3. for Detecting and Confirming the Attack

1. functionDetect_Attack(malicious_node X);
Input: Ryn, Xun, DIO.delay
Output: Legitimate or Attack
Initialization:
K={ky, ko....... , ka} // nodes within one hop count of R
GReount€ 0
d= DIO_timer delay
t=n*.8 // 80% neighbour nodes of R
T=N*.8 // 80% nodes in DODAG
2. for (i=1ton)do /I All neighbours of R
3 if (ki.delay<d) then// attacker initiate global repair often
4. GRunE= GReounrl
5 broadcask‘is malicious’
6 else if(ki.delay>=d and %=R\n) then // legitimate VN update
U GRun= GReountt1
8. end for
9. if (n>=t) then // 80% neighbours of R have updated VN
10. Yn(iy=Xvn
11. end if
12. if (GRoun>=T) then // DODAG nodes require global repair
13. broadcastriitiate Global Repair”
14. R.=Ruw,+ 1 //update the version Number of root
15. end if
16. endDetect_Attack
Fig. 3.10. Algorithm for Attack Detection
Thus, by implementing these three algorithms of\fe&lADet technique, the

node having the higher version number is checkatidated with the neighbors, and
finally confirmed whether it is an attack or nothel VeNADet technique allows
legitimate global repair and version updates oRly: that, VeNADet maintains 80%

trust among the neighbors and all nodes presaheiDODAG.

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 71



Chapter — IlI VeNADet: Version Numbetadk Detection in RPL-based Internet of Things

3.8. Experiments and Results
3.8.1. Simulation Setup

The Contiki OS JAva simulator (Cooja) is used i3 txperiment for deploying
the attacks and VeNADet technique. The Contiki @peg System is useful for
devices with low resources, such as sensor nodésit & based on an event-driven
kernel. The Tmote sky is deployed as the moteliexgeriments of the research. An
8 MHz Texas Instruments MSP430 low-power micropssce, 10 KB of RAM, and
48 KB of flash memory are integrated into the Skgt&l It has a Chipcon Wireless
Transceiver with a 250 Kbps, 2.4 GHz, IEEE 802.1%4dd sensors for humidity,
temperature, and light, as well as 16-pin extensapport and an optional Sub
Miniature Version A (SMA) antenna interface [Velg]1 The Table 3.1 shows the
simulation setup and settings adopted in this rekea

Table 3.1. Simulation Settings

Legitimate nodes Maximum 50

Version Number Attacker | 10%

Mote Type Tmote Sky

Operating System Contiki 3.0.

Simulator Cooja

Topology Random

Radio Medium Unit Disk Graph Medium (UDGM)
Distance Loss

Topology Dimension 150m x 150m

Transmission Range 50m

Interference Range 100m

Tx Ratio 100%

Rx Ratio 100%

Simulation Duration 30 minutes per simulation

Number of Simulation 5 per three different scenarios
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A topology is constructed by considering the basigortant characteristics of
the IoT applications. This experiment takes intcoaat network performance parameters
such as power consumption, control traffic overhaad packet delivery ratio. The
simulation setup's performance was examined bothowt and with VNAs. In this
experiment, the random topology is implementedaAssult, the nodes are deployed
at random locations. All nodes communicate the rmate via the intermediate nodes
on a regular basis. This communication is basedhop-by-hop manner. The
consequences of VNA attack are assessed, as wietvashe VNA influences these
metrics and performance deterioration. There wasexternal interruption in this
setting except for the distance-based loss. Eagtulation takes 30 minutes to

complete.

3.8.2. Version Number Attacker and Normal Scenarios

Using the parameters listed in Table 3.1, the satuh environment is set up.
Fig.3.11 shows the simulation for normal contexithwilO nodes to 50 nodes by
incrementing 10 nodes each time. Each simulatipa gtso includes a root node.

In the Fig. 3.11, there are five normal simulatiofbe network performance
of each simulation in terms of Packet Delivery B4#DR), power consumption and
control overhead are analyzed. 10% of version nunaltiackers are added in all
simulations given in Fig. 3.11 for implementing ta#acker scenario. The VNA
nodes are deployed over the network in random ilmeat The VNAs launch attacks
when the network has been established and the DObB&ssbeen built. The VNA
node modifies the version number of the DIO messaga regular basis and sends it

to the neighbor nodes. Fig. 3.12 depicts the attasknulation.
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Fig. 3.11. Normal Simulations
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Fig. 3.12. Attacker Scenarios with 10% VNAs

The PDR, power consumption and control traffic ibfattacker scenarios are

also analyzed.
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3.8.3. Packet Delivery Ratio (PDR)

The PDR metric is a ratio between the packets vedeat the destination and

the packets transmitted from the sender. The faarfar calculating the PDR is given

in Eq.3.4.

PDR = Packets Received at Destlnatl(ga 00
Packets Sent from Source

(3.4)

The IoT network works effectively when the PDR reaer than 90%. In Fig.

3.13, the PDR value achieved in the normal casewatid10% of attacker nodes is

shown.

M PDOR without Attack

® PDR with 10% Attack

Packet Delivery Ratio- PDR (%)

10 20 30 40 50

Number of Nodes

Fig. 3.13. PDR in Normal and Attacker Simulations
When there is no VNA, the PDR value is high, aswshan Fig. 3.13. The
PDR value drops substantially when there are 10%clker nodes. In the attacker

scenario, network performance is deterioratedrimseof PDR.
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3.8.4. Power Consumption

For each scenario, the energy consumption of eadk is computed, and the
average energy consumption in the VNA and normdings is taken into account.
The energy spent by each node in the network ipoted. It's the sum of the power
used in Low Power Mode (LPM), the CPU, radio listen and radio broadcasting.
The energy required for a node to be idle is exqeeéshy Radio LPM; the power
needed for processing is represented by CPU; tivempieequired for receiving data is
indicated by Radio Listen; and the energy requifed transmitting packets is
represented by Radio Transmit. Eq.3.5 [Abd, 19{his formula for computing the
energy consumed by a node during the lifespannaftaork.
Energy (mJ) = (Transmit * 19.5 mA) + (Listen * 2In%A) + (CPU time * 1.8 mA) +
(LPM * 0.0545 mA) * 3 V / (32768) (3.5)
Let X be the set of nodes in the DODAG. Hence, Xi= X, X3..X,. The energy
consumption of each node, ks calculated using Eq.3.6.

Ex = El- ER (3.6)

where, El is the initial energy and ER is the raailcenergy of the node, EX he total

energy consumed by all nodes in the DODAG is coegbbily using Eq. 3.7.

TEzzn: El- ER (3.7)

i=1
The average energy consumption of the DODAG isutaled by using Eq. 3.8.

AE:T—nE (3.8)

where TE is the total energy consumed by all theeesan the DODAG, and ‘n’ is the
number of nodes in the DODAG. Fig.3.14 shows theraxye power usage for several

normal and 10% attacker simulations.
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Fig. 3.14. Power Consumption in Normal and with 10%/NAs
As Fig. 3.14 indicates, the power consumption ihatfacker scenarios is
higher than the power consumption of the normalugation. Due to the presence of
the attacker, the energy of the nodes in the at&cknvironment is quickly depleted,

and the lifetime of the node is reduced.

3.8.5. Control Overhead

The control overhead is measured by the number amitral messages
transmitted over the network during the simulatiome. Hence, in RPL networks, the
control overhead is the amount of traffic causedh®y number of control messages
like DIO, DAO, DAO-ACK, and DIS. Eqg. 3.9 is the foula for calculating the

control overhead when there are ‘n’ nodes in tAenetwork.

Control Overheaetzn: DI(())i+Zn: DA(())i+Zn: DI(S)i+Zn: DAG- ACK(i) (3.9)

i=1 i=1 i=1
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The network's performance degrades as the quanfitgontrol packets
increases. Fig.3.15 presents the number of coptackets transmitted in the normal

and 10% attacker scenarios.

350000

300000

| Noded Wit 10% Attacker_Norml

10 88341 83719

250000 +

~—With 10% Attacker Node

20 130677 123113

150000 Without Attacker

30 180521 147235

No. of Control Packets

40 231871 187789
50000

50 290379 220576
10 20 30 40 50

No. of Nodes

Fig. 3.15. Control Traffic in VNA and Non-Attacker Simulations

The network resources and routing parameters imttiaeker environment are
severely deteriorated as compared to the non-a&tastenario. As the number of
attacker nodes increases, this grows worse. The Mipdses the topology construction
very often. The overwhelming number of control fimEonsumes the RPL resources
like memory, CPU time, and energy. The network’dgrenance in terms of PDR is
greatly reduced. To solve this problem, version bamattack detection techniques

are needed to secure the loT ecosystem.

3.8.6. Implementing VeNADet

Various attacker scenarios are simulated, as shiowkig. 3.12. In the root
node, the VeNADet technique is implemented to eaaluhe performance of the
technique. The attack detection rate and the effy of the VeNADet technique are
evaluated. Table 3.2 demonstrates the number aiclkatt launched in various

simulations.
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Table 3.2. Attacks Initiated in Different Simulations

Nodes 10% Attacker Nodes No. of Attacks
10 1 113
20 2 257
30 3 413
40 4 728
50 5 1878

The recommended VeNADet scheme is deployed in @®AG's root node.
The VeNADet detects attacks when a node launchedlAa. The root node then
announces the attacker node's information. In mffesettings, the attack detection

rate achieved with 10% of version attack node®@aed in Fig.3.16.
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Fig. 3.16. Attacks detected by VeNADet
According to Fig. 3.16, the VeNADet mechanism diffedy detects the
VNAs in different attacker scenarios. When there adower number of attackers in
the 10T networks, the VeNADet performs well. On i@age, VeNADet detects 94.4%

of attacks in the attacker simulations.
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3.9. Chapter Summary

The version number attack is one of the resouraeks that target the RPL
resources indirectly and causes damage to the rletitmthis chapter, the consequences
of the version number attacks are analysed by gdtid®o of attackers in different
scenarios. The PDR, power usage, and control draffeasures are evaluated in
attacker and non-attacker simulations. To countethhe impact of the attack, a
mechanism called VeNADet is recommended. The VeNARehnique detects
94.4% of attacks as an average. The findings ofsthmulations reveal that PDR,
energy and control overhead are strongly assoctatéte number of attackers in the
simulation.

When the VeNADet technique is implemented, a nqgodates its VN only if
certain constraints are satisfied. 80% of truseguired among the neighbours and the
nodes in the DODAG to modify the VN. Thus, the uressary VN modifications are
eliminated by implementing VeNADet. The needlessouece consumption is
prevented by the VeNADet technique.

The next chapter deals with another type of resouwattack called 'DIS
Attack'. It is a direct resource attack that conssinmore resources and creates

detrimental effects in the 10T network.

Techniques to Detect Resource Attacks in RPL-bastednkt of Things 80



Chapter — IV

DISDet: Detection Technique
for DODAG Information
Solicitation Attacks in
Internet of Things



Chapter- IV DISDet: Detection Technique for DODAG InformatiasliSitation Attacks in Internet of Things

Chapter — IV
DISDet. Detection Technique for DODAG Information

Solicitation Attacks in Internet of Things

4.1. Background

The Internet of Things (IoT) is a promising teclogl that consists of
heterogeneous devices and networks. It includes ctireventional Internet and
networks of constrained devices connected togeiberg the IP protocol [Lin, 13].
RPL is the routing protocol used in low-power logsstworks (LLNs). RPL was
proposed by the Internet Engineering Task Forc@K)Eworking group [Win, 12].
The nodes in LLNs are resource constrained, soat¢hallenging task to implement
the security solutions of the traditional netwonkghe loT. This makes RPL prone to
several security threats and attacks. An attackay modify, insert, rerun, and
generate data or control messages that will atteztnormal operations of the RPL
[Ahm, 20]. The routing topology for the RPL is lilkeetree structure that is called a
Destination Oriented Directed Acyclic Graph (DODAGhe DODAG is constructed
by using a set of control messages.

DODAG Information Solicitation (DIS) is a controlassage that is sent by a
node when it wants to join the existing DODAG tapypt. Whenever a node in the
DODAG receives a DIS message, it has to send th®AI® Information Object
(DIO) message to invite the sender to join the pektwIn a DIS attack, the attacker
node unicasts or multicasts a large volume of DESsages to its neighbour nodes.
This tends to cause the legitimate nodes to rettarTrickle algorithm [Lev, 11] and

broadcast a large number of DIO messages. The hotume of such messages
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consumes energy and other resources of the leggimades and leads them to be
unavailable. So, this DIS attack also leads to Bleoii Service (DoS) attacks on the
IoT network [Con, 19]. This DIS flooding attack gets the resources directly and
exhausts them very quickly, reducing the lifetimetlme neighbour nodes of the
attacker in the networks.

To overcome the negative impacts of the DIS flogdattack, in this Chapter,
a novel detection techniqgue named DISDet is prajpodelSDet avoids the
overwhelming DIS request from the malicious nodel ahscards the duplicate
messages sent by the same node again and agaioe,Hee DISDet mechanism
reduces packet loss, energy consumption issuesc@mtdol overhead and increases
the packet delivery ratio. The attacker node is aentified and quarantined by the
DISDet technique. The proposed DISDet techniquémiglemented in the Cooja
simulator and compared with some recent technigDEDet performs well in terms

of detection accuracy rate.

4.2. Related Works

Only a few works have been published on the DI®ding attack. In this
section, some of the important works related te thsearch are highlighted.

Cong Pu [Con, 19] investigated the DIS spam attagkich sent large
volumes of DIS messages with different identifiansl led to a DoS attack in an RPL-
based environment. The research was implementdégei©®MNet++ simulator. The
researchers also evaluated the negative impacteeoDIS flooding attack on the
lossy networks in terms of energy consumption amden lifetime. The attack

detection phase was not considered in this work.
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Abhishek et al. [Abh, 19] conducted an experimemtldS flooding attack.
The memory and energy consumption of such an atteerie evaluated, and they
proposed a lightweight technique called Secure-Ri*Lmitigating such attacks in
order to improve the performance of the lossy nétaoThe attack detection rate of
the proposed technique and the impacts on netwerogmance after implementing
the technique were not given in their work.

Faiza et al. [Fali, 21] investigated the consequemd¢aehe DIS flooding attack
both on dynamic and static PRL networks. They preseRPL-Maximum Response
Code (MRC), a technique for improving RPL resis@aragainst DIS Multicast
attacks. The goal of RPL-MRC is to shorten the titéakes for DIS Multicast
messages to be responded to. According to theierempnt, the attack degraded
network performance by considerably increasing rebrgacket overhead and power
consumption. For several scenarios, the RPL-MRChar@ism showed a considerable
improvement in lowering control overhead and eneuggge. This technique only

delays the response to the DIS message.

4.3. Motivation and Problem Definition
4.3.1. Motivation

A node that is not connected to the DODAG requestsrouting information
by transferring a DIS message to its neighborindeso On receiving this message,
the neighbours reset their trickle timer algoritand sent back the DIO message. An
attacker node sends multiple DIS messages in omleget back multiple DIO
messages frequently. This increases the numbeordfat messages and makes the
network resources unavailable. To overcome thiseisthe DISDet technique is
proposed in this Chapter. The DISDet technique aiet¢he malicious node and

safeguards the 10T networks.
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4.3.2. Problem Definition

Due to the resource constrained nature and theusioel of voluminous
devices, the IoT network tends to be more vulnerald is prone to several attacks.
The control messages of the RPL protocol constiiet topology for data
transmission in the network. The DIS message is ainthe control messages that
facilitate a new node joining the DODAG. The DI®dtling attack is launched by
flooding a lot of DIS messages. The nodes thateceiving the DIS messages have
to send the DIO messages in turn, which incredsesontrol message overhead in
the DODAG. On account of this control traffic, thetwork resources are unavailable
for other functionalities. Therefore, the harmfuipacts of the DIS flooding attacks

should be addressed to reduce resource consumption.

4.4. Objectives

This Chapter focuses on the detection mechanisiadcBISDet, for detecting
DODAG Information Solicitation Attacks in loT netwks. The objectives of the
Chapter are listed below:

» To simulate the IoT nodes without any DIS attacked with a DIS attacker
and analyse the PDR, energy consumption, and damtssheads of the two
scenarios.

» To implement the DISDet technique in the attaclaemsrio and measure the
PDR, energy consumption, and control overhead tamdeasure the detection
accuracy of the proposed technique.

= To discard the large number of DIS messages setitebgnalicious node

» To isolate the DIS attacker node by broadcastirg dtiacker's details and

disconnecting the communication channels.
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4.5. DIS Attack
4.5.1. DODAG Information Solicitation (DIS)

When a new node wants to join the DODAG, it reguiébe routing details
from its neighbor nodes by sending the DIS messatiele receiving the new node’s
request, the neighbours have to respond using t@eniessage. In order to join the
network, a new node can continuously transmit th® Message until it receives a
DIO message [Abh, 19]. The DIS message sent byde no join the DODAG is

illustrated in Fig. 4.1.

Root
A
\
\
Dis

Fig. 4.1. New Node Joining DODAG using DIS Message
As it is given in Fig.4.1, the node ‘7’ is not inet DODAG, so it sends DIS
messages to its neighbor nodes ‘5’ and ‘3. The Di®ssage is transmitted
periodically until the node ‘7’ gets a DIO messdigem any of its neighbors. The DIS
message is represented using the dotted line #ieceode ‘7’ is not yet connected to

the DODAG.
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4.5.2. DODAG Information Solicitation (DIS) Attack

Whenever a legitimate node receives the DIS medsageits adjacent nodes,
it sends the DIO message to invite the node totfetnDODAG. In order to send the
network routing information periodically, the triekalgorithm is set for each node.
As per the network stability of the DODAG, the dima for initiating the Trickle
Algorithm differs [Con, 20]. When a node gets a Difessage from its adjacent
nodes, it ends the current DIO transmission anghethe Trickle Algorithm, and the
time is set as a minimum.

There are two variables available for DIS messags;h are DIS_DELAY
and DIS_INTERVAL. The DIS_DELAY is the delay to fiating the first DIS
message by the new node. The DIS_INTERVAL is theimgatime for the new node
to send the second and so on DIS messages wheayitnot receive any DIO
messages from its neighbours during that inter8al. a node has to wait for the
DIS_INTERVAL time to send each DIS message. Thaudeéfvalue defined in RPL
for DIS_DELAY is 5 seconds, and DIS INTERVAL is &&conds. An attacker
doesn't wait for the DIS_INTERVAL time to send tmext DIS message. It
continuously sends the DIS message to its neiglsbibiaugh it also receives the DIO
message from the neighbours. This misbehaviouneintalicious node increases the
control message overhead in the network, disrupts rietwork topology, and
consumes more resources like memory, processing @amd energy. This attack is
also known as a "DIS spam flooding attack”. It emus Denial of Service (DoS)
attack by disrupting subsequent data communicatidhe DODAG. Fig. 4.2 depicts

the DIS flooding attack concept.
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0 Root Node

© Normal Node
. Malicious Node

Fig. 4.2. DIS Flooding Attack

As it is given in Fig.4.2, node ‘9’ is the malici®umode which sends multiple
DIS messages to its nearby nodes. The multiplervarfoom the node ‘9’ indicate the
multi-requests initiated by the attacker node. €geiving these requests, the adjacent
nodes ‘2’, ‘3’, ‘4’, ‘6’ and node ‘7’ restart therickle Timer Algorithm to send the
DIO message to the node ‘9. This malicious acttlté node ‘9’ consumes the
resources of the 10T nodes like memory, processamg, energy and also jam the
routing process. This unnecessary resetting ofribide timer and the increase in the
number of control messages make the network andncomcation links unavailable

for the resource-limited IoT devices.

4.5.3. DIS Attack Model

Let X= {X1, X2, X3, evveerrrns , ¥ Is a set of new nodes that want to join the
DODAG, where|X|=n. The neighbors of each new node are representeasing
Y=A{y1, V2, V5, --.., Yo} WhereY|=m. Here,X andY are distinct sets. Henc¥,N Y= @.

The setsX andY form n xm matrix.
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After a small intervalt (DIS_DELAY), the new nodes send first DIS messages
to their neighbors to get back DIO message. The fi&ding attack may occur
during the timet (DIS_INTERVAL). The DIS attacks for the new nodesncbe
occurred inl different valuesy (i = 1, 2, ..., ) and the probability of the value
being taken i$(%). The set of numbemB(X) is said to be a probability mass function.

The variableP (%) takes one of the values as it is given in Eq. 4.1.

ZI:P(Xi):l (4.1)

im1
It takes any value in thi8 < Py (x) <1 range for alk. The probability mass function
can be defined as in Eq.4.2.
PX)=m/Z (4.2)

Where,Z is the total number of DIS attacks angisthe node from which the DIS
attack is initiated. To represent the number cdckis, whenever new nodes enter the
network,ann x mmatrix M; is constructed. The row elements are the new nadés
the column elements are their neighbors. Whendwaretis a DIS message sent from
a node to its neighbors after the DIS_DELAY andobefthe completion of the

DIS_INTERVAL, the correspondiniyl; value is incremented.

4.6. Proposed DISDet Technique

The DISDet technique has been proposed in thisoseat a countermeasure
to address the DIS attacks on RPL-based IoT nesvokeeping in mind the
characteristics of the DIS message and the DISditap attacker, the DISDet
technigue has been deployed. The unnecessary oégsbe trickle timer and the
overwhelming DIS message generation are circumdenteng this DISDet. The

steps involved for detecting the DIS flooding alttace explained using the Fig. 4.3.
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Read DIS_DELAY,
DIS_INTERVAL

A

If (T<
DIS_INTERVAL)

1 ResetT

Construct DODAG

If nodei sends
DIStoj

If new nodes

enters

Identify New Nodes ‘n’
Neighbor Nodes ‘m’

Increment M;

Construct Matrix -M;
nxm

N

Y
é Node i is attacker Node i is legitimate

Stop

Fig. 4.3. DISDet Technique

As it is shown in Fig.4.3, the DODAG is constructeding the normal
procedure. When a new node enters the DODAG, itdiaend DIS messages to its
neighbors to get back the DIO messages. An autheotle sends the DIS message
only after the DIS_INTERVAL. But an attacker senduiltiple DIS messages
continuously without considering the DIS_INTERVALmMe using unicast or
multicast strategies. This overwhelming of DIS nages from the attacker increases
the control overhead and affects the performantbeoDODAG. To address this DIS
attack, a matrix M (n x m) is created, where ‘nthe number of new nodes and ‘m’ is
the corresponding neighbors. If there is a singl@ node, then the matrix will be like

a list or array. The n x m matrix M is given in Fg4.
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1 2 3 .. m
1 Mi1 | M2 | Mgz o | Mim
2 M21 | Ma2 | Ma3 . | Mam
3 M3z1 | M3z | Ma3 . | Mam
n M1 Mhn2 Mns .- Munm

Fig. 4.4. n x m Matrix to address DIS attack

In Fig.4.4, ‘'n’ is the number of new nodes wishitagjoin the DODAG. The
row is denoted by using ‘i’ and column is represeniising the variable ‘j'. After the
DIS_DELAY (5 seconds), the matrix is created anitlahzed with zero. The matrix
records the number of DIS messages sent from nibde the node ‘j’ during the
DIS_INTERVAL (60 seconds). Whenever a DIS messaggenerated from a node 1’
to the node ', at the time the corresponding eabf M; is incremented. After the
DIS_INTERVAL time, the values in the matrix ‘M’ a@nalyzed and the attacker is
detected using the jWalues as it is given in the Eq.4.3.

=0 if i=normal node
ij = (4'3)

>0 if i =attacker node

Hence, if any cell ihas a value greater than zero, then the partiGutarde is
treated as the attacker node. All the messagesaededuring the DIS_INTERVAL
by the node ‘i' are discarded, and the node @aslared as an attacker and removed
from the DODAG. Then the DODAG with the remainingdes is reconstructed. The
timer and the matrix values are reset after the INSFERVAL and the process is

continued. The symbols used in the DISDet algorigtendescribed in Table 4.1.
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Table 4.1. Symbols and their Descriptions used inIBDet

Symbol Description
Dp DIS DELAY; 5 Seconds
D, DIS INTERVAL; 60 Seconds
t Counter clock (60to 0)
M n X m matrix
(Row in M) i A new node i
(Column in M) j | Neighbours of the new node i

The Algorithm used for implementing the DISDet teicfue used in this

research work is explained in Fig. 4.5.

Algorithm 4.1 for Detecting DIS Attack
1. functionDISDet (New_Node);
Input: New_Node, DIS_DELAY, DIS_INTERVAL

Output: Legitimate or Malicious
Initialization:
Dp< DIS _DELAY /I'5 Seconds
D;< DIS_INTERVAL // 60 Seconds
2. construct the DODAG
3.if (n nodes enters the DODAG )then

4. wait for [3 time

5. construgin x m) matrix

6. matrix M< 0 /[ initialize ( n x m) matrix
7.1 D /[set counter clock t as D

8.if (t# 0 and node_i sends DIS message to node j) then
/lcheck node i sends DIS within DI

9. increment corresponding \#lue
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10. end if
11. for (i =1 to n)do
12. for (j= 1 to m)do

13. if (M;;>0) then// check attacker node

14. declare “Node i is ariaker” // detect attacker

15. discard all DIS messages) node i

16. disconnect communicatiaoks for node #isolate attacker
17. end if

18. end for

19. end for

20. reconstruct the DODAG

21.end if

22. endDISDet

Fig. 4.5. DISDet Algorithm for Detecting DIS attack
The output of the algorithm is to make a decisionwhether there is a DIS
flooding attack on the IoT network or not and disgect the attacker. If all the ;M
values of the matrix M are zero, then there is ttack in the DODAG. Otherwise,
there is a DIS attack and the correspondihgade is detected as the source of the
attack and is eliminated from the DODAG. By implattieg this algorithm, the DIS

flooding attacks on the RPL-based lossy networkshzadetected.

4.7. Experimental Setup

In this experiment, a maximum of 52 nodes with uriddentifiers are included
to form a 6LOWPAN network using random topology.eTiorder router (6BR) acts
as the root node. 51 nodes, including the rootaagtormal nodes, and one node is a
malicious node that sends DIS messages very oftam sample snapshot taken from

the simulation experiment is shown in Fig.4.6.
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Fig. 4.6. Screenshot with Attacker Scenario
The node represented in green is the root node.yEHew nodes are the
normal nodes, and the purple node is the attackée.nThe lines between the nodes
represent the communication among the nodes. &nertrission range (50 meters) is
given as the green color region, and the interfszerange (100 meters) is shown
using the grey color region. A simulation grid @fes200 m x 200 m is used in this

experiment. The other simulation parameters are @hapter 3 (Table 3.1).

4.8. Simulation Results and Discussion

4.8.1. Network Graph

First, the normal scenario with 50 nodes and a noole was implemented in
the Cooja Simulator, and the simulation was peréafrfor 30 minutes. The network

graph captured from the normal simulation environtie given in Fig.4.7.
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Fig. 4.7. Network Graph in Normal Scenario
As Fig. 4.7 denotes, the root node is connectealltohild nodes without any
loop in the DODAG. All nodes are able to commurecaith one another, and there
IS no inconsistency in the normal situation. TheDI& attacker is included in the
normal scenario and simulated for 30 minutes. Tdtevork graph obtained during the

attacker simulation is given in Fig.4.8.

) 26,26
Y%l
1618
) 40,49 s 141
2855 00242 0313 £33
410,10
#3039
b 5151 144 01616 02424 0337 02222 01313
k)
AR 20

Fig. 4.8. Network Graph in Attacker Simulation
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As Fig.4.8 denotes, because of the presence obttheker node, there is a
difficulty in constructing the DODAG and the noda® unable to communicate. The
performance of the network in each scenario isyaeal and compared in terms of the

control overhead, power consumption, and PDR.

4.8.2. Control Overhead

To construct the DODAG, a number of control messagech as DIO, DAO,
DAO-ACK, and DIS are generated. The increase indbetrol message in LLNs
reduces the performance. In Fig. 4.9, the numbeonfrol messages obtained in the
normal and attacker environments is shown. The murob control message after 5

minutes, 15 minutes, and 30 minutes of simulatsociearly depicted.

Control Overhead

0,000 — i
— Aflacker

"
&
4 40,000
No. of Control §
Simulation Messages B
Time : E
Normal | Attacker % 20000
f [#]
5 minutes 5875 9218 <
15 minutes 13998 25678 "
5 . 2 % W
30 minutes 28889 52314
Simulation Time

Fig. 4.9. Control overhead in Normal and Attacker $enarios
As it is given in Fig.4.9, the control overheachigher in the attacker scenario.
Because the attacker continuously sent DIS messagé®ut considering the
DIS_INTERVAL, for each DIS message, the Trickle €mis restarted and the DIO

messages are regulated. This increased the conediead in this scenario.
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4.8.3. Power Consumption

Next, the power consumption of each node in nondl attacker scenarios is
monitored using the collect view of the cooja siatat. The power consumed by the

nodes in the normal scenario is depicted in Fig04.

é Hode Wetwork | Power | Node Info | Serial Console
. o bower | Radio Duty Cycle | instantaneaus power | Power History |
E 2 Average Power Consumption
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Fig. 4.10. Power Consumption in Normal Simulation

The power consumption for the attacker scenarioal&s monitored using the
collect view. Due to the presence of the attacketen the root node could not collect
the power consumption for all nodes. The power gonion in the attacker scenario
is shown in Fig.4.11.

According to Fig.4.10 and Fig.4.11, the nodes e tattacker scenario
consumed morepower than the normal scenario. Terge power consumed by the
normal nodes is 2.5 mW, whereas the attacker stronlaxodes consume 6 mW.
Hence, the nodes in the attacker environment diogr tenergy very quickly
compared to the normal environment. The lifetimehaf nodes is also decreased due

to this issue.
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Fig. 4.11. Power Consumption in Attacker Simulation

4.8.4. Packet Delivery Ratio (PDR)
PDR is the ratio between the packets receivedeatdbt node and the packets
sent from the client nodes. The formula for caltnathe PDR is given in Eq.4.4.

> No. of packets received

PDR= X
> No. of packets sent

(4.4)

The packets in the normal and attacker scenaresagtured and analysed
using the Wireshark tool. The PDR is calculatethenroot node based on received
and sent packets. The PDR values in both scenamogiven in Table 4.2.

Table 4.2. PDR in Normal and Attacker Scenarios

Simulation Time Normal | Attacker
5 minutes 99.70%| 90.07%
15 minutes 97.97%| 84.21%
30 minutes 96.87%| 73.58%
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As it is shown in Table 4.2, the PDR value is higimethe normal scenario.
But it is low in the attacker scenario due to theavy packet loss in the attack

simulation.

4.8.5. Implementing DISDet Technique

The proposed DISDet technique is installed in tbeder router in order to
safeguard the IoT networks from DIS flooding atgcKrhis technique was
implemented by carefully analysing the nature ofvrmedes and the DIS attacker.

The sample screenshot after implementing the DISBehe attacker scenario is

given in Fig. 4.12.

DiSDet Implementation - Cooja: The Contiki Network Simulator
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Fig. 4.12. Implementing the DISDet in Attacker Sceario

Fig. 4.12 depicts the DIS attacks detected bytlbposed method. The attacks
initiated by the DIS attacker (Node_52) are immuljadetected by the DISDet

system. The DISDet approach almost detects alhted attacks by the DIS flooding
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attackers. Th& x m matrix created by the DISDet easily identified #teacker and
the number of attacks entered the networks fromadiqular node. The attacks
initiated and detected are listed in Table 4.3.

Table 4.3. Attack Detection Rate of DISDet

Simulation Time | Attacks | Detected| Detection Rate
5 minutes 187 185 98.93%
15 minutes 463 459 99.14%
30 minutes 922 908 98.48%

Average Detection Rate 98.85%

The DISDet detection technique detect®8.85% of attacks during the
simulation period. When a node is detected as tackar, its details are declared and
isolated from the DODAG, and the root node inisatbe global repair process in
which the attacker is excluded from the new DODA&Y. 4.13 illustrates the

DODAGSs before and after implementing the DISDet.

O Root Node

O Normal Node
. Malicious Node

a) Before Implementing DISDet b) After Implementing DISDet

Fig. 4.13. Before and After Implementing DISDet
As Fig. 4.13 depicts, the attacker node ‘9’ is reatbfrom the DODAG after

the implementation of the DISDet. The eliminatiohtloe attacker node from the
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topology saves the resources of the legitimate si@e makes them available for
their normal routing responsibilities. Thus, theyakeve impacts of the DIS flooding

attacks are minimized.

4.9. Comparison of DISDet with Existing Techniques
The DISDet technique was compared with the exising attack research
work [Con, 19] and [Abh, 19]. The various parametesed in their research work are

compared, and the outcome of the comparative asab/Bsted in Table 4.4.

Table 4.4. Comparative Analysis with Existing Reseah

Cong Pu

Secure-RPL

P DISD
arameters [Con. 19] [Abh, 1] SDet
Maximum Nodes 30 16 52
Attacker Nodes 1 1 1
Simulator OMNeT ++ Cooja Cooja
Performance Energy, Energy, Energy, PDR,
Metrics Node Lifetime Control Control
Overhead Overhead

Simulation Time

5000 seconds

900 seconds

1800 seconds

Node Type CC2420 Z1 Mote Sky mote
Communication 30 meters 50 meters 50 meters
Range
Detection No No Yes

In the existing work, the detection rate is notegivin terms of quantitative
measures. Hence, it was not included in the tabdeit is given in Table 4.4, the
proposed DISDet technique is implemented using éditimate nodes and one

attacker. The PDR and detection accuracy are alssidered in the proposed approach.
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4.10. Chapter Summary

In this Chapter, the characteristics and the negaimpacts of the DIS
flooding attacks were analyzed. The DIS floodinta@éts consume more network
resources like memory, processing and energy. dt dsrect resource attacks which
increases the control overhead in the LLNs. Thep@sed DISDet technique detects
the DIS flooding attacks efficiently. After impleming the DISDet technique in the
attacker scenario, the network performance is inguio The proposed technique was
also compared with the existing recent researctksvokccording to the experiment,
the DISDet technique achiev88.85% of detection accuracy.

Another RPL resource attack called Destination Atisement Object (DAO)

Attack and a novel technique to detect the DAOchttare addressed in the next

Chapter.

Techniques to Detect Resource Attacks in RPL-bastednet of Things 101



Chapter — V

DADTec: DAO Attack
Detection Technique for RPL-
based Internet of Things



Chapter- V DADTec: DAO Attack Detectionhifegue for RPL-based Internet of Things

Chapter - V

DADTec: DAO Attack Detection Technique
for RPL-based Internet of Things

5.1. Background

RPL is susceptible to a large number of securitgdts and attacks. The nodes
in the RPL are resource-constrained, and the sgauechanisms like cryptographic
algorithms are not possible due to their heavywteigiture in terms of memory and
processing requirements. This allows RPL to be emalble to several attacks in the
IoT environment [Anu, 14]. In RPL-based LLN, theutimg is performed after
forming the Destination Oriented Directed Acyclicah (DODAG). By altering the
details of the control messages, a number of atack created. These attacks target
resources, network, and traffic. The attacks theget the resources, consume more
energy, memory, and CPU time than the normal RRIeaoDAO attack is one of the
resource attacks that consume more resourcesréhabviastrained to the loT devices.

When a parent node sends a DODAG Information Olf[2D) message to its
children, the receiver nodes have to respond bglisgriack a DODAG Advertisement
Object (DAO) message. The DAO attack is initiatgdsending a large number of
DAO control messages from an RPL child node topasent node, and the parent
node forwards the same until the DAO message resatieeDODAG root node. The
malicious node generates more control messagesghwinicreases the control
overhead in the network, consumes energy and memady degrades the DODAG
performance in terms of PDR and throughput. In thiapter, the impacts of the DAO

attacks and the DADTech technique to detect thendeicussed in detail.
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5.2. Related Works

In this section, the state of art for DAO attackgliscussed elaborately. The
DAO attacker node sends voluminous DAO packets t$o parent node which
increases the control overhead and decreases tierkgerformance. In some cases,
the attacker node drops the packets and repligsamiterror packet to its parent node,
which causes the parent node to discard the valihdard routes.

To limit the harmful impact of DAO attacks on RPletworks, Cong Pu
[Con, 18] suggested a Dynamic Threshold Mechan[3iM). For each parent node,
a dynamic threshold for tolerating forwarding erparckets is determined throughout
a time period according to this DTM method. In thpproach, the DAO attacks were
identified and the malicious nodes were eliminated.

Isam Wadhaj et al. [Isa, 20] examined the effed¢tthe DAO attack on the
RPL-based 10T network and provided a mitigatingatstgy for evaluating the
recommended technique's performance. The simulaisults indicated that the
proposed strategy performed better in differenhaies. It showed better performance
in terms of control traffic, delay, power usaged @acket delivery ratio.

Baraq Ghaleb et al. [Bar, 19] discussed the DA@lersattack using 50 nodes
and proposed a strategy to mitigate its negativeseguences. According to their
experiment, the DAO attacker node not only cre&itmsble for the immediate parent
node, but also for all ancestor nodes, since theODwessage traverses all
intermediate nodes in the DODAG until it reaches tbot node. The impact of such
an attack on control traffic and power usage waslietl. The mitigating approach

entails setting a limit on the number of DAO megsagent to each destination.

Techniques to Detect Resource Attacks in RPL-biasedhet of Things 103



Chapter- V DADTec: DAO Attack Detectionhifegue for RPL-based Internet of Things

Ahmed et al. [Ahm, 20] performed an investigatiomoi the DAO induction
attack. The attacker’s performance using networltiogesuch as power usage, delay,
and PDR was evaluated in both storing and nonrgjariode. A lightweight security
solution was suggested by the authors to identibhDAO induction attacks. As per
the obtained result, the DAO attack causes mor&ultive effects on non-storing

operations.

5.3. Objectives

This Chapter analyses the DAO attacks and theactffon the RPL-based IoT
network. The proposed detection mechanism calle®Dgk for detecting the DAO
attacks is also elaborated in detail. The objestifethe Chapter are listed below:

« To simulate the 10T nodes without any DAO attacked with a DAO attacker
and to analyse the PDR, energy consumption, anttradooverheads of the
two scenarios.

« To propose a technique called DADTec for detechdg) attacks.

« To implement the DADTec technique in the attack&nsarios and measure
the PDR, energy consumption, and control overheau, to measure the

detection accuracy and false alarm rate of theqseg method.

5.4. DAO Attacks in RPL
5.4.1. DAO Attack Scenario

The DAO attacker node sends intermittent DAO messag the set of parent
nodes. The same messages are transmitted until rdemh the root node. This
nefarious conduct dumps the upstream channel t@atdedroot with excessive DAO

messages, lowering the packet delivery ratio ardeasing the network traffic. The
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malicious activity's eventual result is a DenialS#rvice (DoS) attack on the normal
parent nodes. The attacker's devastation has aldrezope as the DAO message
traverses from the malicious node to all the amecesbdes on its route to the root
node [Con, 18].

The DAO messages have to pass through a numbetersfmediary nodes to
reach the root node. If the DAO attack is triggdmgdhe leaf node, it causes substantial

network disruption. Fig. 5.1 illustrates the DA@a&k in several scenarios.

o = ; °

a) Attacker as Leaf Node b) Attacker as Intermediate Node ©) Attacker as Neighbor to Root

Fig. 5.1. DAO Attacker in Different Locations

As it is given in Fig.5.1, the attacker node iscplh as a leaf, intermediate, and
neighbor node to the root node. There are thirteses in each scenario, including
the root node and an attacker. The root node mdase is ‘node 1'. The attacker is
represented by the color red, while all other natesconsidered normal nodes.

Take a look at Fig.5.1 (a), where the attacker nsgmsitioned as a leaf node.
To reach the root node, it must make four hops.dsdD, 5, 2, and 1 get a significant
number of DAO messages from the attacker node AlBihtermediary nodes are
affected by the existence of the attacker nodekks more time for computation and
consumes a lot of network resources like memory aoever. The resource

exhaustion is higher in this scenario than in atfmein
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Two hop counts are required to reach the destingtmot) from the malicious
‘node 7’ in Fig.5.1 (b). The destructive effectstbé DAO attacks are less severe in
this scenario than in the prior one. The attackerdé 4’ in Fig.5.1 (c) sends its
messages to the root in a single hop. When thekatanode sends a lot of DAO
messages, this scenario is equally dangerous. Howeavhen compared to the
alternatives, it is a lesser evil. The rank is glted using the hop count in this case.
According to Fig.5.1 (a), the attacker node takams fhops to reach the root node,
giving it a rank of four. In Fig.5.1 (b) and Figl5(c), the attacker nodes have a rank
of 2 and 1, respectively. If there are five DAO seges sent by the attacker nodes in
a second, then the control overhead caused by At &hd DAO-ACK messages is
listed in Table 5.1.

Table 5.1. The Negative Impacts of DAO Attacks

Scenario Rank of DAO messages | DAO-ACK for DAO. DAO-
(Attacker the from attacker each DAO A '
ck messages
as) attacker per second message
Leaf node
‘13’ 4 20 20 40
Intermediate
Node ‘7’ 2 10 10 20
Neighbour
to Root 1 5 5 10
Node ‘4’

In Table 5.1, only the DAO and DAO-ACK messagestaken into account.
The control traffic will be higher if other controhessages such as DIO and DIS are
also included. As shown in Table 5.1, when the Da#t@cker acts as a leaf node, it
increases the network traffic in the DODAG, causingreased power usage and
degrading the network's performance. Compared herotircumstances, when the

attacker node is placed as the leaf node, thekattaaletrimental effect is increased.
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5.4.2. DAO Attack Model
Let D = (N, L) denote a DODAG with N nodes and ldado-node connections.

Each DAO attacker node//N affects its parent node at a time t, with a probability
profile p (t, &, n, m) This probability depends on the attacker nogdparent noden,
time t, and level of harmfulnesg, due to the DAO attack. The attack probability
profile increases according to the level of virderof the attacker nodes. Hence,

p (tie, N, m) > p (44, n, m)

wheng, > 14
When the level of virulence approaches maximumnbnity, the probability equals
one, ensuring the occurrence of a DAO attack omé#tevork. This can be represented
using Eq. 5.1.

limp (t,n,n,m)=1 (5.1)

hoto
When this occurs, the parent node of the attack&de s not able to carry out
its legitimate responsibilities, which leads to anial of Service (DoS) attack. Hence,
the following things are obtained at time t.
= A specific setU C N is isolated as it is infected by the DAO attackl after
the global repair mechanism, the new DODAG D’ isistoucted, which is
induced by EQ.5.2.
N'=N — U (5.2)
» A dynamic threshold T is set for each parent namt®@ling to the number of
children it has. This threshold value limits the @®Anessages from the child
node. A DAO counter (D_Cnt) is also assigned toparent node to count the

number of DAO messages it receives from the claolierfor each DIO message.
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» Each node /7N’ is chosen as a legitimate node if the DAO coubnfethe
parent node is less than the dynamic threshold (D<)
= The remaining nodes IN’ — {Xo} are treated as vulnerable nodes.

Using this DAO attack model, the DAO attack cardbéned and detected.

5.5. The DADTec Technique

The DAO attacker node floods the parent node wititipie DAO messages,
and the same are transmitted towards the root nidue RPL network suffers much
greater harm as a result of this. In this sectianstrategy named 'DADTec' is
presented to counteract the negative consequeh@5® attacks. In this DADTec, a
dynamic threshold T is assigned to each parent nodestrict the DAO messages
from its child node. A child node can send at nws DAO message for each DIO
message. Hence, a subordinate node can send upnes3ages when it receives a
DIO message.

Let C_Node be the child node, P_Node be the parede, and D_Cnt (x
represent the DAO message counter for ngd€he counter value is increased by one
if C_Node sends a DAO message to P_Node. The DADS elesigned to identify
DAO attacks in the loT context using these ternigs Bpproach can be used in both
the RPL's storing and non-storing modes. The rguinfiormation is recorded in the
router node for the storing mode of operations. Elav, in the non-storing mode,
each node is responsible for its own routing detél using Fig. 5.2, the steps of the

DADTec are discussed.
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Preliminary Phase

| |

Validation Phase

1

Attack Detection

1

Attacker Isolation

Fig. 5.2. Different Steps of DADTec

= Preliminary Phase: The preliminary phase is used to build the DODAG
topology and assign the threshold T for each pamede. This threshold T is a
dynamic threshold which varies according to the benof child nodes of each
parent node. A counter, D _Cni(xis also assigned to each parent node.
Initially, the counter value is set to zero. Whesrethe parent node sends a DIO
message, the child node replies with a DAO mesdageeach DAO message,
the D_Cnt(x¥) value is incremented.

» Validation Phase: The validation step begins when the DODAG has been
constructed. This phase determines if the DODAGdmsDAO attackers. The
D_Cnt(x) is incremented by one whenever a P_Node reca@280 message
from the C_Node. Each counter value is comparethéahreshold value T' in
this validation step. The attack detection phaseives the outcome of the

comparison.
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» Attack Detection: In this attack detection phase, from the leaf nimdthe root
node, all paths are identified and the D_Cnk iskexamined for each node. The
node is determined as an attacker or legitimate rimydchecking the following
conditions.

if (D_Cnt (x) > T) then, nodejxs an attacker
else, nodejxs legitimate
Based on the outcome of the above condition, a'sadatus is determined as
whether it is an attacker or not. If ‘Nodg is an attacker, then it is declared as a
DAO attacker and its details are given to the naxase. This procedure is
carried out until all nodes have been verified.

» Attacker Isolation: The isolation step of the DADTec begins when th&CD
attacker is detected. The root node broadcastdiitevered attacker details in
this DADTec approach. The genuine nodes seize tdoemmunication channels
with the attacker nodes when they hear this. Byoseng the attacker node, the
DODAG is rebuilt. Table 5.2 lists the symbols usethe DADTec algorithm.

Table 5.2. DADTec Symbols and Descriptions

Symbol Description
X={X1, X2, ..%} Set of all nodes in the DODAG
T Dynamic threshold for each parent
R_node Root Node
P_node Parent Node
C _node Child Node
L _node Leaf Node
D_Cnt Counter: contains the number of DAO messages
[0) Null value
P No. of paths from leaf to root node
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The different types of symbols used for the DADTechnique are listed in
Table 5.2. DADTec is a simple technique that mayapplied to a border router to
successfully identify DAO attacks. DADTec classsfia node as malicious when its
counter value exceeds the permitted threshold yalueAs it is a lightweight
technique, it can be used both in storing modeiambn-storing mode. But the non-
storing mode is addressed in this study.

The procedure starts from the leaf node and endseatoot node. All paths
from a leaf node in the DODAG are considered. FacheDIO message from the
parent node, according to the D_cnt value, it igigheined whether the node;*xs an

attacker node or not. The DADTec algorithm is expied using Fig.5.3.

Algorithm 5.1 for Detecting DAO Attacks
1. functionDADTec ();
Input: X={x1, X2, ... , X} /I All nodes in the network
Threshold T // Dynamic Threshold
Output: Legitimate or Malicious

Initialization:
D_Cnt(x)< O /I Initialize DAO counter to zero
2. construct the DODAG
3.for (k=1to p) do /[ each path in the DODAG
4, while (P_Node[y) # ® thendo  // checking whether it is root

5. for (i= L_Node to R_Node)do // from Leaf node to Root

6. if (xi.MessageType== “DAO"hen // check DAO message
7. increment D_Cnt (% // increment the counter

8. endif

9. end for

10. end while

11.endfor

12. for (i= 1 to n)do
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13. if (D_Cnt(x)>T)then // check the counter exceeds T

14. declare “Nodeis an attacker” // detect attacker

15. initiate global repair /Ireconstruct DODAG

16. disconnect communicatioks for node x //isolate attacker
17. else

18. print “Node bs legitimate” /1% is legitimate node

19. end if

20.end for

21. endDADTec

Fig. 5.3. The DADTec Algorithm
The DADTec algorithm is a simple technique thatléployed in the border

router for the purpose of detecting DAO attackscsasfully.

5.6. Experimental Setup

The DAO attack and its countermeasure, known aP&kieTec approach, are
implemented in the open-source Contiki [Vik, 20]eogting system, which was
designed by the Swedish Computer Science Institutdeveloping sensor networks.
The high-level network simulator for WSN, Cooja in21], was created for the
Contiki Operating System. The IoT devices in thipegiment are Tmote Sky [Sop, 21]
nodes, which are low-power wireless modules.

The DODAG creation is started by using the Bordrrter as the root/sink
node. The DAO attack is carried out by altering RfeL protocol stack. The attacker
node, like the other nodes, takes part in the DOD&Eation. After a while, the
fraudulent node sends DAO messages to the pareintinicessantly. Each DAO
message delivered by the fraudulent node is rotexigh its parent list to the root.

The simulation setup and parameters of this exparirare listed in Table 5.3.
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Table 5.3. Simulation Parameters

No. of normal nodes 50
No. of attacker nodes | 1

Mote Type Tmote Sky

Operating System Contiki 3.0.

Simulator Contiki Cooja

Topology Random

Radio Medium Unit Disk Graph Medium (UGDM)

Distance Loss
Topology Dimension 150m x 150m
Transmission Range | 50m

Interference Range 100m
Tx Ratio 100%
Rx Ratio 100%

Simulation Duration 30 minutes per simulation

In the attacker scenario, a high volume of DAO ragss increases the control
traffic in the RPL-based network. 0T network penfiance is measured in terms of
energy usage, packet delivery rate, and netwofkctra’his experiment includes 50
nodes, including the root and a DAO attacker. Ttiacker and normal simulations
are executed in four separate scenarios. They samailation without attack; an
attacker placed as a leaf; an attacker in an irgdrany location; and an attacker as a

child of the root node.

5.7. Results and Discussion
The control overhead, PDR, and energy consumpteel$ were assessed
during the simulation under normal and attackeutations. The network performance

in both scenarios is evaluated. Fig.5.4 is an exasipapshot with 50 normal nodes.
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DAO Attack Deteci Contiki Network Simulator
Settings Help

n
on Lrawe | oo [ noad |
Time: 11:57.696
Speed: 175.47%

DATA send
:7  DATA send

Fig. 5.4. Sample Screenshot for Normal Simulation

The border router is the green-colored node in5Hg.whereas the yellow-
colored nodes are client nodes. The transmissiogeraf the given node is shown by
the green-colored circular region, while the infere range is represented by the
grey-colored circular region. For the performanealeation, a normal situation is
replicated without the attacker, and the PDR, anttraffic, and power
consumption are observed.

A malicious node is deployed in three distinct lomas in the normal
environment, and the destructiveness of the nodguantified in terms of control
overhead, PDR, and power consumption. Fig.5.5 teghe attacker scenario and the

deployment of the attacker node in three distitatgs.
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Fig. 5.5. Attacker in Three Locations
The attacker is positioned in different places hews in Fig.5.5, and the
detrimental effects caused by the malicious nod&ims of control overhead, PDR,
and power consumption are documented for studyhik subsection, the observed

results are described.

5.7.1. Power Consumption

For each scenario, the power consumption of eade o computed. In both
the attacker and normal settings, the average pasage is taken into account. The
power utilization is calculated using the same métfor power consumption as in
Chapter 3 (3.8.4). The average energy of severallations with and without

attacker nodes is calculated, and the resultsisptagied in Fig.5.6.
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Fig. 5.6. Power Utilization in Different Scenarios
The power usage of the attacker simulations is tgrethan the normal
scenario, as shown in Fig.5.6. The 'Attacker aseaf INode' scenario spent more
energy than the other attacker simulations. Thiues to the fact that DAO messages
issued from the leaf node are sent to all interatednodes and then to the root node.
In comparison to other attacker simulations, thewe of DAO messages transmitted
to the root node is lesser when the attacker imttl as a neighbor to the root node.
As a result, the power usage in this simulatioreduced. When a DAO attacker is

present, the nodes' lifetime is shorter than inm@@l scenario.

5.7.2. Control Traffic

The traffic created by the quantity of ICMPv6 cahtmessages in the network
such as DIO, DAO, DAO-ACK, and DIS is known as Gohfraffic. Eg. 5.3. shows
the formula for computing the control message itaff the network.

Control Traffic =, ICMPv6 Control Messages (5.3)
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The number of control packets obtained in the Nérarad the different

attacker scenarios are given in Fig. 5.7.
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Fig. 5.7. Control Traffic in Different Simulations
In this Fig.5.7, the ‘Attacker as a Leaf Node’, tA&tker as an Intermediate
Node’, and ‘Attacker as the Neighbor to the Rootidloare represented by AL, Al,
and AR, respectively. As shown in Fig.5.7, the colntraffic in the attacker cases is
higher than in the ordinary simulation. When th@aaker is put into the leaf node, the
volume of control traffic is greater than in thehet attacker scenarios. It uses
additional network resources, which are limitedthie loT devices. As a result, the

DAO attacker node degrades the performance of Blelfased 0T networks.

5.7.3. Packet Delivery Ratio (PDR)

It represents the ratio of the received packetthatroot node to the total
packets sent to the root node. Eq.5.4 is the fanfiel computing the PDR. Let the
number of packets received at the root node bessepted as PR and the number of

packets sent to the root node as PS.
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PDR = PR)/{ PS) x 100 (5.4)
In both ordinary and attacker simulations, the made's packet delivery ratio

is computed. Fig. 5.8 depicts the results.
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Fig. 5.8. PDR in Different Simulations
As shown in Fig.5.8, the PDR in the normal simalatis 97.5 percent, but it
is reduced in all attacker situations and is beR@Qvpercent when the attacker is
placed as a leaf node. This demonstrates the RRiorés poor performance in a
DAO attacker setting. The packet delivery ratidager in the 'Attacker as a Leaf
Node' scenario than in other instances becausk#fi;oode must transmit the DAO

message to the root node through several parents.

5.7.4. Implementing DADTec
The DADTec mechanism is implemented in the Coojaugitor for identifying

DAO attacks by taking into account the resourcestamed characteristics of the
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RPL protocol. Following the implementation, wheneaeDAO attack occurs in the
RPL network, DADTec identifies it and, once it egds a certain threshold, the
attacker is removed from the network. The detectgstem has a lower overhead.
Almost all security threats posed by attackers gatected by DADTec. Table 5.4
shows the detection results after using the DADaaroach.

Table 5.4. Performance of DADTec

Detected Detected Total

As Attack As Normal
Attack 917 (TP) 33 (FN) 950
Normal 27 (FP) 8190 (TN) 8217
Total 944 8233 9167

There are 9167 events as shown in Table 5.4. Tdwner®17 security attacks
and 8190 normal occurrences that are accuratebgrnezed among them. Thirty-three
attacks are undetected, while twenty-seven regants are misidentified as attacks.
Eq. 5.5 is used to calculate the detection accuracy

(TP+TN)

Accuracy =
(TP+ TN+ FP+ FN

(5.5)

Using the formula with the values in Table 4, tleedtion accuracy is 99.34
percent. The DADTec approach's detection accuracgompared to an existing
technique presented by [Ahm, 20]. When comparedh& existing approach, the
DADTec technique worked admirably. The average aliete accuracy of the two

approaches is considered, and the outcome of theason is displayed in Fig. 5.9.
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Fig. 5.9. Comparison of DADTec with Existing Work

As shown in Fig.5.9, the DADTec detects 99.34% @éf(Dattacks, whereas
[Ahm, 20] detects 98.7% attacks only. As a reghl,recommended technique of this
Chapter has a greater detection rate than thermiressthod. This might be owing to
the suggested technique's low threshold value, iwhlows for a lesser amount of
DAO messages from the child nodes to the parestayedl as the attacker node's
different positioning. The proposed approach ide®iDAO attacks and minimizes
the negative consequences of the DAO attacker siodetions. The DADTec
technique proposed in this Chapter safeguards flelfdsed IoT networks and the

0T devices against the DAO attacks.
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5.8. Chapter Summary

The RPL protocol is susceptible to several secthitgats. The DAO attack is
one of the attacks based on the DAO control messHge flooding of the DAO
messages consumes the network resources. In theviment, the attacker node is
placed in different locations, and the detrimergébcts of the DAO attacks are
analysed in terms of power consumption, controklogad, and packet delivery ratio.
In this Chapter, a technique called DADTec is psgzbto detect and to minimize the
impacts of such attacks. The simulation resultswstiat the DADTec detects almost
all the DAO attacks with a lower false alarm ratel aeduces the negative impacts
caused by these attacks.

In the next Chapter, the log files of normal scemgmrackets and the RPL
resource attacks such as Version Number attack, ftgling attack, and DAO
attack packets are captured, and an AdaBoost Efhsdrabed Intrusion Detection
System is developed in order to enhance the deteeitcuracy of the system. This
system functions as an intelligent system, whidwvges an extra layer of security to

loT networks.
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Chapter - VI

ANIT-Ada: An Intelligent AdaBoost Architecture for
Detecting RPL Resource Attacks in loT

6.1. Background

The Internet Protocol version 6 (IPv6) inheritedresal features from its
predecessor, the IPv4 protocol. So, it has theczateal vulnerabilities of IPv4 and the
specific security challenges of IPv6. These seguhteats have to be addressed to
improve the security scheme. In RPL, the routingotogy is constructed by the
control messages of the Internet Control Messag&é&ul version 6 (ICMPv6). The
ICMPV6 messages are grouped as error messagesfanchdational messages. The
ICMPV6 protocol is entirely responsible for comnuation between IPv6 nodes. It is
also responsible for router and node configuratibhe error messages have a
preceding ‘0’ in the high-order bit of the ‘Typaéld, and the informational message
contains a preceding ‘1’ in the ICMPVv6 protocolMBv6 is the backbone of IPv6
and RPL as it has the building blocks such as D@0, DIS, and DAO-Ack
informational messages for constructing the DODASE rfouting. ICMPV6 is an
insecure protocol and it is prone to several secuthreats and attacks
[Oma, 16]. Using the unicast and multicast mechmasjsseveral ICMPv6-based RPL
resource attacks are created by the adversarytheseé RPL resource attacks cause
significant damage to the networks. It also leamlDenial of Service (DoS) and
Distributed Denial of Service (DDoS) attacks in RBRetwork. Version Number
attacks, DIS flooding attacks, and DAO attackssamme of the RPL resource attacks

that lead to harmful effects in the loT environment
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In this Chapter, the IoT network communication émare collected from the
normal simulation environment and RPL resourcechttscenarios such as Version
Number attack, DIS flooding attack, and DAO attaBl¢.using the collected data, an
AdaBoost ensemble model-based intrusion detecyetesr was developed. For that,
the preprocessing and feature engineering processesarried out on the collected
data. Finally, an ensemble of AdaBoost machineniagralgorithms is applied to the
collected dataset to build an ensemble model calldd-IDS to detect the RPL
resource attacks. This ensemble model is deplayé¢iel Border Router (6BR) of the
ANIT-Ada architecture, which detects the attackiedafvely and protects the loT

network as an additional layer of security mechanis

6.2. Related Works

Adnan Hasan Bdair et al. [Adn, 20] critically asse the recent ICMPV6-
based Intrusion Detection systems, with a spefoficis on DoS and distributed DoS
threats. The researchers looked at three forms<CbfPv6-based attacks: ICMPv6
flood, ICMPv6 amplification, and ICMPv6 protocol @witation. This study also
discussed several types of IDSs for ICMPVv6-baseshtk.

Arul Anitha et al. [Aru, 19] recommended an Artifit Neural Network-based
IDS System (ANNIDS) for the RPL-based IoT networlksthis work, the dataset was
collected from normal scenarios, Version Numbeaéis, and DIS Attacks scenarios
using the Cooja Simulator. The proposed methodectyr classified the attacks and
normal packets.

Emre Aydogan et al. [Emr, 19] used the Genetic Ruogning principle to

implement a Centralized IDS Model for IndustriallloUsing a Genetic Algorithm
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technique with 50 populations and various defaaltameters, this system detected
'Hello Flood Attacks' and 'Version Number Attackihis study did not examine the
network traces.

For detecting low-rate Denial of Service (LDoS)aakls, Dan Tang et al.
[Dan, 20] suggested a multi-feature-based AdaBsgstem. The network traffic was
collected at predetermined intervals and the regusamples were examined using
different statistical techniques. The best featseé was chosen as a result of the
correlation scores between the features and ttes tddels. The AdaBoost ensemble
model was created using the best features. The Imquerformance was evaluated
using the NS2 simulator and a testbed, which yalie 05 percent and 97.06 percent
attack detection accuracy respectively. This systenot specific to I0T.

Using the Decision Tree (DT), Naive Bayes (NB), afdificial Neural
Network (ANN) algorithms, Nour Mustafa et al. [Nod8] built an AdaBoost
ensemble Network Intrusion Detection System (NIDB)is technique identifies 10T
threats at the application layer. This ensemble ehedas built using the UNSW-
NB15 and NIMS botnet datasets. In the UNSW-NBl5askt, the proposed model
detects intrusions with 99.54 percent accuracy, ianthe NIMS botnet dataset, it
detects intrusions with 98.29 percent accuracys Tésearch considers the application

layer related attacks only.

6.3. Objectives
This Chapter proposes an intelligent architectaéed ANIT-Ada using the
AdaBoost ensemble algorithm to detect ICMPv6-baR&L resource attacks. For

that, 50 normal nodes, three attackers, namelyidfefsumber Attacker, DIS Attacker,
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and DAO Attacker, and a border router were includdte objectives of the Chapter
are detailed below:
» The Version Number Attack, DIS Attack, and DAO Ailtaare deployed
in the Contiki Cooja Simulator.
= The network traces, including the malicious as wslhormal packets, are
captured using the 6LowPAN analyser tool for furtaealysis.
» The captured packets are pre-processed for buitiemdda-IDS model.
= The Ada-IDS Model is deployed in the border rouvérthe ANIT-Ada
architecture for developing a centralized intrusi@tection system.
= The VeNADet, DISDet, and DADTec techniques are atsplemented on
the root node in order to provide better secuotthie 0T environment.
The AdaBoost ensemble model, Ada-IDS, is implentimethe border router
of the ANIT-Ada Architecture and acts as a censediintrusion detection system. All
three techniques are installed in the root nodencHEgthis architecture provides

double-layer security to the 10T environment.

6.4. Developing Ada-IDS Model
The two main types of IDS are centralised and ithsted IDS. The IDS is
implemented on the border router or on a dedicageder in the centralised approach.
It is installed on the client nodes in Distributés. Because 10T nodes are resource
limited, the Distributed IDS approach is ineffeetifor devices with low resources.
The overhead on individual nodes like communicataomd computation is
reduced as the centralized type of IDS is followedhis proposed model. So, an

Intelligent AdaBoost Ensemble based centralized (B&a-IDS) model is deployed
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on the border router. It monitors the incoming audgoing data packets of the l1oT
network. When the Ada-IDS encounters any attackstousions, it alerts the admin

about the issue. Fig. 6.1 depicts the various ghakdeveloping the Ada-IDS model.

IoT Simulation

‘ ’ Attack

Detection

.' o0

Normal

f
‘Attacker

Read .pcap file
using analyser

Training Data

Feature Engineering

Pre-Processing

Test Data

Convert pcap
into .csv file

Fig. 6.1. Proposed Ada-IDS
The data collection, preprocessing, feature engimgemodel building, and
deployment are the five phases of developing tha-5 model, as illustrated in

Fig.6.1.

6.4.1. Data Collection

The Cooja Simulator is used to gather the data. Simailation includes 50
normal nodes, one root node, and attacker nodes. OI% attack, DAO attack,
Version number attack, and a simulation withouatiacker are implemented, and the
log files from all of these experimental settinge gathered using the 6LoWPAN
Analyzer tool. In each scenario, the simulationsrdor 30 minutes. WireShark

software is used to analyze the collected packetd,the packet capture (.pcap) files
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are converted to '.csv' files. The .csv files ammad as ‘icmpv6.csv’. The file

‘icmpv6.csv' is utilized in the Ada-IDS model camstion. Normal packets, DIS

Attacks, Version Number Attacks, and DAO Attacks all included in the dataset.

Table 6.1 shows the normal and attack occurrences.

Table 6.1. Attack and Normal Packets

S.No. IDS Type No. of Packets
1. Normal 125184
2. DIS Attacks 325
S DAO Attacks 1193
4. Version Number Attacks 982
Total 127684

The dataset contains 127684 samples, comprising8®%ormal, 325 DIS

Attacks, 1193 DAO Attacks, and 982 Version Attacls,shown in Table 6.1. The

dataset has nine features. Table 6.2 has a desorgdtthe dataset.

Table 6.2. Icmpv6 Dataset Description

S.No.| Attribute Name | Data Type Description
1. | No. Integer Packet No.
2. | Source String Source IPv6 Address of a Packet
3. | Time Float Time is represented in milliseconds
4. | Destination String Destination IPv6 Address of a Packet
5. | Protocol String Protocol used for Communication
6. | Length Integer Length of a packet in no.of Bytes
7. | Info String Description about the protocol
8. | Class String The packet is attack or normal
9. | Type String The type of attacks (Version, DIS, DAQ)
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The features of the Icmpv6 dataset are describet@lalvie 6.2. Figure 6.2

shows a snapshot of example records obtained witioR code.

No Source  Time Destination Protocol Length Info Class Type

0 1 feB0:212742t28.202f 0 fe80:212:7425:25:2525 ICMPv6 76 RPL Control (Destination Advertisement Object) Normal Normal

1 2 fe80:2127402a:a0a  0.114 1e80:212:7410:10:1010 ICMPv6 76 RPL Control (Destination Advertisement Object) Normal Normal

2 3 e80:212741d:1d:1d1d  0.114 feB0:212:7421:21:2121  ICMPv6 76 RPL Control (Destination Advertisement Object) Normal Normal

3 4 feB0:2127420202 0114 feB0:212:7425:25:2525 ICMPvE 76 RPL Control (Destination Advertisement Object) Normal Normal

4 5 fe80:2127402:a:a0a  0.114 feB0:212:7410:10:1010 ICMPv6 76 RPL Control (Destination Advertisement Object) Normal Normal

127679 127680  fe80:212:740b:b:b0b 431709  feB0:212:7401:1:101 ICMPv6 76 RPL Control (Destination Advertisement Object) Normal Normal

127680 127681  feB0:-212:741FARAMF  431.71 fil2:1a  ICMPvé 97 RPL Control (DODAG Information Object) Normal Normal

127681 127682 1e80:212.7432:32:3232 431.71 fe80:212:7424:24:2424  ICMPv6 76 RPL Control (Destination Advertisement Object)  Attack Version Attack

127682 127683  fe80:212:740b:b:b0b 431.711  fe80:212:7401:1:101  ICMPvG 76 RPL Control (Destination Advertisement Object) Normal Normal

127683 127684  feB0:212:741F1R1M1F 431.712 fii2:1a ICMPv6 97 RPL Control (DODAG Information Object) Normal Normal
127684 rows x 9 columns

Fig. 6.2. Screenshot with Sample Data

The Class and Type fields, as shown in Fig.6.2catd whether a packet is an

attack or a normal packet. The Type field alsoudek information about the attack,

such as DIS, DAO, or Version Number Attacks. A bdescription of these attacks is

given below.

Version Number Attacks: An unsigned 8-bit number in the DIO message is
the Version Number (VN). The parent nodes use tl@ €bntrol message to
multicast VN. The global repair process is triggeifehere is a discrepancy in
the DODAG, and the root node updates the Versiomipar. A DIO control
message is sent from the root node to propagaseugiated information.
Without the knowledge of the root node, a Versianyer Attacker modifies

the version number on a regular basis and distgube revised version
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number to its neighbors via DIO messages. Whenhbeigng nodes get this
DIO message, they join the global repair procedame, the DODAG is rebuilt
repeatedly. This fraudulent behavior interferediite legitimate nodes' usual
functions and drains the IoT nodes' limited resesrdn the long run, the
malicious behavior of the Version Number Attackereases network control
traffic and exposes the network to DoS attacks, [A8i.

= DIS flooding Attacks: The DIS messages' header information is altered to
perform this attack. In order to join the DODAG.etbIS messages are
multicast to probe its neighbors. Neighbor nodepoad with DIO messages
to the sender after receiving the DIS message.Triokle Timer determines
how long it takes to send DIO messages. Even thatdias previously
received DIO messages, a DIS flooding attackericoes to multicast DIS
messages to its neighbors. This massive influx ¢% Ihessages on the
network impairs network performance and results DoS attack [Con, 19].

= DAO Attacks: Manipulating the DAO control message results in ACD
attack. To preserve the reverse root, a child nodst reply with a DAO
message when it gets a DIO message from its pafdr@. DAO message
delivered by the child node passes via severalsdoebefore arriving at the
root node. A DAO attacker sends the DAO messag#stparent list on a
regular basis. All such unnecessary network messagest be routed to the
root node. It uses up more network resources astliges authentic nodes
from carrying out their normal functions. Consedqierthe network would be

in inconsistent condition, making it prone to Ddgeks [Isa, 20] [Bar, 19].

Techniques to Detect Resource Attacks in RPL-bastednet of Things 129



Chapter — VI ANIT-Ada: An Intelligent AdaBoost Architecture Eetecting RPL Resource Attacks in 10T

By manipulating the ICMPV6 control packets, thdsee¢ RPL-based resource
attacks are initiated. These attacks deplete then&work's resources and degrade its
performance. Finally, all three attacks result iD@S attack, which triggers greater

network damage.

6.4.2.Pre-Processing

In order to be efficient in generating the ensenmbtelel, the dataset obtained
from the simulation environment must be pre-proedssin the Source and
Destination fields, there are 394 missing valué® Tmissing values cannot be
replaced by mean, median, or mode values becaase ttwvo variables represent the
nodes' IPv6 addresses. The missing values in thec&and Destination Address

fields are replaced by new values.

6.4.3.Feature Engineering

To make categorical features meaningful for ML alions, one hot encoding
and label encoding are applied. For the 'Time'uieatthe frequency encoding
approach is used. The 'Class' feature distinguibleéween normal and attack data
samples. The Type feature categories the typetatks as DIS Attack, DAO Attack,
or Version Number Attack. It also identifies thermal packets. Label encoding is
performed on these 'Type' and 'Class’ fields. Titebate 'No." denotes a packet
number that has no influence on forecasting thgetaand is thus removed from the
dataset. The dummy values 'a’ and 'b' are usedbstigite null values in the 'Source'
and 'Destination’ fields, respectively. The dataggtears like Fig.6.3 once the pre-

processing and feature engineering operationscanpleted.
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Source Time Destination Protocol Length Info Class Type

0 58 3 29 0 76 4 0 0
1 21 4 15 0 76 4 0 0
2 40 4 25 0 76 4 0 0
3 58 R 29 0 76 R 0 0
4 21 4 15 0 76 4 0 0
127679 22 1 2 0 76 4 0 0
127680 42 2 37 0 97 2 0 0
127681 61 2 28 0 76 4 0 0
127682 22 1 2 0 76 4 0 0
127683 42 1 37 0 97 2 0 0

127684 rows x 8 columns
Fig. 6.3. Dataset after Pre-processing
All of the dataset's categorical values are tramséal to numerical values, as

illustrated in Fig.6.3. The dataset is now suitdbledeveloping the proposed model.

6.4.4. Model Building

This experiment uses the pre-processed 'Icmpv@lataset with eight features.
There are 127684 data samples in the dataset. O%e @ data samples are
considered as the test set, which comprises 25%8% phckets, and 80% of data
samples are partitioned into a training set, wiiak 102147 instances.

AdaBoost Ensemble Model:In this experiment, an Ada-Boost (Adaptive
Boosting) model is designed to identify these thifogens of attacks, such as Version
Number Attack, DIS Attack, and DAO Attack. AdaBoosbdel was proposed in
1996 by Yoav Freund and Robert Schapire. By mergmgitiple classifiers,

the classifier accuracy is improved [Avi, 18]. TAdaBoost classifier combines many
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weak classifiers to produce a strong classifiehwitaximum accuracy. Adaboost's

core principle is to train the data sample and tgdhae classifier weights in each

iteration. This principle detects uncommon occuwesof the dataset properly [Abd, 20].

To fine-tune the classifier, interactive training a range of weighted training

samples should be implemented. In each cycleekkssé minimise training error in

order to produce the best possible fit for thenireg instances. The following are the

procedures for developing the ensemble model:

1.

2.

Adaboost starts by randomly selecting a trainingsstt

It is trained repeatedly by choosing the trainieg bBased on the previous
training accuracy.

More weightage is given to the incorrectly classifisamples in order to
classify them correctly in the next iteration.

In addition, the trained classifier is given greateight in each iteration based
on its classification accuracy.

More credit is awarded to classifiers that are nexact.

The training data is iterated in this step untifitdé exactly or the predefined
maximum number of estimators is achieved.

There are three basic parameters in the AdaBoassifler: base_estimator,

n_estimator, and learning_rate. The following dne parameters that have been

applied in this study:

base_estimator: To train the model, a weak learner is utilisede Tdefault
Decision Tree Classifier is chosen to build theeemsle model in this study.

n_estimator: It defines the number of weak learners that ared use
iteratively train the model. There are ten estimain this model. The results

are assessed. Then increase by ten until the éstsrraach 100.
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» Learning-rate: It indicates the learning rate of the weak learfi¢ére default
learning rate ('1'") is adopted in this ensembleehod
Using the procedure for AdaBoost ensemble algoridnd the AdaBoost

parameters, the Ada-IDS ensemble model is developed

6.4.5. Deployment

The proposed Ada-IDS is placed in the Gateway @evibe Ada-IDS model
detects the resource attacks like DIS attacks, Deitacks and Version Number
attacks in RPL-based 10T networks. The full desigrthe ANIT-Ada architecture,

including the Ada-IDS model, is described in detailhe next section.

6.5. ANIT-Ada Architecture for Attack Detection

The Ada-IDS ensemble model, as well as technigikesMeNADet, DISDet,
and DADTec, are incorporated into the ANIT-Ada atetture. These techniques
detect the Version Number Attack, DIS Attack, and@Attack, respectively. Fig.

6.4 illustrates the ANIT-Ada architecture and itsnponents clearly.
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Fig. 6.4. ANIT-Ada Architecture
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6.5.1. Gateway

The Border Router (6BR) is used as the gatewayeHt@re |oT network
communicates with the outside world (Internet) gsthis gateway device. The
external devices also connect to the local IoT pétwising this device. It is also

known as an edge device.

6.5.2. loT Data Server

The communication traces from the IoT network awkected and stored on
the loT Data Server. The network log files are aegd and updated periodically.
Whenever there is a new pattern for the Versiomadkit DIS Attack, or DAO Attack,
the corresponding events are stored in the loT Beataer. The new normal events
are also stored similarly. The new attack pattéros the external devices are also

captured via the gateway device.

6.5.3. Ada-IDS

The log files collected from internal and extersalrces are retrieved from
the loT Data Server to develop the Ada-IDS Ensenmmidelel for attack detection.
The proposed Ada-IDS is installed on the Border tBout provides an additional
layer of security to the 10T network. Incoming amatgoing data and communications
are monitored by the Ada-IDS. As the proposed ebtemodel is deployed in the
Border Router, the intrusions and malicious ag@gitcaused by the Version Number
Attacks, DIS Attacks, and DAO Attacks initiated fdmothe 10T network and the
outsider network are detected by Ada-IDS. The alsrmaised whenever there is an

intrusion caused by these events.
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6.5.4. Attack Detection Techniques

The VeNADet, DISDet, and DADTec techniques are enménted at the root
node of the loT network. These techniques deteasivie Number Attacks, DIS
Attacks, and DAO Attacks, respectively. Whenevaré¢his an attack or intrusion in
the 10T network, the corresponding technique isvat#d to detect the attacks. The
Ada-IDS in the gateway also detected the attacles&htechniques detect the three

attacks and provide a supplementary layer of sgciaithe network.

6.5.5. 0T Network

The 10T network comprises a root node with a highfiguration setup and a
number of client nodes. Whenever the root nodeidigured, the network topology
(DODAG) is constructed. There may or may not be attgckers on the network. If
there is any attack on the network, the correspantichnique is activated in order to

detect the attack. The pseudo code for the ANIT-Adhitecture is given in Fig.6.5.

Algorithm 6.1. Pseudo Code for ANIT-Ada Architecture
Input: Network Traffic
Output: Attack- DAO, DIS, Version or Normal

1.implement Normal and Attack Scenarios in Cooja Jatau
2.collect the packets from 6LowPAN Analyser tool
3.analyse the packets using WireShark tool
4.convert the packets into .csv format
5.extract the features from the .csv file
6.pre-process the features
7.perform feature encoding
8.select the relevant features
9.split the Dataset into two parts:
- 80% Training data
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- 20% Testing data
10.learning_rate=1, base_estimator=DecisionTree Giessi
11.for i=10 to 100do: // Build AdaBoost Ensemble Model
12. n_estimator=i
13. build AdaBoost(learning_rate, base_estimator, imasor)
14. calculate training_time
15. test AdaBoost(learning_rate, base_estimator,rmasir)
16. calculate testing_time
17. evaluate confusion_matrix, accuracy
18. evaluate precision, recall, f-Score
19. incrementi by 10
20.end for
21.implement AdaBoost Model in the Gateway
22.install VeNADet, DISDet and DADTec in the root node

23.return output

Fig. 6.5. Pseudo Code for ANIT-Ada Architecture
This intelligent architecture ANIT-Ada provides tievels of security using
the three techniques and the Ada-IDS ensemble mivdadts as a countermeasure for

the Version Number Attacks, DIS flooding attacksl @AO attacks.

6.6. Results and Discussions
6.6.1. Training and Testing

The AdaBoost ensemble model's findings are discussé¢his section. After
the preprocessing and feature engineering stepscamepleted, the dataset is
partitioned into two sets: training and testing.eTthaining set includes 80% of the
total instances, whereas the testing set contgés @ the data samples. Table 6.3

shows the number of data packets in each category.
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Table 6.3. Training and Testing Samples

Type of Training Samples Testing Samples Total
Instance (80%) (20%)
Normal 100169 25015 125184
DAO Attack 79 246 325
DIS Attack 1115 78 1193
Version Attack 784 198 982
Total Samples 102147 25537 127684

The AdaBoost ensemble model is built using theningi samples. The
Decision Tree Classifier is chosen as the weaksifies to repeatedly fine tune the
model. The default value for the learning rate peeter is 1. With ten base
estimators, the training time, testing time, antedigon accuracy are examined. The
base estimator is increased by 10 until it readl¥sto see if there is any change in
accuracy as the number of estimators increasepriSagly, the AdaBoost classifier's
accuracy is 99.6%, and it is unaffected by the nemd§ estimators employed in its
development. Table 6.4 lists the AdaBoost ensemblgel's parameters and accuracy.

Table 6.4. AdaBoost Parameters and Accuracy

7 Bt Learning Tr.aining Time Tes.,ting Time PR
Rate (in Seconds) (in Sec.)

10 1 0.62 0.069 0.996

20 1 1.77 0.092 0.996

30 1 1.662 0.163 0.996

40 1 2.406 0.355 0.996

50 1 2.937 0.272 0.996

60 1 4.881 0.363 0.996

70 1 5.21 0.357 0.996

80 1 6.627 0.428 0.996

90 1 5.561 0.786 0.996

100 1 6.923 0.872 0.996
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The learning rate is the same throughout all expenis, as given in Table
6.4. For each experiment, the number of decisieastused to generate the AdaBoost
ensemble model increases from 10 to 100 by incréngedO in each iteration. In all
experiments, the accuracy gained is the same. fioaiat of time spent on training
and testing varies depending on the number of leatenators employed in each

experiment. The training and testing time for gxperiment are depicted in Fig. 6.6.
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Fig. 6.6. Training and Testing Time for AdaBoost Malel
As shown in Fig.6.6, the training period for deyeig the model is longer
than the testing time. It is due to the fact thegtré are more samples in the training
dataset (80%). As the number of Decison Tree Glassigrows, so does the training
time. As a result, the number of samples, the numbestimators, and the training
duration all have a positive correlation. When thenber of estimators changes in
each experiment, the testing duration varies as. Wbk testing duration grows as

more Decision Tree Classifiers are added.
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6.6.2. Evaluation Metrics

The dataset contains three types of attacks. Fon eaperiment, confusion

matrices are produced, which display the actual @medicted class labels for each

sample. Metrics such as accuracy, precision, regatl F-Score are also derived from

the confusion matrix to evaluate the performancehefAda-IDS model [Moh, 17].

True Positive (TP): The accurate categorization of an attack packetaras
attack is denoted by TP.

True Negative (TN): The correct categorization of normal packets asnab
is defined by TN.

False Negative (FN):The incorrect categorization of an attack packet a
normal is represented as FN. When this value risdg|s an impact on the
availability and confidentiality considerations.

False Positive (FP):FP denotes an inaccurate classifying, in which ranab
packet is labelled as an attack.

Accuracy: It is the ratio of the total cases to the sum afextly categorized
samples as normal and attack. Eq. 6.1 containdottmeula for calculating
Accuracy.

(TP+TN)

Accuracy=
(TP+ TN+ FP+ FN

(6.1)

Recall (Sensitivity): The number of accurate positive predictions geedrat
out of all accurate classifications is measuredrégall. The formula for
computing sensitivity or recall is given in EQ. 6.2

Recall = L (6.2)

TP+ FN
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» Precision: It is calculated by dividing the total number ofhrgdes that are
accurately categorized as attacks by the total murob samples detected as

attacks. By using Eqg. 6.3, the precision is comgpute

Precision:L (6.3)
TP+ FF

» F-Score: The F-Score combines the characteristics of acguaad recall into
a single metric. Eq.6.4 is the formula for calcigtthe F-Score.

” (Recallx Precision

— (6.4)
(Recall+ Precision

F —Score=2

Table 6.5 shows the confusion matrix derived usirege evaluation metrics.
It is extremely similar in all experiments.

Table 6.5. Confusion Matrix based on Evaluation Meics

Classified As
Normal | DAO Attack DIS Attack Version Attack
Normal 25015 0 0 0
DAO Attack 0 214 32 0
DIS Attack 0 21 57 0
ot 0 0 38 160

The accurately categorized samples in the tes@igae marked in blue in
Table 6.5, whereas the misclassified samples ameteé in red. As indicated in the
table, all normal occurrences are correctly classifOther categories have extremely
few misclassifications. The accuracy, precisioncalle and fl-score values are
computed using the confusion matrix and the eqoatieq.6.1 through Eq.6.4. The

obtained results are displayed in Table 6.6.
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Table 6.6. Results Obtained from the Confusion Maix

n_Estimator Accuracy Precision Recall F1-Score
10 0.996 0.99 1.00 1.00
20 0.996 0.99 1.00 1.00
30 0.996 0.99 1.00 1.00
40 0.996 0.99 1.00 1.00
50 0.996 0.99 1.00 1.00
60 0.996 0.99 1.00 1.00
70 0.996 0.99 1.00 1.00
80 0.996 0.99 1.00 1.00
90 0.996 0.99 1.00 1.00
100 0.996 0.99 1.00 1.00

The Ada-IDS model with Decision Tree Classifierfpans better in terms of
accuracy, precision, recall, and f-score, as shmwhable 6.6. For all observations,
the resultant confusion matrix is the same, resylin the same accuracy, precision,
recall, and fl-score values. The proposed Ada-I1B®als99.6% attacks accurately.
Since it doesn’'t have any false alarm-rate, ivitable for anomaly detection.

The proposed Ada-IDS ensemble model is deployatiergateway device of
the ANIT-Ada architecture to provide an additioteyer of security to the system.
The VeNADet, DISDet, and DADTec techniques are atstalled in the root node,
which provides an inner layer of security to thele® that are connected to the IoT
network. Thus, the ANIT-Ada architecture safeguatfis nodes and 10T networks
from resource attacks such as Version Number Asta€dS Attacks, and DAO

Attacks.
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6.7. Chapter Summary

Security attacks are inevitable on the RPL-basédrret of Things as they
have limited resources compared to other netwdrkghis Chapter, an AdaBoost
ensemble-based ANIT-Ada architecture is developgdguthe Ada-IDS model and
the countermeasures such as VeNADet, DISDet, anDT2& to overcome the RPL
resource attacks like Version Number Attack, Di®#ling Attack, and DAO Attack,
respectively.

These three techniques are implemented in thenaae of the 0T network to
provide the inner layer security to overcome thatacks. The Ada-IDS ensemble
model is deployed in the Border Router of the AMid@a architecture. According to
the experiments, the Ada-IDS model of the ANIT-Aakchitecture detected these
three types of attacks with no false alarm rateiddeit is suitable for anomaly-based
IDSs that provide an additional layer of securitytte 10T network.

This ANIT-Ada architecture is suitable for all lalomains and acts as a shield
to protect the nodes from flooding of DIS messagesgecessary version updates, and
bulk sending of the DAO message in the RPL-basé&d network. The security
requirements like availability and reliability asdso ensured by implementing this
ANIT-Ada architecture.

The next chapter briefly summarizes the overaleaesh work and concludes

the thesis with future directions in this area.
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Chapter — VII

Conclusion

7.1. Overview

This research has been performed to ensure theitye@guirements and to
safeguard the smart devices in the loT networks fRPL resource attacks. As the
number of cyber-physical systems on the global agkvwontinues to increase, the
need for security tools and techniques also ine®a3his thesis introduced an
intelligent architecture (ANIT-Ada) to act as a trafised intrusion detection system
that monitors the network activities of the incomiand outgoing packets in an IoT
network. The AdaBoost ensemble system called Ada-Dthis architecture detects
three ICMPVv6-based RPL resource attacks, such esoieNumber Attack, DIS Attack,
and DAO Attack. Three techniques, such as VeNAD#gDet, and DADTec, are
also proposed to safeguard the 10T nodes from tieee RPL resource attacks.

This Chapter consolidates the major findings innmmtion to the research
objectives, as well as discusses their importamcecantributions. The limitations of
the research work and recommendations for furtbsearch are also deliberated at the

end.

7.2. Importance of the Proposed Techniques

This section briefly narrates the three technigpeposed in this thesis for
detecting resource attacks and elucidates the Ald-architecture, which combines
the three techniques and an AdaBoost ensemble Mlb&h provides an additional
layer of security to the 10T network. The three hmadsms to secure the 10T nodes

and the functionalities of the proposed ANIT-Adahatecture are explained below.
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7.2.1. VeNADet Technique

The VeNADet technique is recommended to identifg Wersion Number
Attack (VNA) in the RPL-based Internet of Thingshel destructive impacts of the
Version Number Attacks in terms of power consumpticontrol overhead, and PDR
are analyzed. The unnecessary updates to the Yidxgimber (VN) are detected and
prevented by the VeNADet technique.

This mechanism allows only the root node to updhésVN. When a node
receives a DIO message with a modified VN fromnigsghbor, first it has to check
and validate the VN of the root node. If both VersNumbers are the same, then it
accepts the VN. The receiver node also verifiesvilNewith other neighbor nodes. If
80% of neighboring nodes have the updated VN, thelly the current node will
update its VN. If the conditions are not satisfidten the node that has an updated
VN is declared as a malicious node. The malicicagenis also disconnected from the
DODAG.

The VeNADet technique identifies the VNASs initiatbg the malicious nodes
and safeguards the 10T network by disconnectingntieom the loT network.
VeNADet maintains 80% trust among the neighborsalhthe nodes in the DODAG.
It saves the network resources of the low-poweradsvand increases the lifetime of

the nodes.

7.2.2. DISDet Technique
The DISDet technique is proposed to detect the fW&ding attacks in an
RPL-based IoT environment. The DIS attack and rttaclk scenarios were analyzed

by using metrics such as energy consumption, cbivaffic, and packet delivery
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ratio. The flooding of DIS messages into the nekwr circumvented using this
DISDet technique.

The DIS messages are used to discover the neigidu@s that are already in
the DODAG in order to get a DIO message and jomrtetwork. Though the attacker
already received the DIO message from its neighibatumps the neighbor nodes
with DIS messages. This malicious behavior of tH8 Bttacker increases traffic in
the network, excessive power usage, and reducesPbDf. Hence, the network
performance is also degraded.

In RPL, before joining the DODAG, a node has totwar a DIS_DELAY
(5 seconds) and sends its first DIS message. Asdhee time, the DISDet technique
constructs an ‘n x m’ matrix M, where ‘n’ is thember of new nodes and ‘m’ is the
number of their neighbors. After sending the fidd§ message, the new nodes have to
wait for DIS_INTERVAL time (60 seconds) to send tecond and subsequent DIS
messages. During this interval, a node is not atbwo send a DIS message. The
attacker continuously transmits the DIS messageshowi considering the
DIS_INTERVAL time. During this interval, the DISD&tchnique counts the number
of DIS messages transmitted from a node ‘I’ to den§ and stores them in a matrix
M;. If any M; value in the matrix has a value other than zdven the particular node
‘i is an attacker and should be removed from tH@DAG. While reconstructing the
DODAG, the attacker is isolated.

The DIS attacker causes detrimental effects tmeighbors and reduces the

lifetime of the constrained nodes. The DISDet tegha prevents such attacks.
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7.2.3. DADTec Technique

The DADTec mechanism is proposed to handle DACck$tan 10T networks.
The harmful effects of the DAO attacker are studigglacing it as a leaf node, as an
intermediate node, or as a neighbor to the rooenod

The DAO messages are sent by a child node to renpaode after receiving
the DIO message. A DAO message is used for reopiti@ reverse route. The DAO
attacker sends a large volume of DAO messagesstpaitent. The same has to be
traversed to all the intermediate nodes until reachhe root node. The excessive
DAO messages cause resource depletion of the eoredrnode and degradation of
its performance. To overcome the DAO attacks aneir timpact, DADTec is
proposed.

After constructing the DODAG, the DADTec assignglymamic threshold
value for the maximum permissible DAO message flamode to its parents. A
counter is also assigned for each parent nodeuntdbe DAO messages it receives
from the child node. From all the leaf nodes to tbet node, the DADTec checks
whether there is an attacker. Whenever a node siisO message, the counter is
incremented. If the DAO counter value exceeds theeshold value, then the
corresponding node is identified as an attackeref\the attacker is placed as the leaf
node, the destructive effects are greater tharthier @ttacker scenarios. The experiment

shows the better performance of the DADTec techmityan the existing one.

7.2.4. ANIT-Ada Architecture
The intelligent AdaBoost architecture (ANIT-Ada)tlse main contribution of

this research work. It comprises the VeNADet, DI§@&d DADTec techniques, and
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an AdaBoost ensemble model (Ada-IDS). To protect-B&sed 10T networks from
Version Number Attack, DIS Flood Attack, and DACQtaktk, the three aforementioned
techniques are installed on the root node. The ortwraffic from the simulation
environment is collected that contains the threesyof attacked packets and normal
packets. To develop this model, an AdaBoost ensemimdel with decision tree
classifiers is utilized. The proposed Ada-IDS caniristalled on the Border Router or
on a dedicated server. In this research, it isayeul in the Border Router to provide
an additional layer of security to the IoT envire@mwh The three techniques and the
Ada-IDS model of the ANIT-Ada architecture protdof networks from ICMPv6-
based RPL resource attacks like Version Numberckit®IS flooding attack, and

DAO attack.

7.3. Significance of the Research Findings

The security-related research is the most promisnga throughout the
evolution of networks and I0T. The proposed Ada-iD$he ANIT-Ada architecture
is a Centralized IDS that plays a crucial role @éettting and responding the abnormal
network traffic in an 10T environment. The inbouadd outbound network traffic is
monitored and analysed for detecting the attacke. data communication among the
nodes in the 10T networks is also monitored anggared alerts when it encounters
Version Number attack, DIS flooding attack, or DAfacks. These RPL resource
attacks and their negative impacts on the 10T nétvand the harmfulness caused by

such attacks according to the location of the kiaare explained in Table 7.1.
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Table 7.1. Attacks and their Impacts

Attacker Location and
Harmfulness
Attack Effects :
Leaf | Intermediate Child to
Root
Version Number . . )
Attack Global Repair | Low Medium High
DIS Attack FIO.OdS It doesn’t depend on the location
neighbours
DAO Attack COES i High Medium Low
Parent

As it is shown in Table 7.1, the three attacks eagwmmful effects on the loT
network. The DIS attack causes damage to theirhbeigrs, and its impact doesn’t
depend on the location. When the DAO attacker plaathe leaf node, it has more
harmful effects than other locations. For the M@msNumber Attack, the attacker
causes more damage when it is near to the root. i@elgause, all the descendent
nodes receive DIO messages from the ancestor ravdeshe children consider the
DIO messages from the parents with updated veisionber are reliable.

All three types of attacks consume more power,aggrspace, processing
requirements, and increase network traffic. Théseet attacks make the legitimate
nodes unavailable for their normal responsibiliteesd lead to DoS attacks. Three
techniques are suggested in this research to awertloe destructive effects of these
three attacks. The Ada-IDS ensemble model moniteesnetwork traffic to detect

attacks. The importance of the proposed securitshar@sms is listed in Table 7.2.
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Table 7.2. Importance of the Proposed Security Salions

Attack Technique | Accuracy Importance
Version = Unnecessary VN update and global
Number VeNADet 94.4% repair are prevented

» Prevent the wastage of resources

» Nodes are protected from DIS
DIS Attack DISDet 98.85% Attack
= Network resources are saved

» Parent nodes are safeguarded from
DAO Attack DADTec 99.34% the DAO Attacks
» Constrained resources are preseryed

= Ada-IDS detects three types |[of

Version attacks: Version Number Attack,
Number, DIS Attack and DAO Attacks

- 0
DIS and DAO Ada-IDS 99.6% = Provide an additional layer of
Attack security

= Node’s lifetime is increased

As it is shown in Table 7.2, the proposed Ada-ID8 three techniques detect
the three types of RPL resource attacks and safégha resource-constrained nodes
from the negative impacts of such attacks. Theidife of the nodes is increased by
deploying the ANIT-Ada architecture. The proposesthhiques are lightweight
solutions, so they are suitable for the IoT envment. As the number of cyber-
physical systems keeps on increasing, the secthiiats and challenges are also
increasing. Thus, this ANIT-Ada architecture, comipg these components, provides

two levels of security to the constrained nodetheloT networks.

7.4. Limitations and Future Directions

There are different types of security attacks bdéngched on the Internet of
Things. This research work is limited to ICMPv6-badd$RPL attacks, which target the

constrained resources. In the RPL protocol, thee several ICMPv6 control
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messages that are used to construct the routing patthis investigation, three
ICMPv6 control message-related RPL resource attacksconsidered. Thus, this
research work has a boundary with the Version Nunfitack, DIS Attack, and
DAO Attack only. By using the network log files ¢aped from the normal and attack
scenarios, an AdaBoost IDS is developed. As inisnérusion detection system, the
false alarm rate is unavoidable in some circum&sindence, the IDS should be fine-
tuned frequently. The patterns for attacks and mbpackets should be up-to-date to
enhance detection accuracy. These are the limtta the proposed system. The
future research directions are listed below.

« Three techniques, such as VeNaDet, DISDet, and D&&D@are proposed to
detect the Version Number Attack, DIS Attack, andAttack, respectively.
These techniques can be enhanced further by imgudariant methodologies
to improve detection accuracy.

« The ‘icmpv6.csv’ dataset can be updated to inclnee attack patterns and
normal traces in order to enhance the Ada-IDS é&urth

« In this existing AdaBoost ensemble model, the Denislree Classifier is
used. To improve the performance of the IDS, th&tesy can be developed
with other classifiers.

« As Deep Learning techniques improve detection amyra Deep Learning-
based Intrusion Detection System could be creatdide future.

« The ‘icmpv6.csv’ dataset used in this researchnbalanced. More attack
patterns can be included to make the dataset bdaso that the performance
of the Ada-IDS will be improved.

These issues can be considered for future resediuls, the scope and
limitations of the system pave the way for the jpsgd system for future research and

investigation.
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7.5. Thesis Summary

This thesis elaborately discussed the detectionnigues for three types of
RPL resource attacks, such as Version Number Affd2kO Attacks, and DIS Attacks.
An intelligent ANIT-Ada architecture has been depsd which incorporates the
detection strategies of these attacks and alsodaBdost ensemble-based intrusion
detection system called Ada-IDS. The Ada-IDS utdizthe network traces of the
normal, Version Attack, DIS Attack, and DAO Attaskenarios. This system acts as
an additional level of security to the RPL-baset metworks.

Furthermore, this study will aid future investigais into similar attacks as
well as detection approaches related to ICMPv6dh&deL attacks. To improve the
performance of the Ada-IDS, more attack traces banincluded, and various

classifiers can be added.
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A Hybrid Method for Smart Irrigation System

A. Arul Anitha, A. Stephen, L. Arockiam

Abstract Internet of Things (IoT) is a boon to the technaeal
developments during the past decade. Though theptido of this
technology in agriculture has gone up immensely riecent years,
the implementation of the smart irrigation systememains its
initial stage in this agricultural setup. The sprkier or dripper
irrigation methods are widely used in the smart igation
environment. In this paper a hybrid method is proged to select
the irrigation method automatically based on theérmohte changes
and soil moisture level. By enhancing this methoding the rapid
growing technologies and I0T enabled smart irrigati
controllers, the agriculture sector will be improdeover the
foreseeable future.

Keywords Smart
Method.

Irrigation, Sprinkler, Dripper, Hybrid

I. INTRODUCTION

Agriculture plays a vital role in countries like Iad As

are easy to implement and it has a straight forwspgroach

[3]. In this paper, the background study related stoart

irrigation, the issues and challenges in implenmenthe smart
irrigation and loT-based smart irrigation methodse a
discussed. A hybrid irrigation framework is propdseand

some research issues in the smart irrigation syst@ra also

highlighted

Il. RELATED WORKS

Yuthika et. al [4] proposed an Intelligent loT bdse
irrigation system. For analysing and predicting KNK-
Nearest Neighbour) classification machine learratgprithm
was used in this approach. Machine to Machine (M2M)
technology was implemented for communication amoineg
devices and a prototype model was developed to thest
efficiency. The security and water source issuesvignored

Mahatma Gandhi said, the development of our countijp their work. Alauddin et al [5] proposed a Clobdsed loT

depends on the economic status of the villages wlare

mainly depending upon agriculture. Water is theeclement

for agriculture [1]. Figure 1 explains the need whter

resource for agriculture. In India 80% of waterowgge is

used for agriculture. Nowadays, climate changeleatefn the

time and duration of monsoons which are the mainewa
source.

" Industrial

| s

Agricultural
; 0%

Source: ARAD Group

Figure 1: Water usage in India

To overcome this water scarcity issue, the smaigation
system is deployed in agriculture field. The smargation
system monitors the weather, soil type and its moéslevel,
evaporation and water usage of the plants and aiicatly
adjusts the watering schedule [2]. It helps themfens to
optimize the water usage, enrich the quality ofpcgrowth
and quantity of yields in their fields. Smart iratipn systems
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for Smart Garden Watering System using Arduino Wrimch
was used to monitor and to maintain the soil moestand
light intensity. The monitored data was sent tornpt@peak
10T cloud. The data gathered in the cloud was aealyand
when it reached the threshold value, an action wast
accordingly from the cloud to the irrigation systeh needs
further refinement like including temperature sensnd
controlling the system using smart phone. Harishardt al
[6] suggested an automatic sprinkler irrigationtegs using
solar power for automating the irrigation proceséng solar
power and to optimize the use of water. When imglerad
for bore holes, the system was found to be suagesSblar
pumps also offered clean solutions with no dandeyooehole
contamination. Maroufpoor et al [7] recommended eéhr
artificial intelligence methods such as AtrtificiaNeural
Network (ANN), Adaptive Neuro-fuzzy Inference Sysie
(ANFIS) and Gene Expression Programming (GEP) for
estimating wind drift and evaporation losses froprirler
irrigation systems. According to the authors, GEmeression
Programming method provided the best result. Febet al
[8] explained a machine learning technique to manag
heterogeneous datasets which include physical,odicél
and sensory values collected from real-time aghical
sector. Weather, humidity, wind speed and soil sypere the
factors considered in their approach. The supedvisachine
learning algorithms such as decision tree, K-neares
neighbours, Neural Network and polynomial predietiv
models were used in this research. According toatihors,
effective implementation of their work will increas
productivity and will save the environmental resms and
will pursue economic profits.




A Hybrid Method for Smart Irrigation System

Ill.  1SSUES AND CHALLENGES

To adopt and implement the technologies in agnicalt
sector, the developing countries like India havdatme many
issues and challenges.

e Lack of knowledge and fear of implementing and
upgrading the technology in higher levels among

large number of farmers in the country.
The solution must have the customization facilifies

different languages, so that it could be easy to

understand for the ordinary people.
e Interoperability is another issue, due to

lot of

Field

Sprinkler

Soll moisture

Water

Tank

Figure 4.1 Design of Sprinkler Irrigation Method

platforms and vendors for 10T tools and techniques.

The farms own by the farmers are varying in itesi
Hence, the solution related to smart irrigationwto
be scalable and flexible.

e Security is another big issue. If one of the sesise

C. Dripper Irrigation System:

Drip irrigation systems distribute water througmetwork
of valves, pipes, tubing and emitters. Dependinghow well
designed, installed, maintained, and operated ,itaisdrip

hacked it will collapse the entire system. Therrigation system can be more efficient than splenk
security tools have to be updated frequently and jtrigation. This system with dripper component igkined in

leads to additional headache to the poor farmers.
To find out a solution having all these requiremisot easy.
These challenges and issues lead to further réseancl
developments in the smart irrigation field.

IV. 10T BASEDIRRIGATION METHODS

loT based smart irrigation system is capable obmatting
the irrigation process by analyzing the moisturasaf and the
climate condition. When the power supply is given the
microcontroller, it will check the soil moisture ment [9]. If
the moisture content is not up to the threshold themakes
the motor to get on automatically and turns offoaustically
if it reaches to the threshold level. The need atex for any
crop is also reduced drastically. Remote monitoriagalso
possible in 0T based smart irrigation system.

A. Smart Irrigation System Requirements:

The core components for deploying the smart irfagat
system are: Node MCU, Soil moisture sensor, tenipeza
sensor, humidity sensor, 5v Relay, Sprinkler, Deipp
Solenoid valve and Water tank [10]. There are types of
irrigation methods such as dripper and sprinkler be used
according to the season. Dripper irrigation metloath be
used in the windy season, whereas sprinkler iridgamethod
can be adopted in the summer season.

B. Sprinkler Irrigation System:

Sprinkler irrigation system allows application ofater
under high pressure with the help of a pump. Smiaineter
nozzle is placed in the pipes, it releases rainfa water
through the distributed system of pipes and spiatgsair and
irrigates [11]. Thus, it is not suitable for thendy season.
Figure 4.1 depicts the sprinkler irrigation systewith
solenoid valve and other required components

In summer, the leaves of the plants easily witlsercethis
sprinkler irrigation method sprays water like raihf it is
suitable for the summer season

Retrieval NumbeC4826098319/2019©BEIESP
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figure 4.2.

Field

Soil moisture

Figure 4.2 Design of Dripper Irrigation Method

This method is useful for all seasons, but sprinkle
outperforms this drip system during summer sea3trere is
a need for a better irrigation method which adaitsveather.

V. PROPOSEDHYBRID METHOD FOR SMART
IRRIGATION

In some situation both sprinkler and dripper irtiga

methods can be used when the crop is needed ty spra

water on leaves of the crop as well as to be fegwa the
root of the crop. According to the weather and elien
condition either sprinkler or dripper
adopted. It is called hybrid irrigation method. $hdystem
can be controlled from anywhere through
Interfaces such as mobile phone or laptop. Theosenesta
sent by different sensors are stored into the Cltike
ThingSpeak through the border router.
environment with the combination of sprinkler andpgder
is shown in the figure 5.1 and the various fundidres of
the smart hybrid irrigation system framework ar@lained
below:
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Sensors

3

Dripper

IoT Cloud

User Interface

Figure 5.1. Hybrid Smart Irrigation Framework

Stepl: The soil moisture sensor and weather sensors will

give the details of moisture level of the soil, farature,
rainfall, wind speed and humidity information to deo

MCU (Microcontroller) whether water is needed toeth 8

crop or not.
Step 2:If watering is needed,
trigger the relay to be switched on the power.

Step 3: Once the relay is switched on then the solenoid

valve will be opened which is already connectechwitater
tank and water is poured using sprinkler/dripper the
crop. If the temperature is high and the soil maistevel is
very low then the sprinkler system is enabled tdewshe
plants. If the wind speed is very high and alsortasture
level of the soil is below the average level thae drip
irrigation method is triggered.

Step 4: After irrigation process, the information will be

sent to the microcontroller and the relay will bigdered to
switch off the power.

Step 5:If water is not needed the irrigation system remai

idle.

Mobility of the system helps the farmers to monitbe
irrigation process from anywhere. Thus, by usings t
hybrid smart irrigation strategy, protection of tleops
against various climate conditions is very easy.

VI. CONCLUSION

The Smart hybrid irrigation system is recommended t
provide a valuable tool for conserving water plargniand
irrigation scheduling. The dripper or sprinkler imad is
selected automatically according to the moisturell®f the
soil, surrounding temperature and climate conditidrhis
system can be used in large agricultural area wheraan
effort needs to be minimized and the farmers canitooand
control the irrigation process from anywhere. Magpects of
the system can be customized and fine-tuned acuprtdi the
requirement of a particular plant.
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ANNIDS: Artificial Neural Network based
Intrusion Detection System for Internet of Things

A. Arul Anitha, L. Arockiam

Abstract Internet of Things (IoT) makes everything in the
real world to get connected. The resource constegn
characteristics and the different types of technglo and
protocols tend to the loT be more vulnerable tharhet
conventional networks. Intrusion Detection SystenDS§) is a
tool which monitors analyzes and detects the abnatities in
the network activities. Machine Learning techniquesre
implemented with the Intrusion detection systemsetthance the
performance of IDS. Various studies on loT revealthat
Artificial Neural Network (ANN) provides better accacy and
detection rate than other approaches. In this papan Artificial
Neural Network based IDS (ANNIDS) technique basech o
Multilayer Perceptron (MLP) is proposed to detediet attacks
initiated by the Destination Oriented Direct Acycli Graph
Information Solicitation (DIS) attack and Version téack in loT
environment. Contiki O.S/Cooja Simulator 3.0 is wkdor the
loT simulation.

Keywords: Artificial Neural Network, IDS, loT, Multilayer
Perceptron

[. INTRODUCTION

The Internet of Things (loT) paves way to connetcigé
volume of real world objects to the global networlthese
objects communicate with other objects using theiilque
identifiers to perform certain tasks and for dase$smission.
The Low power and Lossy Networks (LLN) are deployed i
large-scale to meet the high demand of this tedgyol
Different technologies, protocols and standards usddT
and the tremendous growth of I0T devices in thebalo
network bring additional vulnerabilities to the loitworks
[1]. On account of the resource constrained charatits of
the loT nodes, the conventional
cryptography security mechanisms are not desirabléne
loT networks. Hence, it is mandatory to provide iiddal
security mechanism like IDS to protect the 10T netwioom
security threats and vulnerabilities [2].

IDS can be software/hardware or the combinationott b
which is used to investigate the malicious traffic the
network or a particular node. If there is any dtabe IDS
monitors, detects and alerts the administrator lagd the
attacks for analysis [3].

authentication an

alerting the administrators to take necessary m@stim
prevent the destructive impacts of the attacks [4].

According to Jyothi et al., physical attacks ar¢idaméd on
the hardware of the system, network attacks arfeqmeed on
loT network elements and Software attacks are pedd by
using software like malware, virus, spyware andm®i5].
Based on the security vulnerabilities targeting n@twork
resources, network topology and network traffic Asgthet
al., proposed the taxonomy of RPL attacks. Becafithe
fake control messages and building of loops in the
Destination Oriented Direct Acyclic Graphs (DODAGS), the
attacks reduce the lifetime of the RPL network [6].

DIS (DODAG Information Solicitation) attack and
Version attacks are the two RPL attacks considemeithis
work. To get the topology related information, avneode
sends DIS message to its neighbors before it bectinees
member of the network. In DIS attack, the malicioasle
resets the DIO timer frequently and sends DIS mesdages
the nodes within one-hop distance. This reduces the
throughput and leads the energy of the nodes aldoet
exhausted. The DIS attacker sends unicast, broadcast
multicast DIS messages to its neighbors. Thus,dteisses
the control overhead in the network traffic.

Each DODAG tree has its own version number. It will be
reconstructed when a new version number greater ttha
current one is published. Version number attack eatur
by reconstructing the DODAG tree frequently using higher
version. The nodes start the process of constryicimew
DODAG when they receive the higher version number which
leads to inconsistency in the network topology [The
inconsistencies in the networks also upturn thesipogies
of generating loops and rank inconsistencies imitaork.

hen the attacker node communicating with otherchtrs,

IS attack and Version attack will lead RPL netwarlother
types of attacks and which will collapse the entietwork.

Machine Learning Algorithms are used to enhance the
detection accuracy of the IDS. Artificial Neural Networ
(ANN) provides better detection accuracy rate in teohs
true and false alarm rates [8]. In neural netwik, weight,
the associated bias and the number of epochs givethe
training phase will determine the accuracy of the
classification. Multilayer Perceptron (MLP) typé Neural

Intrusion Detection SystenNetwork is used for off-line analysis of data ansoaliseful

automates the process of monitoring and detecting afor intrusion detection [9].
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In this paper, an Artificial Neural Network based IDS
using MLP concept is suggested to detect the RRdclks
such as DIS attack and Version attack. The section 2
elucidates the basic concepts of Artificial Neural ks
and MLP. Section 3 explains
some related works in this
research. Section 4 proposes th
ANN based IDS for loT.
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Section 5 explains the results obtained by the geegp model. It is based on supervised learning technighieh
model. Finally, conclusion is given in the sect®and this uses the historical data as input to generateaiddtmutput.
section also opens new perspectives related toe¢bearch. In Multilayer Perceptron, a set of input and itsresponding
output are trained to learn the relationship betwtdese

Il. ARTIFICIAL NEURAL NETWORKS input and the output. In the training phase, theupeters

A set of processing units also called as neurons afke weights and biases are adjusted, so that ther és
interconnected according to the specified topoleggrmed minimized. This trained MLP model is used in thstiteg
as an Artificial Neural Network (ANN). It has the ability ~phase to classify the test dataset.
learn by example and generalizes from limited, yaisd MLP is a feed forward neural network which involves
incomplete data. ANN has been successfully employeal inforward and backward pass. The signal flow movesuigh
broad spectrum of data-intensive applications [1D-The the hidden layer from the input layer to the outipyer. The
neural network consists of an input layer, numiéridden  result of the output layer is measured againsiahels and
layers and an output layer. Each layer has nunfirewons.  the error is calculated. In order to minimize theoe the
The information enters the neural network via thput yeights and bias are adjusted in the backward Fasserror
layer, itis processed in the hidden layers andebBelt can be 5 minimized in all iteration and finally it willécloser to the
retrieved in the output layer. A typical neural netlvmodel approximate output. Determining the optimal numbgr o

with a hidden layer is shown in Fig.1. hidden layers and the hidden units in each layealdss

challenging issue. It is difficult to determine tlptimal

hidden units than the hidden layer. Based on exgiri

input O Output method, the optimum number of hidden units suitédni¢he
I B . MLP can be assigned [15].

:. Ill. RELATED WORKS

Petteri et al. [16] performed a study on the regmient
. analysis of a benchmark dataset for Network and Host
Intrusions Detection System (NHIDS). The requirements
were finalized based on the dataset features, lbvera

composition, and systems used to produce the dstdtiee

datasets starting from the tradital KDD CUP’99 dataset to
Fig.1. Neural Network Model UNSW-NB15 were reviewed. The coexistence of both

] ) Host-based and Network-based entities was raresingie

There are ‘n’ numbers of inputs available for a gataset. According to this study, the real-worldwoek

single neuron in this network and each input io@ssed onvironment is difficult to replicate using the ttbed
with a weight on it. ‘X’ is the bias value which is added tothe  yatasets.

Hidden

inpu'F of the activation function. Let;xx,, X, ........x, are Kelton et al. [17] reviewed various machine learning
th"j Inputs :‘Ofi neuron and 'etll"‘”“’2; Ws, ooenee Wn @€  techniques suitable for intrusion detection in loT
weights, let ‘b is the bias and then ‘a’ is the out of the  gnyironment. The recent research works relatedo® |
neuron which is calculated using the equation (1). security were analysed with a special concern oa th
n Intrusion Detection Systems using machine learning
a= f(ZWiKi+ b) 1) approaches. In this review the protocols, intefiige
= techniques like machine learning techniques andision

obtained in the recent works were highlighted. Fnahe
) o . o research challenges and future directions for legusty
where, fis the activation function which is usedyet the \yere also emphasised.

output of that layer and feed it as an input torlest layer Ganesh et al. [18] proposed an approach for ANN based
[12]. Artificial Neural Network is made up of nodesdan |ntrysion Detection System with less number of fezgu
corresponding weights which typically require l6ag | portant features from KDD Cup’99 dataset were selected
based on the given patterns. Some examples ofifarn by ysing Mutual Information based feature selectigethod.
patterns include supervised learning and unsupElVisThe performance of Mutual Information with ANN was
learning. In supervised learning, the output hambabelled compared with Support Vector with ANN and Mutation
and so the network has a known expected answer. TR&qrmation approach outperformed without any false
Back-propagation algorithm and Multilayer Perceptro ositive and less negative rates. Though therenzary
(MLP) belong to this category [13]. In unsuperviseGygyantages in this method, it requires more contioutan
learning, the neural network analyses the inpuepas and  iarms of number epochs to obtain the accuracy.
extract the features based on the characteridftit®qiven  \johammad et al. [19] assessed the challenges of loT
input. The Self-Organizing Map is an example of thigecyrity by considering various machine learnirtgques
unsupervised learning [14]. in smart cities. Taxonomy of machine learning alions

and the issues and challenges

Multilayer Perceptron _ regarding the data analytics of
Mult”ayer Perceptl’on is the W|de|y used neuratwoek machine |earning algorithms were,
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also discussed. They suggested some machine lgarnin
algorithms like ANN that are useful for the loT setpend
fraud detection.

packets and to detect malicious shell code. Inrtherk,

integer values were obtained by converting the leytel data Convertto .C5V
retrieved from the data transmission of the nodekfed into fogmat
the ANN. Their best classifier identified 100% of naadus

file contents in the test set. This ANN model is usé&u
detecting the script attack and SQL injection. |
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Start the
Simulation

.pcap files

Alex et al. [20] suggested that the IDS to analyzedata

Perform Preprocessing

ANNIDS phase

IV. PROPOSEDANNIDS MODEL FORIoT
If

Multilayer Perceptron (MLP) is applied in the resda Threshold No
work for detecting the attacks in loT environmente DIS 3
attack and Version attack are simulated and thedatesets )
are pre-processed to make them ready for deteptiacess. Yes
The proposed ANN based IDS model for 10T environment is MLP attack /
depicted in Fig.2. It has three phases such aslaiion model

phase, pre-processing phase and ANNIDS model phase.
Stop

1

2)

3)

The flowchart in Fig.3 explains the overall functiity of
the proposed technique.

Simulation Artificial Neural Network
ORoot
O - 6 - Fig.3. Flowchart for ANNIDS
O . O loT IoT devices are resource constrained, so that m th
O @ y ) @ Attack proposed work minimum burden is given to the loTwoek.
O X 0 @ Model The packet traces are only taken from loT simulated
O Atackar o %) environment. The proposed pseudo code for the ANNIDS
technique is given as follows:
Eaay Procedure ANNIDS
m Input: IoT Simulation Dataset
Output: MLP Model for detecting Attacks
Feature
Wireshark Preprocessing Step 1: Start . ) )
Step 2: Perform Simulation with server node, normaleso

and attacker nodes
Fig.2. ANNIDS Methodology Diagram Step 3: Capture the .pcap file of the simulatiomgsi
6LOWPAN packet analyzer
Simulation Phase:In the simulation phase, the openStep 4: Open the .pcap files in Wireshark
source Contiki/Cooja simulator is used to genethte Step 5: Import the .pcap file into .csv
data packet details equivalent to the real-timea daStep 6: Perform pre-processing
packets. At first, the packet capture file (.pcagn@rated Step 7: Use Resampling technique to get trainingtasidset
by the Cooja simulator is transformed into the C8% f Step 8: Use ANN to classify the attacks and benapkets
format for further processing. Step 9: Generate MLP model for IoT attack
Pre-processing Phasen this phase, the CSV files will Step 10: Stop
undergo the pre-processing stages like featureaetidn
and normalization. After this step, the dataset Wwél This ANNIDS pseudo code is implemented to produce a
ready for the ANNIDS phase. MLP model for detecting the attacks in 10T enviramh
ANNIDS Phase: In this phase, the pre-processed
datasets are produced which consists of a mixtdéire o
normal packets and attack data packets. Then tlasata
are fed into Artificial Neural Network system. The irp
weight and bias values are adjusted and the loTcRtta
Detection Model based on MLP is created.

V. RESULT AND DISCUSSION

This section shows the outcomes obtained from the
ANNIDS model that is used for intrusion detection. The
proposed model was implemented in Contiki O.S. Cooja
Simulator 3.0. The Simulation parameters used iis th
research is given in the Table 1.
According to the given
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parameters the simulation is performed. In the second phase of the proposed system, ttee da

Table- I: The Simulation Parameters packets generated by the Cooja simulator are caghtusing

Simulation Cooja Simulator 3.0 Wireshark tool as a .pcap file. Fig.6 shows theappéile

Mote Type Sky mote captured by the simulator and also the I/O graghisf.pcap

Root node (node no 1) 1 file. It cqntains the details of Packet_No, Timeu_sz_IP,

Chid node (node no 2.13) > dgstlnatlon_IP, Protocol, Length and other detaliisut the

simulated packets.

Malicious Node (node no 14,15) | 2

Radio Medium UDGM: Distance Loss

Transmission Range 50 m

Interface Range 100 m

Mote start delay 1000 ns

Random Seed 123,456

Positioning Random Positioning

At the beginning of the simulation, the Destination
Oriented Direct Acyclic Graph (DODAG) generated by the
Cooja simulator is shown in Fig.4.

ANNIDS Cooja: The Contiki Network Simulator
Eile sSimulation Motes Tools Settings Help

Wersion 6, Sec: fodb: 212 2a8ececcte, Det: Fi2a
| internet Control Ressage Protocsl v

I
JL VL "J‘LA

unn 2N 2R 2RN 2R

Wiew ZFoom

OREET-T L LT LTI TFLEF

\~/

Fig.6. pcap file and I/O graph

The radio message generated by the two attackezsnbdl
(7 and 15 are shown in the Fig.7. Next, the .pcap fies

(3/1 converted into .csv file for analyzing the dataeftthe .csv
[ ' file is fed into the Artificial Neural Network to gerate the

Fig.4. DODAG generated in Contiki O.S. Cooja loT Attack model.
Simulator
As itis given in the Table 1, there are 12 childlesy one

NNIDS Cooja: The Contiki Network Simulator

File Simulation Motes Tools Settings Help

root node and two attackers used in this simulafitre mote ) Tade
M| File Edt Analyzer View
. . . o el e e
output generated by the ANNIDS simulation environment i [ m [To__|oata
. . = = 64 15.4 D 00;12:74:0F:00:0: 0F:0F OxFFFF| IPv6| ICHPY6 RPL DIS|0000
shown in F|g_5_ - - 64: 15.4 D 00: 0A:04;04 OXFFFF|IPV6| ICHPYG RPL DIS|0000
(— | 1 64: D 00: OXFFFF|TPV6| ICHPY6 RPL DIS|0000
Bﬁ - 64: Do :0A OxFFFF| IPV6| ICHPYG APL DIS|0000
- 1 64: :
12 e
1 64: 100:0F: OF: OF OxFFFF| IPV6| ICHPY6 RPL DIS|0000
12 6 A:00:0A: 0A: 0A OxFFFF| IPY6| ICHPY6 RPL DIS| 0000
1 64: 15.4 D 00: 00:0F: OF :OF OXFFFF| IPv6| ICHPY6 RPL DIS|0000
N E 64: 15.4 D 0:12:74:0:00: OA:04:04 OVFFFF| IPY6| LCHPVS RPL DIS0000
1 64: : 100:0F:OF :0F OXFFFF|IPV6|ICHPY6 RPL DIS|0000
A OB ) 113 64 10F£0F QuFFFF| IPY6|IHPYS RPL DIS| 0000
d vith add
156 ID:lE Rime started with address 0.18.116.13.0,13.13.13 134 64: 10 OF OxFFFF|IPv6| ICMPY6 RPL DIS| 0000
,164 1D:13 MAC 00:12:74:0d:00:0d:0d:@d Contiki 2.0 star(ed Node id is set to 13, 14 d) 64: OxFFFF| IPv6] ICHPY6 RPL DIS|0000
171 ID:3 Rime started with address 0.18.116.3.0.3.3. 2
adl 64 OKFFFF| IPV6| ICHPY6 RPL DIS|0000
173 10:13 nullsec CSMA ContikiMAC, channel check rate B Hz, radio channel 26, CCA threshold -45
5d] 64 OxFFFF|1PV6| ICHPY6 RPL DIS|0000
179 1D:3 MAC 00:12:74:03:00:03:03:03 Contiki 3.0 started. Node id is set to 3 Ree 13 64 OF. OF OXFFFF|IPV6| ICHPY6 RPL DIS|0000
.184 1D:13 Tentative link-local IPvE address feS0:0000:0000:0E00:0212:740d:000d: GdOd .
187 1ID:13 Starting 'UDP server process' 'collect commen process = S‘: 0E:0E: 0E OxFFFF|IPV6| ICHPVG RPL DIS|0000
188 10:3 nullsec CSHA ContikiMAC, channel check rate 8 Hz, radio channel 26, CCA threshold -45 = : O9ieE 08 0F g‘:;:i‘:g:ig:’g & gi::%
188 ID:13 I am sink! = } i y .
190 ID:13 UDP server started - = 64: OXFFFF| IPV6] ICHPY6 RPL DIS|0000
194 1ID:13 created a new RPL dag A = 64: OxFFFF| IPv6| ICMPY6 RPL DIS| 0000
(198 1D:13 Server IPV6 addresses: asas::212:740d:d:d0d % 64: 15.4 D 00:12: 7 GF OXFFFF| IPV6] ICHPY6 RPL DIS|0000
199 1ID:3 Tentative link-local IPw6 address feS0:0000:0000:0000: 0212: 7403: 0003: 0363 - 64: 15,4 D 00 12 74: 06 OxFFFF|IPv6| ICHPY6 RPL DIS| 0000
198 I0i13 aaaa:il - 64: 0F: O(FFFF| IPV6| ICHPYG RPL DIS{0000
202 1ID:13 feB80::212:740d:d:dod - 64: OxFFFF|IPV6| ICMPY6 RPL DIS| 0000
202 I0i3  Starting 'UP client process® ‘collect common process’ 2 64 OXFFFF| IPV6] ICHPYS RPL DIS|0000
,205 103 UDP client process started > 64 OxFFFF| IPV6] ICHPYV6 RPL DIS|0000
.208 1D:13 Created a server connection with remote address :: local/remote port 5688/8775 - 64: OxFFFF| IPV6| ICMPV6 RPL DIS| 0000
210 10:3 Client IPv6 addresses: aaaa::212;7403:3:303 s 64 OXFFFF| TPY6| ICMPY6 RPL DIS|0000
212 10:3  feB0::212:7403:3:303 : 64 OxFFFF| IPV6| ICMPY6 RPL DIS|0000
218 10:3 Created a connection with the server :i local/renote port 8775/5688 z 64 OxFFFF| IPV6| ICMPV6 RPL DIS|0000
486 ID:11 # [1024 bytes, no line ending]: RPL: DIS Attack Dete., - 64: OxFFFF|IPv6| ICHPV6 RPL DIS| 0000
.547 1Di6  # [1024 bytes, no line ending]: RPL: DIS Attack Dete.., 12 6: QXFFFF| IPV6| ICMPYV6 RPL DIS| 0000
604 1ID:8 # [1024 bytes, no line ending]: RPL: DIS Attack Dete = 64; OXFFFF|IPV6| ICHPV6 RPL DIS| 0000
B i e w o matioes e oo
k AL LR : e 64: OXFFFF| IPV6| ICHPY6 RPL DIS|0000
(747 1D:14 # [1024 bytes, no line ending]: RPL: DIS Attack Dete... s
6 O«FFFF| IPV6| ICHPY6 RPL DIS|0000
759 1D:15 # [1024 bytes, no line ending]l: RPL: DIS Attack Dete
64: OXFFFF| IPV6] ICHPYS RPL DIS|0000
770 ID:2 % [1024 bytes, no line ending]: RPL: DIS Attack Dete 64 ‘5 4D 00 12:74:06: 00 OXFFFE TPv61 ICMPYG RPL DIS|0000
83 1D:10 # [1024 bytes, no line ending]: RPL: DIS Attack Dete 8 i
(877 IDil  # [1024 bytes, no Lline ending]: RPL: DIS Attack Dete... F 7 R d G d b h k
.891 1ID:12 # [1024 bytes, no line ending]: RPL: DIS Attack Dete... (si
176 1D:13 # (1024 bytes, no line ending]: RPL: DIS Attack Dete Ig' N a Io messages enerate y t e attac er n e
196 1ID:3  # [1024 bytes, no line ending]: RPL: DIS Attack Dete
778 1D:9  # [1024 bytes, no line ending]: RPL: DIS Attack Dete...
955 1ID:5 # [1024 bytes, no line endingl: RPL: DIS Attack Dete... .
378 1ID:8 # [1024 bytes, no line ending]: etectedRPL: DIS Atta
434 ID:11 # (1024 bytes, no line endingl: etectedRPL: DIS Atta TOta”y 73,880 data paCketS Were Captu red In mb I
539 ID:2  # [1024 bytes, no line ending]: etectedRPL: DIS Atta H H H
551 018 » 1024 bytes o Line endingl} stectedPLy 018 Atia. simulation experiment and among them attacker rictle
705 1D:7  # [1024 bytes, no line ending]: etectedRPL: DIS Atta... . .
754 IDiL4 # (1024 bytes, no Line ending]i etected®PL: DIS Atta generated 325 malicious data packets whereas nbde 1
767 1D:15 # [1024 bvtes. no line endinal: etectedRPL: DIS Atta

generated 982 malicious data
Fig.5. Mote output having attacks packets. So, there are 1307,
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harmful data packets were initiated in this simolagnd the
observations are depicted in the Fig.8.

=== Re-evaluation on test set ===

[Setected atiriute. .
T e r User supplied test set
u,;;;:; u”;fo;? Distinct 15 umf,:t. n“{,u:J Relation: mycsvfiles-weka.filters.unsupervised.instance.Resample-S1-Z6@.8-no-replacement-V-
o, welgnt weka.filters.unsupervised.instance.Resample-S1-75@.0-no-replacement
Instances: unknown (yet). Reading incrementally

Attributes: 8

=== Summary ===

Correctly Classified Instances 14776 100 %
Incorrectly Classified Instances 2] ] %
Kappa statistic 1
Mean absolute error ©.29082

350 Root mean squared error 8.8883

SNZD Total Number of Instances 14776

= === Detailed Accuracy By Class ===

tass: info (Nomi )| visualce
TP Rate FP Rate Precision Recall F-Measure MCC ROC Area PRC Area (lass
1.800 0.080 1.008 1.008 1.008 1.600 1.0080 1.000 Normal
1.000 0.080 1.008 1.000 1.000 1.e00 1.080 1.000 Attack

Weighted Avg. 1.000 9.000 1.000 1.000 1.008 1.000 1.009 1.000
=== Confusion Matrix ===

E] b <-- classified as
14516 8| a = Normal
8 260 | b = Attack

I I I I I I . . Fig.10. Classification of Attacks using test data
h - e The best trained model correctly classified theicials
packets and normal packets in the test datashadtmean
Fig.8. Data packets sent by all nodes absolute error as 0.0002 and Root Mean Square agor
0.0003 which is very less. The True Positive RBtecision,
The pre-processed data was fed into the MultilaygRecall and F-Measure values are having the maximum
Perceptron (MLP) Neural Network which has five layersalues in this experiment.
including three hidden layers, input layer and autiyer.
This MLP representation is depicted in Fig.9. VI. CONCLUSION

In this paper, an ANN based IDS is proposed to detect t
RPL attacks such as DIS attack and Version attack Th
simulated data is captured as a .pcap file arslsent to the
feature pre-processing phase and finally it is ifew the
Multilayer Perceptron (MLP) to generate an loT elta
model. The proposed ANNIDS technique can be
implemented with the Intrusion Detection Systemrtbance
its performance. In future, instead of the simuadataset,
A the real-time sensor data from smart city applicatan be
captured and perform neural network based data/tacsato
: detect the security attacks of the Internet of ghin

e Mol et

il
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Promoting a Clean and Hygienic Environment

using

loT

A. Arul Anitha, L. Arockiam

Abstract Internet of Things (IoT) based smart devices atest
core elements for any smart environment. The semss@and
actuators make the life easier when they are conteecto one
another and to the Internet. The Smart city and ‘Swach Bharath
Abhiyan’ projects introduced by the Government of India tried to
promote clean and hygienic Environment. The constaytowth of
population, industrialization and urbanization in@ase the
unorganized manner of dumping the solid waste inntfills.
Smart waste management is the must in all countriige to the
voluminous generation of solid waste. In this papera
methodology for monitoring the dustbins in smart tieis,
household or organization is proposed. The dustbirere
monitored very often to check the garbage level. &dbver the
dustbins reach maximum level, alert will be sent tthe
corresponding authorities with the bin details taspose the waste.
Additionally, the gas sensors in the dustbins detdee bad smell
and alert when it reaches the threshold level théuthe garbage
level will not reach the dustbin’s maximum capacity. The areas
which require emptying the dustbins very often alkso identified.
Large-scale implementation of the system will promc clean
and hygienic environment.

Keywords: Alert, garbage, 10T, smart dustbins

I. INTRODUCTION

Cleanliness is one of the important issues in thaleno

society. Solid waste is the sole factor which hagative

impacts on the health and hygienic aspects of me@pld

environment. Even though many efforts have beerrtato

handle the trash efficiently, it is a challengingpite for all

countries. The Internet of Things (I0oT) is a boonsblve this

ever growing problem. To make a clean atmospheog&, |
based automated process in waste management issaege
[1]. 10T makes the real-world objects to commurécatach

other and also connect to the global network usmagous

protocols and standards [2].

Whenever there is any need for disposing the tiasthe
dustbins, the notification will be given to the @sponding
authorities. The rising population, continuous gtiowof
industrialization and urbanization have led the rtoy like
India towards voluminous generation of garbage jpoltuted
environment. Overflowing landfills due to the unanized

Revised Manuscript Received on January 15, 2020.
* Correspondence Author

manner of dumping of waste in organizations ang<iwill

bring serious environmental consequences [3]. Weatebe a
precious asset when it is properly treated andetuBor the
effective management of garbage, households andstrids
have to manage the waste by regularize the wastdtonimg

process [4]. This paper suggests a methodologyafeimple
and easy to use garbage monitoring system whichitoren
the dustbins of an organization and gives alerifinations to
the waste management department to take necesstionsa
to dispose the waste.

The rest of this paper is organized as follows:tiSec2
reviews some related works in smart garbage managtem
Section 3 highlights the scope and objectives ef ghojects.
Section 4 describes the proposed methodology fabame
management system. Section 5 describes the system
implementation details. Section 6 explains the Itssu
obtained by the proposed model. Finally, conclus®miven
in the section 7 and this section also opens newppetives
related to this research.

Il. RELATED WORKS

To understand the International and National issues
related to waste management system, the relatethtreeorks
for waste management system using 10T were studietl
analysed. Padma et al [5] recommended a smart waste
management system to notify the waste level indin@pster.
This system was composed of a microcontroller aRRS
module. The dumpster’s status will be notified regularly using
the sensors in the system. The sensor data isstdsed in the
database for future analysis.

Hassan et al [6] analysed the Solid Waste for Qsmee
Industrial Zone of Egypt. According to this papevery year
the Quweisna Industrial Zone generates 170.446 obn
wastes, 32.39 ton wastes are only recovered and 8%
wastes are sent to the local municipality. To tfams the
zone into a green and clean area, the authors sisghe
recycling, recovery and reuse strategies.

A modeling study for waste management system was
performed by Josiane et al [7] to evaluate the evastlection
process of ltajuba, State of Minas Gerais, Bra2idta were
collected via observation, interviews and questares.
Simulation and modeling techniques were appliedthis
research. To improve the waste collection processne
operational ideas were suggested.
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Andreasi et al [8] accomplished a comparative y@igalon The scope of the project is defined that it can be

solid household waste and its impact on environnirerseven implemented only in household, organizations ande<i
European countries such as Germany, Denmark, Frai€e where technology like internet connectivity and esth
Italy, Poland and Greece. The authors considerasbeth technology are available. Remote areas are otiteofoound
countries to represent the whole European Unione Thas technical feasibility is not possible. Skilleddatrained
collection, separation, treatment and disposal ggecas the people are required to control, monitor and martagewhole
waste management in this research. All countrieedn® system.
update their technology periodically to meet therrent
challenges in the waste management process. IV. PROPOSEDMETHODOLOGY

Shilan et al [9] from Iraq developed a smart saolidste
monitoring and collection system. Ultrasonic Sen&otduino
Uno and Radio Frequency (RF) transmitter were Ilesteon
the top of the waste box for the monitoring taBkmessage
(SMS) will be sent to the mobile phone of the trudkver
about the location and ID of the dustbin whenever waste ‘ stant }‘

box is full and needs for disposing the garbage. i

This project deals with the waste management systiem
household or institution level through which it canomote
clean city. The Methodology followed in this smarviaste
management project is explained by using the Fig.1.

An automatic waste segregator system was develbped
which Kesthara et al [10] to separate the garbage metal,
dry and wet waste. Moisture and IR sensors weral uee
distinguish the dry and wet waste. The authorsampt only
theoretical aspects of the system. A smart wagiaragor was
suggested by Aahash et al [11] in which Ultrasand Metal
sensors were used to classify the waste into netald
non-metallic wastes. The system was explained bggus
block diagram and there was no experiment in theiposed

Read the waste
level of Bind

system. >280% ;
. ety the Block f Waste or Increment i value

A garbage segregator system was implemented | heBini gt to read next Bin
Balagugan et al [12] to classify the waste at hbakkelevel.
PIC16F877 microcontroller was used in this segmgab l
control the entire process. An IR (Infrared) sensomoisture Wrning Msgto the et i the Bk w;m
sensor and a metal sensor were used to detect ceamdify Block In-charge ‘Bind inchare B disul [ 7L

. . 80% Full” with Block Take Action”
various types of waste respectively. The authoes iBroteus it Warning msgto
tool to simulate their research idea to categotime metallic Admin o empty

Biri

and non-metallic waste efficiently. There is nolrgarbage

segregation in their work. y § |
. ) ) Increment i value p
To identify the metallic waste, parallel resonan

toread next Bin

impedance sensing mechanism was used by Amrutral et

[13] in an automatic garbage management systems Tt L

system can categorize one waste at a time anditatsmnot _L ———
ay ar

segregate ceramic into dry waste. Mahajan et al] [1:{ S
suggested a waste management system for munigipali

this work, to monitor the garbage level, the puldigstbins Fig.1. Flow Diagram for Garbage Management System
would be provided with embedded device. Load sensare As it is given in the flow diagram, the dustbins tne

usgd to increase the efficiency of the level ofbggle whereas particular area are monitored periodically. Firsthe
moisture sensor was used to segregate the wastes.

connectivity is checked and the problems are fiedtifThen
the garbage level and bad smell level of all thsthins are
. OBJECTIVES AND SCOPE monitored, if it exceeds the threshold level, thae block

The primary aim of this project is to promote aacleand in-charge who manages the particular area will befiad to
hygienic environment by developing and automatinghaap, take necessary actions with the block name anddbof-the
easy to use garbage management system to monitbrtcan dustbin. Whenever the block in-charge receivesfination,
treat the trash at household or institutions. Thle sbjectives the message will be automatically forwarded to peesonnel

of this system are: who are responsible for emptying the smart bineAfvaiting
= To monitor the dustbins periodically. for 30 minutes, again the status of the smart imonitored.
= To give the alert to the person in-charge wheneter If the trash is not treated then the warning mgssaill be
dustbins are full or the gas level in bins increlase sent to the cleanliness administrator of the systéfter

* To automate the waste management process effigientimonitoring all the dustbins likewise, some delayl e given
= To complain the administrator of the system wheneveand again the system will restart its operatione Tgseudo
the waste management process is not done properly.
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code for the functionalities of the smart garbagenagement
system is given below:

Pseudo Code for Smart Garbage Management System

Input: garbage_level, gas_level, Bin_id
Output: Alert Message with Bin_id
1: Start
2: Initialize no_of_dustbins, garbage_threshold,
gas_threshold, delay
3: if (devices_not_connected==true) then
4: rectify the Connectivity issues

5: else
6: for i=1 to no_dustbins do
7: get the garabge_level of Bin_i
/I get the value from Ultrasonic Sensor
8: get the gas_level of Bin_i
/I get the value from gas Sensor
9: if (garbage_level> =garbage_threshold o
gas_level>=gas_threshold) then
10: get the Block name of the Bin_i
11. send alert to Block In-charge witim-Id
12. /I wait for 30 min. and check thatss
13. if (Bin_i not empty)
14. send the warning to Admin.
12: else
13: end for

14: wait for the delay go to step 3
/lafter some delay restart the process
15. Stop
This pseudo code clearly explains various functitiva of
Smart Garbage Monitoring System. Careful deploymeht
the system in a large scale will promote clean remment..

V. SYSTEMIMPLEMENTATION

The project was developed by keeping in mind of leed
for smart garbage management system in St. Joseph’s College
(Autonomous), Tiruchirappalli, Tamilnadu, India. &h
college campus is divided into number blocks basedthe
location. Each block is given a unique name andnider the
control of a block in-charge and maintained by alémgroup
of personnel. There are ‘n’ numbers of dustbins in each block.
Each dustbin has a unique ID along with the bloekna for
the smooth functioning of the system.

The dustbins are attached with HCO04 ultrasonic @ens
The

MQ2 gas sensor and SG90 TowerPro Servo Motor.

Ultrasonic sensor is used to indicate the garbagel lin the
dustbin; MQ2 will send the presence of bad smell lvel of
gases and servomotor is used for the automatic meme of
the dustbin’s lid. The entire system is under the direct control
of the Cleanliness Administrator. The system design
implementing the project is explained in Fig. 2.
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Fig.2. Waste Management System Design

When the garbage Ilevel exceeds the threshold,
ultrasonic sensor will send an alert to the blookcharge
along with the bin-id. Once the message is received
automatically a message is sent to the mobile ofqmnel
who is responsible for emptying the dustbin. Thstesn will
monitor the current status and wait some time (3Quies), if
the dust bin is emptied during the waiting peritite warning
message is sent to the corresponding block in-ehargl also
the administrator to take immediate action. The réoiras
used in this project is given in the Fig. 3.

the

Fig.3. Dustbins used for this project

VI. RESULT AND DISCUSSION

The bins are placed in different locations. Thentstne
garbage level in the dustbins and gas level perédigi to the
block in-charge and administrator of the cleanlnes
department. The the output generated by the segalitor is
given in Fig. 4.
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& coms = o X
Send

Smart Garbage Management System

Status of Bin A-1: Bad Smell detected, Take Action
Status of Bin B-1: Full, Take Action Immediately
Status of Bin C-1: Empty

Status of Bin D-1: Warning 80% Filled

[ Autoscrol [] Show timestamp Newlne | [os00baud | | Clear output

Fig.4. Output of the System in Serial Monitor
The various alert messages sent by the systemdiegoro
the status of the trash bins are shown in the Fhble
Table-1: Conditions and Corresponding Messages

S.NO.| CONDITION MESSAGE TO WHOM
1. Garbage leve| Bin is empty Block
= 0% in-charge
2. Garbage leve| Warning... 80% | Block
reaches 80% Filled in-charge,
Staff
3. Garbage leve|l Bin is  full. | Block
>=95% Take Action in-charge,
Staff, Admin
4. 30 Minutes aftef Complaint Admin
filled
5. Gas Level < 300 Nil Nil
6. Gas Bad Smell| Block
Level>=300 detected... Take | in-charge,
Action Staff, Admin

The conditions and status of the dustbins are rocedt
According to the current status of the bins likeslgael and
garbage level of the particular smartbins, actiams taken
place. The notifications sent by the smartbins te t
authorities are shown in Fig.5.

WV d A = 6:49

€

. &Z z

540004

SMS CALLS

January 20, 2020

Hi arulanita, use this PIN
to activate the IFTTT SMS
Channel: 3020 B so1Pm

Hi arulanita, Status of Bin
A-1, Bad smell detected, Take
action 6:04 PM

Hi arulanita, Status of Bin D-1
Warning 80% is filled . Bysosem

Hi arulanita, Status of Bin
A-1, Bad smell detected, Take
action B so7 M

Fig.5. Notification to authorities
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Actions are taken place as per the alert messagdshy the

system. The located areas of the dustbins and frezjuency

level to empty the dustbins are listed below in [Edh
Table-11: Dustbin’s area and Frequency

S.No. | Dustbin’s area Frequency
1. Canteen High

2. Toilets High

3. Hostels High

4, Administrative Block | Medium
5. Staff Room Medium
6. Classrooms Low

7. Library Low

The above table shows the dustbins in canteergtdoéind
hostel fill very often and require emptying theneduently.
The garbage collection in classrooms and libragylaw. It is
suggested to place more dustbins in the areas wtiere
frequency is high. The system involves number ofees and
other hardware components. Implementing the systema
broad level will require lot of technical and fir@al
investment.

VIl. CONCLUSION

The project was designed to improve the waste managt
at an organization level. The technical aspects amstraints
related to the project have been analyzed befoxeldging
the project. Large-scale implementation of thejgeb will
reduce the service cost associated with
Management System significantly. It is recommended
include surveillance camera to monitor the impropsage of
the garbage bins. In future, the project can beaeobd by
implementing data security and device security et edge
level. The stored sensor data can also be analgzettcision
making.

ACKNOWLEDGMENT

A. Arul Anitha thanks the Management of St. Joseph’s
College (Autonomous), Tiruchirappalli, Tamilnadudla for
providing necessary facilities and financial supptar carry
out this research work in the college premises.

REFERENCES

1. Fetulhak Abdurahman, Sileshi Aweke and Chera Assefa, “Automated
Garbage Monitoring System using Arduino”, IOSR Journal of
Computer Engineering (IOSR-JCE), e-ISSN: 2278-06@1SSN:
2278-8727, Volume 20, Issue 1, Ver. |, 2018, PP764-

2. A Arul Anitha, A. Stephen and Dr. L. Arockaim, “A Hybrid Method for
Smart Irrigation System”, International Journal of Recent Technology
and Engineering (IJRTE), ISSN: 2277-3878 (Onlin&plume-8
Issue-3, 2019, PP 2995-2998.

3. Nisarga T D, Sahana S, Saket Parashar, Suhas BaSRi and
Girijamaba D L, “Waste bin Monitoring System using Integrated
Technology and IoT”, International Journal of Engineering Research &
Technology (IJERT), ISSN: 2278-0181, 2018.

4. Patric Marques, Diogo Manfroi, Eduardo Deitos, YanaCegoni,
Rodrigo Castilhos, Juergen Rochol, Edison Pignatwh Rafael Kunst,
“AnToT-based smart cities infrastructure architecturdiegdo a waste
managemertcenario”, Ad Hoc Networks, Issue 87,2019, pp 200-208.

Published By:
Blue Eyes Intelligence Engineerin
& Sciences Publication

Exploring Innovation

the Waste



International Journal of Recent Technology and Engieering (IJRTE)

5. Padma Nyoman Crisnapat, Komang Agus Ady Aryantod®i&atria
Wibawa, Nyoman Kusuma Wardana, Dedy Panji Agustinétkav
Juliandri, Ann Margareth, Ricky Aurelius Nurtantaa®, Naser Jawas
andMade Sarjana, “STTS: IoT-based Smart Trash Tracking System for
Dumpsters Monitoring using Web Technology”, Journal of Physics, IOP
Publishing, 1175 (2019) 012089,
doi:10.1088/1742-6596/1175/1/012089.

6. Hassan, Hala, A. EI- Nadi, M. E. A., Nasr, N any,lA Badawy and
Nahla M, “Solid Waste Management for Quweisna Industrial Zone”
Journal of Environmental Science, Article 4, Volu#® Issue 2, 2018,
Page 61-77, ISSN: 1110-0826, DOI: 10.21608 /JB3822772

7. Josiane Palma Lima, Kelly Carla Dias Lobato, Fabikeal and Renato
da SilvalLima, “Urban Solid Waste Management by Process Mapping
and Simulation”, Pesquisa Operacional, Vol.35 no.1, April 2015,
ISSN 0101-7438 online version ISSN 1678-5142, DOI:
10.1590/01017438.2015.035.01.0143

8. Andreasi Bassi, S., Christensen, T. H., & Damgaakd, (2017).
Environmental performance of household waste manageé in
Europe-an example of 7 countries. Waste Managen@ht545-557.
DOI: 10.1016/j.wasman.2017.07.042.

9. Shilan Abdullah Hassan, Noor Ghazi M. Jameel and Boran Sekeroglu,
“Smart Solid Waste Monitoring and Collection System”, International
Journal of Advanced Research in Computer Scienak 3oftware
Engineering, Volume 6, Issue 10, October 2016, ISZ2Y7 128X.

10. Kesthara .V, Nissar Khan, Praveen .S.P, Maheshan€ Murali,
“Sensor Based Smart Dustbin for Waste Segregation and Status Alert”,
International Journal of Latest Technology in Ergiring, Management
& Applied Science (IJLTEMAS), Volume VI, Issue NApril 2018 ,
ISSN 2278-2540.

11. G. Aahash, V. Ajay Prasath, D. Gopinath and M. Gekaran,
“Automatic Waste Segregator using Arduino”, International Journal of
Engineering Research & Technology (IJERT), Speciabue,
ICONNECT - 2k18 Conference Proceedings, Volumes$ué 07, ISSN:
2278-0181,

12. Balagugan, Raja S, Maheswaran T and Savitha S, “Implementation of
Automated Waste Segregator at Household Level”, International Journal
of Innovative Research in Science, Engineering Bechnology, Vol. 6,
Issue 10, October 2017, ISSN (Online): 2319-8753SN (Print):
2347-6710, DOI:10.15680/IJIRSET.2017.0610181.

13. Amrutha Chandramohan, Joyal Mendonca, Nikhil Raarskar, Nikhil
U Babheti, Nitin Kumar Krishnan and Suma M S, “Automated Waste
Segregator”, Texas Instruments India Educators' Conference, 2014.

14. S.A. Mahajan, Akshay Kokane, Apoorva Shewale, Myanghinde and
Shivani Ingale, “Smart Waste Management System using loT”,
International Journal of Advanced Engineering Regeand Science
(JAERS), Vol-4, Issue-4, Apr- 2017, ISSN: 2349-64Print) |
2456-1908(Online), doi.org/10.22161/ijaers.4.4.12.

AUTHORS PROFILE

A. Arul Anitha is a Full-time Ph.D Research
Scholar in the Department of Computer Science, St.
Joseph’s College (Autonomous), Tiruchirappalli which
is affiliated to Bharathidasan University,
Tiruchirappalli, Tamilnadu, India. She received her
Master’s degree in Computer Applications (MCA)

from Manonmaniam Sundaranar University,
Tirunelveli, Tamilnadu, India and Bachelor of Saerin Computer Science
from Madurai Kamaraj University, Madurai, Tamilnadundia. Her
Research interest is on Network Security, IntrusDetection Systems,
Internet of Things (IoT) and Machine Learning. $taes cleared the National
Eligibility Test (NET) conducted by the National skimg Agency (NTA) in
December, 2018.

Dr. L. Arockiam is working as an Associate
Professor in the Department of Computer Science
and Dean of Computing Sciences at St. Joseph’s
College (Autonomous), Tiruchirappalli, Tamil Nadu,
India. He has 31 years of experience in Teachimg an
23 years of experience in Research. He has Publishe
— 345 Research Articles in the International / Nadion
Journals and Conferences. He has guided more tBaM.3Phil Research
Scholars and 29 Ph. D. Research Scholars and serree is guiding 6 Ph.

D Research Scholars. His research interests agengitof Things, Cloud
Computing, Big Data, Data Mining, Software Measueem Cognitive
Aspects in Programming, Web Service and Mobile el

Retrieval Number: E6893018520 /2020©BEIESP

:10. i L (
DOI:10.35940/ijrteE689:.01852 4726

ISSN: 2277-3878, Volume-8 Issue-5, January 2020

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring Innovation'



Scopus preview - Scopus - Solid X +

2 & & scopus.com/sourceid/27209

Scopus Preview Q, Author Search  Sources

Source details

Solid State Technology

Scopus coverage years: from 1969 to 1992, from 1994 to 2015, from 2017 to 2018
(coverage discontinued in Scopus)

Publisher: PennWell Publishing Co.

ISSN: 0038-111X

Su bjECt area: (Materials Science: Materials Chemistry) (Engineering‘. Electrical and Electronic Engineering)

{_Materials Science: Electronic, Optical and Magnetic Materiais) (Physics and Astronomy: Condensed Matter Physics)

Source type: Trade Journal

|51 Save to source list  Source Homepage

Partly cloudy

@

24

W —

w R O &

Create account

Feedback > Compare sources >

CiteScore 2019

0.3

SJR 2020

0.101

SNIP 2020

0.000

0515 AM
11-05-2022

X

2]



Solid State Technology
Volume: 64 Issue: 2
Publication Year: 2021

VeNADet: Version Number Attack Detection for
RPL based Internet of Things

IA. Arul Anitha, 2Dr. L. Arockiam

'Research ScholafAssociate Professor, Department of Computer Science
St. Joseph’s College (Autonomous), Tiruchirappalli
(Affiliated to Bharathidasan University, Tiruchirpalli)
Tamilnadu, India
'arulanita@gmail.com?arockiam@yahoo.co.in

Abstract—The Internet of Things (IoT) is one of the latesthnologies in the realm of innovation. Routing
Protocol for Low Power and Lossy Networks (RPLaipromising Protocol to facilitate routing in loThis
protocol could be exposed to specific attack durthg Destination Oriented Direct Acyclic Graph
(DODAG) construction. The Version Number Attack dse of the attacks initiated by the global repair
mechanism and increases the control traffic inrteevork which in turn affects the performance. Henit
is a challenging issue for RPL security. In thigpgraa new attack detection mechanism VeNADet is
proposed and implemented in Cooja Simulator. Thé&cames of this research work illustrate that the
proposed method detects the Version Number Attadits a very high True Positive and it raises vesw|
false alarm rate.

Keywords-loT; RPL; global repair; DODAG; Version Number Attg VeNADet

I. INTRODUCTION

Internet of Things (loT) is a magical buzzword whimcorporates technological and industrial updates
and innovations in our daily lives. Though it makagr lives easier it also has many challenges while
implementing this technology in large-scale. Saguis one among the important issues of Internet of
Things. With the growing deployment of IoT in vauio fields, the security attacks and challengesatze
increasing rapidly [1]. The intelligently connectédl devices gather data, achieve the desired staiau
manipulating actuators in any smart environmentl, amonitor the networks. These devices encountesrsev
problems since (i) most of these devices only haestraint resources in terms of energy, computatmd
memory; and (ii) many of these devices are statienobile that can only be accessed via lossy wisele
links. Low-power and Lossy Networks (LLNs) are defil by using these characteristics [2].

Many loT devices are included into the network with any fundamental security mechanisms. The
special characteristics of 10T and the voluminomslusion of such devices tend the IoT network beemo
vulnerable than the traditional network. Data cdefitiality, integrity, authentication and privacyeahe
important security requirements of IoT. Cryptognaph one of the security mechanisms which cannal de
with routing attack and internal attacks. Hencerghis a need for another layer of security andugion
Detection System can be the right choice in suckesd3]. The limited resources in loT, makes [the
implementation of IDS in IoT as a challenging issiM&ny researchers are focusing on the lightweiBig
for IoT and INIT [4], RIDES [5] and SEVLTE [6] areome of the important IDSs specifically developed,f
loT. Though there are some initiatives in this arstll complete security to IoT environment is pof
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guaranteed yet. The security issues and challepgesage the I0T infrastructure to enhance the #gcur
measures in its environment.

According to the RPL protocol, the root node in tb& network is connected to the Internet via tRead
Border Router (6BR). The root node initiates thestouction of the Destination Oriented Directed Aliy
Graph (DODAG) a tree like topology by broadcastid@DAG Information Object (DIO) messages. To join
the DODAG, the receiving nodes reply with a Dediora Advertisement Object (DAO) to their parent
nodes through which they received the DIO messaye. parent nodes permit the child nodes to join the
network by sending DIO ACK message. Each node mDO®DAG has rank value which is determined by
the rank value of its parent and other parameti&es Hop Count, Energy and Estimation Transmission
Count (ETX). New nodes can join the DODAG by sendihe DODAG Information Solicitation (DIS)
message [7]. The DODAG construction is explaineidgishe Fig.1.

Figure 1. DODAG Construction Process

As it is given in the Figure 1, the DODAG constiaat is initiated by the root node by sending DIO
messages to its neighbours, the nodes send a DAS3age and again the sender of DIO message has to
acknowledge by sending the DIO ACK message. A nelieh is not included in the DODAG can join the
network by sending the DIS message to get the D&3sage from a node which is already in the DODAG.

There are many security attacks in RPL during ti@DBG construction. These attacks consume more
resources, disrupt the topology and interrupt telwork traffic of IoT. Version attack is one of tlerious
RPL attacks which devours more resources and degrdte performance of the DODAG [8]. The attacker
frequently changes the version number which wilddleto an enormous increase in delay and control
overhead. As a result, the network lifetime and plaeket delivery ratio are degraded. To overconeseh
issues, a version attack detection technique VeNA®proposed.

This paper is organised as follows: Section Il déses the related works for Version Attack and the
detection and mitigation techniques designed fdegarding the |oT networks from Version Attacks,
Section 1l explains the security issues related fersion Number Attacks. The proposed VeNADet
technique is elaborated in Section IV. The outcaht¢he simulated environment is discussed in Sactio
and finally the conclusion and some future resedidctions are highlighted in Section VI.

Il. RELATED WORKS

There are many investigations on 10T and many rekees have contributed for the security issues Qf
IoT. In the Literature, only few studies have foedion the Version Number attacks and its impactshen
RPL networks. Arul Anitha et al. [9] proposed antificial Neural Network based Intrusion Detectigm

|,
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System for Internet of Things using Multilayer Regtron (MLP) for detecting the Version Attacks &btb

attacks. These attacks were implemented in theikid@boja Simulator and the data traffics were eoied
using packet analyser and performed the classdicabf attacks and normal packets using MLP. This
method detects whether the packet is an attack or not. It doesn’t classify the types of attacks.

To mitigate the Version Number Attacks (VNA), twightweight techniques are proposed by Aris et al.
[10]. In this lightweight approach, the eliminatio@chnique eliminates the VN updates initiated hy keaf
nodes and the shield technique accepts the VN apdanly when it comes from the majority of nodes
having higher ranks. There were 36 nodes used ig wlork and the performance was analysed using
different topologies. Only one attacker node waeduis this research and mobility was not considehets
not suitable for the heterogeneous environment.iBglementing the one-way hash chain and signatures,
Dvir et al. [11] suggested a technique named Verdlamber and Rank Authentication in RPL (VeRA) to
secure the rank and version numbers from attacRérs.performance of system in terms of memory, CPU,
time and power consumption were not considered.

Mayzaud et al. [12] analyzed the impacts and comsieces of version number attacks using static nodes
in a grid topology. The performance results werevjaled in terms of control packet overhead, packet
delivery ratio, average end-to-end delay, incoesisies and loops. The important aspects of thetned
nodes like power consumption of nodes and its ingace not considered in this study. It also dosfin
for any probabilistic attacking model.

F. Ahmed et al. [13] suggested an algorithm foredgbn of version number attack using distributed a
cooperative verification mechanism in 10T networkieh reduces the control packet overload signifilyan
In this approach, whenever a node receives the D&3sage with higher DODAG version number, only
after careful verification and analysis of its neighbours and their parents’ behaviour within a two hop count
range, it will update the version number and selmel modified DIO message to its child node. Thus,
reliability of the neighbours is ensured and thdicius version number update is prevented effedyiv

Napiah et al. [14] implemented six machine learratgprithms to endorse an Intrusion Detection Syste
called CHA-IDS. It detected the Hello Floodingn&tiole, and Wormhole attacks. The outcomes of CHA-
IDS are evaluated using Cooja simulator which givigh detection rate and low energy and memory.

I1l. VERSIONNUMBER ATTACK AND ITS IMPACTS

In RPL, the network layer takes all routing decisioTherefore, it is essential for all the nodeduiding
the root node to know about the topological infotim@ Whenever there is an inconsistency arisethén
DODAG, it should be instantly addressed. For thisppse, Version Number is used to identify a networ
topology uniquely within an RPL instance. All nodasthe network receive this version numbers whesan t
version number of the topology will be changed. An attacker node can disrupt normal flow of network traffic
by using a wrong version number which increasessduairity challenges in the network [15][16].

As the RPL specification indicates, the DODAG rootde has a version number. RPL DODAG forms a
tree structure and version number is the measuraake sure loop free paths to the root node anck tise
no irregularity in the DODAG. To maintain the DODAIGtegrity, the root node initiates a global repain
attacker node may broadcast a false version nuinbies control message to force a global repaiqtiently
without the prior knowledge of the root node [17]8]. The Figure 2 and Table 1 explain the normal
scenario where there is no Version Number Attack.
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Table 1. DODAG Information of Figure 2

1

1 (Root) 0

2,3,4 1 1
5,6,7.8.9 2 1
10 3 1
11,12 4 1

Figure 2. Normal Scenario without Version Attack

The hop count is used as rank metric for constigcthe DODAG. The Version Number is set as 1. The
details of this DODAG are given in Table 1. Theseno irregularity and inconsistency in terms ofgdear
Version in the DODAG. Hence, it is a normal DODAG. Suppose, if the node ‘10’ is a Version Attacker, it
updates its version number from ‘1’ to ‘2’and the DIO message of Node 10 contains the Version Number
2°, instead of “1°. The updated details of the node 10 are shown in Figure 3 and Table 2.

@ Table 2. Updated details of the Attacker

OJOO. Nodeld | Rank | VersionNo_|

: @ 1 (Root) 0 1
@ @ @ 2,3,4 1 1

° 5,6,7,8,9 2 1
3 2

10

@ @ 11,12 A :

Figure 3.Version Attacker Node ‘10’

When the node “10° sends the updated Version using the DIO message to its neighbours °7°, ‘11’ and
‘12°, they will also update their version Number and the nodes’ details will be updated as it is given in the

Fig.4 and the Table 3.
@ Table 3. Details of Attacker’s neighbours

O | @ @ Nodeld | Rank___|_VersionNo_|

‘ | @ 1 (Root) 0 1
ofF YolO EI I N

5,6,8,9
& 7
o © ’

11,12

E S T & S
NN N

r 8¢¢lC
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Figure 4. Node 10 sends DIO Message to its neighlvsu

When this process is going on, the root node wibaget the DIO message with an updated version
number and this will lead to a global repair, sattthe DODAG construction process is restartedhieyroot
node. This situation is depicted using Figure 5 @able 4.

Table 4. Details of Attacker’s neighbours

< © ode1d | famk | vorontio
L ©)
& ° @ 1 (Root) 0 2
Q2 7 r

o
[ ° 2 1 2

3,4 1 1

ﬁ - 5,8,9 - !
o O 2 :

10

11,12
Figure 5. Global Repair Scenario

The Fig.5 denotes, there is a need for global repd the root node starts the reconstruction mxce
Since the ‘10’ is an attacker, it again and again updates its version number and it disrupts the DODAG
topology frequently which will consume the resowsrdadirectly.

Hence, the Packet Delivery Ratio, Energy and thihpug are degraded. This attack can take place by
changing the version number. It will lead the DODAdsreconstruct. As a result, the performance efltT
network will be degraded due to the harmful effeststhe constrained nodes [19][20]. Thus, the ersi
number attacks can cause ruinous effects on nosleurees and network and also reduce application
performances. The Denial of Service (DoS) attaaclsed by version number attacks will lead the device
have a catastrophic effect in the 10T environmérd. overcome the impacts of the Version Attack, the
VeNADet technique is proposed in this work.

IV. VERSIONNUMBER ATTACK DETECTION

An attacker illegitimately updates with a highersien number and initiates the nodes in a DODAG to
increment their version number. The malicious node create a similar situation by falsely advemntjsan
incremented version number at regular intervals. ok@rcome this attack, the VeNADet technique is
proposed.

Whenever there is a global repair, the Version number of the root ‘r’ is updated and a new Version
Number initiated by the root. In the DODAG, the meccommunicate the root nodes via intermediate s10de
and this will introduces additional computationabmplexity and communication overhead. Hence,
whenever there is a reconstruction of DODARs, version number of the root node ‘r’ will be incremented.
The proposed methodology for the Version NumbeméktDetection (VeNADet) is depicted in Figure 6.
This methodology has three phases such as Chepkiage, Validation phase and Mitigation phase.

FGZZZ
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DIO Message from
Neighbour nodes

Compare with
Root’s VN

Checking

Validation
Phase

Phase Validate legitimate

Neighbours
Detecting the
Attackers
Broadcast .
attacker details Detection
Phase

Figure 6. VeNADet Methodology

As the Figure 6 denotes, the Version Number of @@ message received from the neighbour nodes that
are compared with the root node, based on thetrdsilneighbour node is validated as legitimateatrand
then the attack is detected and the details ohtteeker node is broadcasted to all the nodesaDi@@DAG
tree. The three steps involved in the VeNADet aq@aned in detail as follows:
= Checking Phase When a node ‘y’ receives a new DIO message from the neighbour ‘x’, if the
version number of y and the version number of ‘X’ are same then the neighbour is considered as a
normal node. Iboth are not equal then the version number of ‘x’ is compared with the version no of
root node ‘r’, if they have same Version Number, then also the node ‘x’ is treated as the normal node
and node ‘y’ will update its version number as the node ‘y’. If both VN are different, then the
Version number is sent to the detection phase dathér analysis. The procedure for this phase is
given in Figure 7.
Procedure Version_Check
1. r,,< version number of the root node r
2. Yn& version number of the DIO receiver node y
3. Xn € version number of the DIO sender node x
4. if (Yun= Xvny then
5. print “DIO sender x is normal”
6. else if(%,==rnthen
7.
8.
8.
9.

print “DIO sender x is normal”
Yn=Xvn Il receiver updates its version number
else
print “DIO sender x is malicious”
10. procedure Detect_Attack
11. end if

12. end Version_Check
Figure 7. Procedure for Checking Phase

= Validation Phase If there is any mismatch in the version number of the node x and r, then ‘X’ is
considered as malicious node. In such case, thaselletects the source of the attack by analysing
the version number of the neighbours who have grdatn to its rank value. Let X= {xx,....... Xn}
be the set of ‘n’ nodes located within one hop distance from the current node y. For any neighbour
node x the version no is compared with the version numbethe node x. If majority of th
neighbours with high ranks having the same versioras the node and root node r, then it is

legitimate node, and the node y updates its versiomber as it is given in the,x Otherwise thc
| I
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neighbour node x is treated as an attacker noddlendode y retains its old version numbgt ¥he
procedure for this validation phase is given in Higure 8.
Procedure Validate_Neighbour
1. if (x is malicious) then IDIO sender x is malicious

2. X={x, X....... xn} // neighbours of receivey
3. Initialize vgyun< O

4, for (=1ton)do

5. if (xi.rank > y.rank) then rbdes having higher rank only
6. if O¢h= = %) then

7. print “neighbour xi is normal”

8. VBun=VNeounet 1

9. else

10. print “neighbour xi is malicious”
11. Whun=VNeount 1

12. end if

13. end if

14.  end for

15. endif

16. if (Vreouns O and ¥,=ry,) then

17. updatey=x,, // update version number
18. end if

19. end Validate_Neighbour

Figure 8. Procedure for Validation Phase
Detection Phaself any malicious node is found, then the sourcehef malicious activity has to be
identified. When an attacker is located as a leaf node, oiliraeymediate node in the DODAG, then
using the above two methods the attacker can biy edetected and identified. When an attacker
node ‘a’ acts as the neighbour node of the root node r, it frequently initiates the global repair and the
version number is modified accordingly. In that diion, all the nodes in the DODAG also
modifies the same when they receive the Version bemfrom the higher order nodes. It is a
challenging task for the root node to detect thacher.

When the neighbour node initiates the global repair frequently, the root node ‘r’ checks with
other neighbour node whether it is mandatory farbgl repair process. For that, it uses a.faR
variable and during the DODAG construction, itsualis set as 0. If there is any requirement of
global repair for a node, the GR.:is incremented. If the GRintreaches the threshold value (80%),
then only the root node asts the global repair. Otherwise, it identifies the node ‘a’ is an attacker
node and terminates the communication links to and from the node ‘a’. It also broadcasts that the
node ‘a’ is an attacker, so that other nodes also identify the attacker node. A node will update its
version number if and only if 80% of its neighbobhesve the updated version number. Otherwise, the
sender of the DIO message will be treated as aclatt node. The algorithm for this detection phase
is given in Figure 9.

Procedure Detect_Attack

K= {ky, ka....... kn} // nodes within one hop cot
Initialize GRyun& 0
d= DIO_timer delay
t=n*.8 // 80% neighbour nodes
T=N*.8 // 80% nodes in DODAG
for (i= 1 to n) do
if (kdelay<d) then // attacker initiate global repzten

GBunt: GRcount'l
broadcast “k; is malicious”

BEvo~NourwpR
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11. Gcounr: GRcounf"l

12.  end for

13. if (GRoune>=t) then// 80% neighbours have updated VN
14. %=Yin

15. end if

16.  if (GRwne>=T) then // DODAG nodes require global repair
17. broadcast “Initiate Global Repair”

18. w=rnm+ 1 //update the version Number of root

19. endif

20. end Detect_Attack

Figure 9. Procedure for Detection Phase

V. SIMULATION RESULTS ANDDISCUSSION

A. Simulation Environment In this experiment, Cooja simulator of the Contigperating System is used
to implement the Version Number attacks. The enedlaimote sky sends the temperature data perioglicall
The simulation parameters used in this researclslaog/n in Table 5.

Table 5. Simulation Parameters

No. of normal nodes Maximum 50

No. of attacker nodes 10%

Mote Type Tmote Sky

Operating System Contiki 3.0.

Simulator Contiki Cooja

Topology Random

Radio Medium Unit Disk Graph Medium:

Distance Loss
Topology Dimension 150m x 150m

Transmission Range 50m

Interference Range 100m

Tx Ratio 100%

Rx Ratio 100%

Simulation Duration 30 minutes per simulation

Number of Simulation 5 per three different scensrig

Keeping in mind with some basic essential traits loT application, a topology is created. The

performance metrics of loT network such as contraffic overhead and packet delivery ratio are abered

in this experiment. The performance of the simolatsetup without any version attack and also witsion
attack was analysed. The random topology is usesimulation. So, the nodes are placed with random
densities. All nodes send their data periodicadlytteir root node. The temperature details serthbyTmote

sky were recorded and logged the details for 3Qukition minutes. The effects of version attack &odv

the version attack affects these metrics and thdogmance degradation were measured. Except the
distance-based loss, there was no external inteimuis environment.

B. Normal and Attacker Scenario
In the normal scenario, the simulation environmisnéetup with 10 normal nodes, 20 normal nodes, 30

normal nodes, 40 normal nodes and 50 normal naudsgding a root node in each category which is give
in Figure 10.
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Figure 10. Normal Scenario

In the attacker scenario, 10% of attacker is inetldh all simulations. The attacker nodes are ldoe
different locations and act as a leaf node, arriimégliate node and a neighbour of the root nodmitiates
attacks after the network is stable and DODAG awsion is over. The attacker node periodically ated
the version number and sends DIO messages acctydihg the normal scenario, in the attacker scenari
also, the simulation environment is setup with X¥nmal nodes, 20 normal nodes, 30 normal nodes, 40
normal nodes and 50 normal nodes including a raaterand with 10% of attacker nodes in each category
The attacker scenario is shown in the Figure 11.

. o® ®
®

10+1 Nodes 20+2 Nodes 30+3 Nodes

(-1

o0

40+4 N;des 50+5 Nodes

Figure 11. Simulation with 10% Attacker Nodes W
[ I
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The routing metrics used in this simulation arekéa®eliver Ratio and Control overhead. When packet

delivery ratio (PDR) is more than 90% then the lodtwork performs well. The PDR value obtained ia th
normal with 10% of attacker nodes are depicted iaplygs and shown in Figure 12.

100

90

80 -

= PDR without Attack

70
® PDR with 10% Attack

50

50 -

Packet Delivery Ratio- PDR (%)

a0 -

10 20 30 40 50

Number of Nodes

Figure 12. PDR value in normal and attacker scenaoi

The Figure 12 shows that the PDR value is high wtieasre is no version attack. The PDR value is
decreased drastically when there are 10% attack@esn Thus the performance of the network is dkagra
and this network consumes more energy and resoiwcdasie successful delivery of data packets. Gantr
overhead is another routing metrics and when the number of control packets is increased, the network’s
performance is degraded. The number of control gtaclgenerated in the normal and 10% attacker
simulation environment is portrayed in the Figug 1

350000

300000

250000 //
200000

/ ——With 10% Attacker Node
150000 / Without Attacker
100000

50000

No. of Control Packets

10 20 30 40 50

No. of Nodes

Figure 13. Control overhead in normal and attacker senario

Comparing to the normal scenario, routing metricshie attacker scenario are drastically degradeidhwh
will be worse when the attacker nodes are increa$kd attacker affects the topology constructiod dne
to the frequent update of the version number, adrdverhead is enormously increased which make siode
to consume more energy. To overcome this issuis, riecessary to protect the loT environment witmeé™)
detection and mitigation techniques. N

w
o
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C. Attacker with VeNADet Mechanism
The proposed VeNADet detection technique for versittack is implemented in the border router wita t
attack scenario anthe detection accuracy of the technique and the routing metrics’ performance are

measured. The number of attacks initiated in dgffiersimulation environment without implementing the
VeNADet technique is given in the Table 6.
Table 6. No. of Attacks initiated

Nodes 10% Attacker No. of Attacks
Nodes
10 1 113
20 2 257
30 3 413
40 4 728
50 5 1878

The proposed VeNADet detects the version attackmdnsingle attacker exists. The attacker is ideatif
and the details of the attacker node are broadtdstehe root node. When the number attackers asee
the performance of the VeNADet is degraded gragudlhe True Positive Rate (TPR) achieved with 10%
of version attack nodes in different scenarios given in Figure 14. It shows the decrease of TPReva
when number of attacker nodes are increasing.

VeNADet with 10% Version Attack Nodes
98

96

%4

92

20

True Positive Rate (%)

88

86 T T T T
10+1 20+2 30+3 40+4 50+5

No. of Nodes with 10% Attacker Nodes

Figure 14. True Positive Rates with 10% Version Aticks

The False Positive Rates (FPR) received while imgleting the VeNADet technique with 10% of

version attack nodes are given in Figure 15. Inghthat the FPR value is positively correlatedhe ho. of
attacker nodes.

VeNADet with 10% Version Attack Nodes

25

1s
1
D :. I
o

10+1 20+2 30+3 40+4 50+5

False Positive Rate (%)

in

No. of Nodes with 10% Attacker Nodes

Figure 15. False Positive Rates with 10% Version fdcks
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When the percentage of version attacker node isesgdt can falsely detect a normal node as ackatta
Thus, the proposed VeNADet mechanism effectiveliects and mitigates the Version Attacks in différen
lIoT simulation scenarios.

VI. CONCLUSION

In this paper, a Version Number Attack Detectiorst®yn (VeNADet) is proposed with three phases like
checking phase, validation phase and detection eph@®ie simulation results clearly show that the
performance metrics are highly correlated with nembf attackers in the simulation. The VeNADet
technique detects the attacker though it is planedifferent locations like leaf node, intermediatede or
neighbor node to the root. In the VeNADet approatie, node which receives a DIO message updates its
Version Number if and only if certain conditions tm®therwise, it is treated as a malicious nodeuslhhe
unnecessary Version updates are reduced. The aittdsk also isolated from the 10T network by
disconnecting the links from the DODAG. According the simulation results, the proposed VeNADet
technique detects 94.4% of Version attacks effidyen

In this experiment, 10% attacker nodes are incluaiedl the effects are analyzed. Mobility is one hud t
important aspects of loT devices and affects tHebier of the DODAG topology a lot. In future resgly,
mobility traits and energy will also be considered.
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Abstract—The magical buzzword Internet of Things (loT)
connects any objects which are diverse in nature. e restricted
capacity, heterogeneity and large scale implementah of the 10T
technology tend to have lot of security threats tothe IoT
networks. RPL is the routing protocol for the constaint devices
like 10T nodes. ICMPv6 protocol plays a major role n
constructing the tree-like topology called DODAG. 1 is
vulnerable to several security attacks. Version Nuimer Attack,
DIS flooding attack and DAO attack are the ICMPv6 Iased
attacks discussed in this paper. The network traféi is collected
from the simulated environment in the normal and atacker
settings. An AdaBoost ensemble model termed Ada-IDSs
developed in this research to detect these three MPv6 based
security attacks in RPL based Internet of Things. Theproposed
model detects the attacks with 99.6% accuracy anchere is no
false alarm rate. The Ada-IDS ensemble model is digyed in the
Border Router of the 10T network to safeguard the bT nodes
and network.

Keywords—IoT; ICMPv6; version number attack; DIS attack;
DAO attack; Ada-IDS

I.  INTRODUCTION

Internet of Things (IoT) is a network of embedddijeots
having unique identifier with sensing and actuatt@pacities
and limited resources. 10T has the ability to canany
objects in the real world to the global network.otigh 10T
makes the people’s life easier, it has lot of security issues and
challenges. The privacy and security vulnerab#itiacrease
as the global network includes greater number ofneoted
devices from various fields and domain [1][2]. Therge
volume of connected devices in 10T network are ueig
identified using IPv6 addressing. IPv6 inheritedvesal
features from its previous version IPv4. So, it htée
associated vulnerabilities of IPv4 and the specHecurity
challenges of IPv6 [3]. These security threats hawebe
addressed in order to enhance the I0T securitynsebe

IoT resource limited devices form Low-Power Lossy
Networks (LLNs). To meet the requirements of theNsl_the
Routing Protocol for Low-Power Lossy Network (RPi9
designed. This RPL protocol is exposed to seveeaurity
threats [4]. In RPL, the routing is performed bye tbontrol
messages of the Internet Control Message Protoedion 6
(ICMPv6). The control messages construct a Destinat
Oriented Directed Acyclic Graph (DODAG). It is aedr
structure with hierarchy of nodes with a single tramde
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called as Border Router which acts as a gatewaheaglobal
network [5].

The ICMPv6 messages are grouped as error messages a
informational messages. The communication betweka t
IPv6 nodes totally depends upon the ICMPv6 Protottols
also responsible for router and node configuratibhe error
messages have a peding ‘0’ in the high-order bit of the
“Type’ field and the informational message contains a
preceding ‘1° in the ‘Type’ field. ICMPv6 is the backbone of
IPv6 and RPL as it has the building blocks suctD&DAG
Information Object (DIO), Destination Advertiseme@bject
(DAO), DODAG Information Solicitation (DIS) and DAO
Acknowledgement (DAO-ACK) informational messages fo
constructing the DODAG for routing [6].

The root node initiates the DODAG formation by dmg
DIO messages in a multicasting fashion. When a node
receives the DIO message, based on the informati@iable
in the DIO message, it joins the DODAG and sendkliae
DAO message to the sender. Then it starts multigaghe
DIO messages to its children. The DIO messageseanaated
by the Algorithm. In order to identify the neighboand join
the DODAG, a node transmits DIS messages in a ghica
multicast manner. After receiving the DAO messafgem the
children, the parent node acknowledges the DAO agsdy
sending DAO-ACK messages [7].

RPL and ICMPv6 protocols are prone to several sgcur
threats and attacks. According to Anthéa Mayzaudl.ef8],
the attacks in RPL protocol are classified inteethtypes such
as attack against topology, attacks against ressurand
attacks against network. The attacks against tlseurees
consumes more resources of the constrained devites,
attacks against topology cause sub-optimization igothtion
in the topology and the attacks against the traffieates
security threats using the network traffic.

The ICMPV6 based attacks are created by manipglatia
control messages. These attacks cause many dartages
networks. It also leads to Denial of Service (Do&)d
Distributed Denial of Service (DDoS) in the resaurc
constrained networks. Version Number attacks, Ot®ding
attacks and DAO attacks are some of the ICMPv6 robnt
message based attacks which lead to harmful effiedtse 10T
environment [9]. Machine Learning models are useddtect
the intrusions from the network traces and logsfile is very
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difficult to design IDS that performs well in terne$ accuracy Dan Tang et al. [15] proposed a multi-feature based
and less false alarm rate. Ensemble machine learninAdaBoost system for detecting the low-rate DeniaBervice
algorithms boosts the accuracy by combining mamgsifiers  (LDoS) attacks. At fixed time intervals the netwonaffics
[10]. were captured and the obtained samples were amblyziag
various statistical measures. The correlation scdretween
the features and the class labels were attainethtose the
optimal feature set. Using the optimal featureg fdaBoost

In this paper, an AdaBoost ensemble Intrusion Ditec
System called Ada-IDS is proposed to detect thesider

lNl_JI_mbert attiCk’TDlSd flooldlngt;ttack ?nd Dﬁ? G:tt_?_mgr;’fv ensemble model was developed. NS2 simulator aredtabed
o network. 10 develop this system, the 1ol Newor ..o ysed to evaluate the performance of the maedel

communication — traces  are collected f_rom the .normalachieved 94.05% and 97.06% attack detection acgurac
simulation environment and attack scenarios sucNesion

Number attack, DIS flooding attack and DAO attadkhe
Ada-IDS is developed by using the collected netwtrgces. A.R.Javed et al. [16] proposed an AdaBoost ensemble
For that, the pre-processing and feature enginggriocesses classifier to detect botnet attacks in connectelicles. The

are carried out on these collected data. Finalty,easemble decision tree algorithm was used as the base dstimad the
AdaBoost machine learning algorithms is applied the cluster size was 100 in the AdaBoost algorithm. The
collected dataset to build the Ada-IDS for detegtithe  performance of the AdaBoost classifier was compargih
ICMPv6 based attacks. The proposed Ada-IDS detdoes the decision tree, probabilistic neural network asdjuential
Version Number Attack, DIS flooding attack and DA®acks  minimal optimization. According to their findingsthe
with 99.6% accuracy and with very less false alaate. AdaBoost classifier outperformed other models anbieved
99.7% true positive rate and 99.1% accuracy.

respectively.

The rest of the paper is organized as follows: iBectl
explicates the related works of this research. Theee Amin Shahraki et al. [17] performed a comparative
ICMPVv6 based attacks are explained in Section The analysis on various AdaBoost algorithms like RealaBoost,
Icmpv6 dataset used in this research and the pedpdsla- Gentle Adaboost and Modest Adaboost using the kredlvn
IDS is elaborately discussed in Section IV. Theultss Intrusion detection datasets such as KDDCUP99, KBD,
obtained by the Ada-IDS model are presented ini@gcy. CICIDS2017, UNSW-NB15 and TRADID. In this research,

Finally, the Section VI concludes the paper. the authors identified that Gentle AdaBoost and IRea
AdaBoost performed better than the Modest AdaBoost
Il.  RELATED WORK algorithm. At the same time, the Modest AdaBoostosithm

Adnan Hasan Bdair et al. [11] critically reviewetetlatest ~ Wwas faster than the other AdaBoost algorithms.
ICMPvV6 based Intrusion Detection mechanisms witkpecial
focus on the Denial of Service (DoS) and Distribuf2enial . ICMPVvB ATTACKS INRPLBASEDIOT
of Service (DDoS) attacks. Three types of ICMPvGduh The ICMPv6 protocol is susceptible to various segur
attacks such as ICMPv6 flood, ICMPv6 amplificati@amd threats and attacks. In this research, three ICMBased
ICMPV6 protocol exploitation were addressed. Ddfartypes  attacks are implemented such as Version NumberclAtaS
of Intrusion Detection systems for ICMPv6 basedakts were  attack and DAO attack. The characteristics of trasscks are
also explicated in this paper. explained below:

Arul Anitha et al. [12] proposed an Artificial Nelr A. Version Number Attacks
Network based Intrusion Detection System for Iné¢rmof Version Number is an 8-bit number which denotes the
Things using Multilayer Perceptron for detecting tersion  v/arsion of the DODAG topology. It is multicasted hie
Atta_cks and DIS attacks from the dataset colled‘red’l_yhe parent nodes using the DIO control message. Whertbeee
Cooja Simulator and the proposed method classifiled is an inconsistency in the DODAG, the global repair
attacks and normal nodes correctly. mechanism is initiated and the Version Number igated by

EmreAydogan et al. [13] deve|0ped a Centralizedusion the root node. ThIS Updated information is mulﬁ(_eds‘l’om
Detection System for RPL based Industrial loT us@enetic ~ the root node via DIO control message. A Versionmidar
Programming concept. This system detects ‘Hello Flood Attacker without the knowledge of the root node ated the
Attacks’ and ‘Version Number Attacks’ using the Genetic Version Number periodically and sends the updatetsion
Algorithm approach with 50 population and other aef number using the DIO messages to its neighborsre@eiving

parameters. Network traces are not analyzed invibik. this DIO message, the neighboring nodes join tioall repair
mechanism. Hence, the DODAG is reconstructed agaid

Nour Mustafa et al. [14] developed an AdaBoost ettsle  again. This malicious act affects the normal resjtulities of
Network Intrusion Detection System (NIDS) by using the |egitimate nodes and consumes the constraiesolirces
Decision Tree (DT), Naive Bayes (NB) and Artificilleural  of the 10T devices. In the long run, it increasks tontrol
Network (ANN) algorithm. This system detects the traffic while constructing the DODAG repeatedly the

application layer related loT attacks. The UNSW-8Bdnd  network and this leads to Denial of Service (Do®pcks
NIMS botnet dataset were used to develop this ebkem [1g][19].

model. According to their findings, the proposed delo
detects the attacks in the UNSW-NB15 dataset wBt5&%
accuracy and NIMS botnet dataset with 98.29% aogura
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B. DIS Flooding Attacks The proposed Ada-IDS belongs to the Centralized IDS
This attack is created by manipulating the heae¢aits of ~ Ca(€gory. It monitors the nodes in the network artenever

the DIS messages. The DIS Control messages are tased (NEr€ is an intrusion occurs, it raises an alarnmaedfy the

probe its neighbors in order to join the DODAG. @xeiving admin about the issue. The various phases involired

this DIS message, the neighbor nodes send back Di@€veloping the Ada-IDS are given in Fig. 1.

messages to the sender. The Time duration for sgndiO As it is given in Fig. 1, there are five phases for

messages is scheduled by the Trickle Timer. A D#®ding  developing the Ada- IDS that are Data Collectiorag¥) Pre-

attacker continuously multicasts DIS messages 18 it processing Phase, Feature Engineering Phase, Nadleling
neighbors even though it received DIO message @jredhis  phase and Deployment Phase.

heavy flooding of DIS messages in the network déggathe )
performance of the Network and leads to Denial efviee A. Data Collection Phase
(DoS) attack [20]. The data is collected from the simulation environie
There are 50 normal client nodes, one root node amd
C. DAC Atacks ] ) ) attacker involved in the simulation. The Version nhher
DAO attack is generated by manipulating the DAO Attack, DIS flooding Attack DAO attacks and a simtion
Control Message. When a Child node receives a DESsage  without attacker are implemented in the Cooja satarl and
from its parent, it has to send back a DAO messlige the network traces from all these experimental petwere
maintaining the reverse root. The DAO message bgnthe  captured using the 6LOWPAN Analyzer tool. The siatioin
child node traverses multiple ancestors until #ctees the root g performed for 30 minutes in each scenario. Thptured
node. A DAO attacker continuously transmits the DAO packets are analyzed using the WireShark tool &ed.pcap
message to its parent list. All such unnecessargsaes in  files were converted into .csv files. The file immed as
the network have to be forwarded to the root notte. ‘[ecmpv6.csv’ that is used for building the Ada-IDS model.
consumes more network resources and also prohibiés The collected dataset contains normal packets, iofers

legitimate nodes to perform regular activities. @y, the  Number Attacks, DIS flooding Attacks and DAO Attack he
network will be in an inconsistent state which @si®enial of  Normal and Attack instances are listed in Table I.

Service (DoS) attacks in the network [21]. o ) )
As it is given in Table |, there are 127684 sampieshe

These three attacks are created by using the ICMPV@ataset including 125184 Normal, 325 DIS Attack493
control messages which consumes more resourcdseinofl DAO Attacks and 982 Version Number Attacks. There a

network and reduces network performance. At laittt®  nine attributes in the dataset. The descriptiothef dataset is
three attacks lead to Denial of Service (DoS) &ttadich given in Table II.

causes more damage to the RPL based loT network.

IV. PROPOSEDADA-IDS MODEL TABLE I. NORMAL AND ATTACK INSTANCES
Network or Centralized Intrusion Detection Systemda | >N Type No. of Packets

Distributed Intrusion Detection System are the majeo |1 Normal 125184
categories of IDS. In the centralized concept, tBS is 2. DIS Attacks 325
installed in the border router or a dedicated gserye the [ 3 DAO Attacks 1193
Distributed IDS, it is deploy_ed in the cI_|en_t nodés the Io'_l' a Version Number Attacks 982

nodes are resource constrained, the Distributed dB®ept is

not suitable for limited resource devices. Total 127684

IoT Simulation

Router

o %
Q @- —_—
(@) O , Attack
Q @ @ Detection
. @ ¢ @\urmnl
.\"nI\ﬂ
. Build & S
' Training Data — oY
e = /] AdaBoost LJ“
o8 .pc-np 4 Feature Engineering | Model kY
using analyser L1 A
) Test S &
—¢;3‘> ‘1‘@,»
Test Data - 353’:‘:4[3:?.‘:"

— Pre-Processing

Convert pcap
into .csv file

Fig. 1. Ada-IDS Model.
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Table Il explains the attributes of the Icmpv6 data The
screenshot with sample records captured using pytuale is
shown in Fig. 2.

As it is given in Fig. 2, the Class field and Tyfield
denote whether a packet is attack or normal. ThpeTeld
also gives the details of an attack as Version okitaDIS
Attack or DAO Attack.

TABLE II. DESCRIPTION OF THHCMPV6 DATASET
S.No.| Attribute Name Data Type Description
1 No. Integer Packet Number
2 Source String Source Address of a packet
3 Time Float Time represented in millisecon
4. Destination String Destination Address of a mack
5 Protocol String Protocol for Communication
6 Length Integer Packet length in Bytes
7 Info String Description about the protocol
8 Class String The packet is Attack or Normal
.| e sung | e e

B. Pre-Processing Phase

The dataset collected from the simulation environimeas
to undergo a pre-processing stage in order to lewamet for
building the AdaBoost ensemble model. There are B&%ing
values in Source and Destination fields. Sinceehem fields

Length

Vol. 12, No. 11, 2021

represent the IPv6 address of the nodes, the missitues
cannot be replaced by mean, median or mode valieseew
value is given for the Source and Destination Adsees.

C. Feature Engineering

One hot encoding and label encoding are perfornmethe
categorical features to make them relevant for te
algorithms. The frequency encodiigapplied for the ‘Time’
feature. The Class feature is created which separtie
Normal data samples from the Attack samples. TheeTy
feature categorizes the different types of attastksh as DIS
Attack, DAO Attack and Version Number Attack. Theafure
‘No.” indicates the packet number which doest have any
significance in predicting the target and hencis iliminated
from the dataset. The null values in the ‘Source’ feature are
replaced by a dummy value ‘a’. Similarly, the null values in
the ‘Destination’ field are replaced by a dummy valud’.
After the accomplishment of the pre-processing &eature
engineering tasks, the dataset will look like thg. B.

As shown in Fig. 3, all the categorical valuestud tataset
are converted into numerical values. Now, the dsdtas
relevant for model building.

D. Model Building Phase

The pre-processed dataset with eight features ésl uis
this experiment. The combined dataset has 127684 da
samples. 80% of the data samples are split int@iaihg set
which contains 102147 instances and the remainiofp »f
data samples are treated as the test set whickigen25537
instances.

No Source  Time Destination Protocol

1 fe80:212:742f.2f.202f 0 fe80:212:7425:26:2625 ICMPv6

2 fe80:212:740a:2:a0a  0.114 fe80:212:7410:10:1010  ICMPv6

3 fe80:212.741d:1d:1d1d 0114 fe80.:212:7421:21:2121  ICMPv6

4 feB0:212742f21206 0414 feB0:212:7425:25:2525 ICMPv6

5 fe80:212.740a:a:a0a 0114 fe80:212:7410:10:1010  ICMPv6
127680  e80:212:740b:0:00b 431709  fe80::212:7401:1:101 ICMPv6
127681  fe80:212.7411AR11MT  431.71 ff02:1a  ICMPv6
127682 1e80:212:7432:32:3232  431.71 f1e80:212:7424:24:2424  ICMPv6
127683  1e80::212.740b:b:b0b 431.711  e80::212:7401:1:101  ICMPv6
127684  1e80:212.741f:4%:111F 431.712 ff02:1a  ICMPv6
127684 rows x 9 columns

Info  Class Type
76 RPL Control (Destination Advertisement Object) Normal Normal
76 RPL Control (Destination Advertisement Object) Normal Normal
76 RPL Control (Destination Advertisement Object) Normal Normal
76 RPL Control (Destination Advertisement Object) Normal Normal
76 RPL Control (Destination Advertisement Object) Normal Normal
76 RPL Control (Destination Advertisement Object) Normal Normal
97 RPL Control (DODAG Information Object) Normal Normal

76 RPL Control (Destination Advertisement Object)  Attack Version Attack

Fig. 2. Screenshot with Sample Date.

76 RPL Control (Destination Advertisement Object) Normal Normal
97 RPL Control (DODAG Information Object) Normal Normal
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Source Time Destination Protoceol Length Info Class Type

L8] 58 3 29 (8] 76 4 O 8]
1 21 <4 15 8] s 4 8] 8]
2 40 <% 25 8] Fds] <4 L8] 8]
3 58 4 29 (8] 76 4 8] 8]
4 21 <4 15 0] 76 4 (8] O
127679 22 1 2 8] 76 3 (8] 0]
127680 42 2 37 8] a7 2 (8] 8]
127681 51 2 28 8] 76 4 O 6]
127682 22 1 2 0] 76 4 o o
127683 42 1 37 8] 97 2 O O
127684 rows x 8 columns
Fig. 3. Sample Data after Pre-processing.
E. AdaBoost Ensemble Model 6) In this process, the training data is iterated luntfits

An Ada-Boost (Adaptive Boosting) model is builtdetect ~ perfectly, or until the specified maximum numberestimators
the Version Number Attack, DIS flooding attack abé\O has been reached.
attacks in the loT environment. It was developed \tnav
Freund and Robert Schapire in 1996 as a clasgtigr uses
ensemble boosting. Classifier accuracy is improvieg
combining multiple classifiers [22]. AdaBoost cldies

In AdaBoost classifier, there are three basic patans
such as base_estimator, n_estmator and learnirg_Tdie
parameters used in this research are given below:

creates a powerful classifier by combining sevevatak e base_estimator: A weak learner is used to train the
classifiers, resulting in a powerful classifier ithigh model. In this work, the default DecisionTreeClissi
accuracy. The basic idea behind Adaboost is to titaé data is used to train the ensemble model.

sample and adjust the classifier weights in eaehatibn, so ) N

that unusual observations can be accurately pesti¢23]. » n_estimator: It specifies how many weak learnees ar
Interactive training on a variety of weighted tiain examples used for training the model repeatedly. In this eldkD
should be used to fine-tune the classifier. Itstrie minimize estimators are used. The performance is analyzed.
training error in order to provide the best fit pibée for these Then increment by 10 until it reaches 100 estingator

examples in each iteration. The steps for obtainthg

- e learning_rate: The default learning rate is 1, éhates
ensemble model are given below:

the weights of the weak learner. In this ensemble
1) Adaboost begins by picking a training subset at model, the default learning rate is used.

random. ) ) ) _ In AdaBoost ensemble approach, weak learners are
2) The AdaBoost machine learning model is trained combined to improve accuracy, which is done itegdyi by

iteratively by selecting the training set basedtmaccuracy of fixing the faults of the weak classifier. AdaBodst't prone to

the previous training prediction. being overfit issue. Though AdaBoost has these midges,
3) It gives more weight to observations that were the performance is degraded if there are outlierthé dataset.

incorrect!y clas§ified, increasing the__likelihoqdhat these  E. peployment Phase

observations will be correctly classified duringethnext The proposed Ada-IDS model is installed in the Rord

iteration. _ S _ Router (Gateway). The Pseudo Code for the Ada-IDiven
4) Additionally, the trained classifier is given momeight i Fig. 4.

in each iteration based on how accurately it cfeessi
5) Classifiers that are more precise will be given enor
credit.

This Ada-IDS detects the icmpv6 based attacks sagh
Version Number Attacks, DIS flooding attacks and @A
attacks in RPL based loT networks.
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Pseudo Code for Ada-IDS
Input: Network Traffic
Output: Attack- DAO, DIS, Version or Normal

. implement Normal and Attack Scenarios in Cooja Simulator
. collect the packets from 6LowPAN Analyser tool
. analyse the packets using WireShark tool
. convert the packets into .csv format
. extract the features from the .csv file
. pre-process the features
. perform feature encoding
. select the relevant features
. split the Dataset into two parts:
80% Training data
- 20% Testing data
10. learning_rate=1, base_estimator=DecisionTree Classifier

I N S I

O 0 9 O

Vol. 12, No. 11, 2021

experiment according to the no. of base estimaisesi. The
relationship between the training time and theingstime is
indicated by using Fig. 5.

As Fig. 5 depicts, the training time required farilding
the model is more compared to the testing time.aBse, the
training set contains 80% of data. Also when numbér
DecisonTreeClassifier increases, the training tinaso
increases. So, there is a positive correlation eetw the
number of samples, number of estimators and thieirga
time. The testing time also varies according to tie of
estimators in each experiment. When
DecisionTreeClassifiers are included, the testimmet also
increases.

more

11

12.

. Jor i=10to 100 do: // Build AdaBoost Ensemble Model
n_estimator=i

13.  build AdaBoost(learning_rate, base_estimator,n_estimator)
14.  calculate training_time

15.  test AdaBoost(learning_rate, base_estimator,n_estimator)
16.  calculate testing_time

17.  evaluate confusion_matrix, accuracy

18.  evaluate precision, recall, f-Score

19.  increment i by 10

20. end for
21. implement Ada-IDS Model in the Gateway
22. return output

Fig. 4. Pseudo Code for Ada-IDS.

V. RESULT AND DISCUSSION

This section elaborates the
AdaBoost ensemble model. After accomplishing prepse
and feature engineering phases, the dataset is isfdi two
sets like training and testing set. The training sentains
80% of the original data samples and the testihnga@esists of
20% of the dataset. The No. of samples in bothgoaies is
given in Table Il

The training samples are used to build the AdaBoo|

ensemble model. The DecisionTreeClassifier is sedeas
the weak classifier to fine tune the model iteralyv The
learning rate parameter takes the default valuee mb. of
base_estimator is initially given as 10. The tnagntime and
testing time with 10 base estimators are analyZée. testing
accuracy for the AdaBoost Classifier with 10 basgneators
is noted. To check whether there will be any chamgethe
accuracy with respect to the number of estimattirs, base
estimator is incremented by 10 until it
Surprisingly, the accuracy is 99.6% and it is nffeced by
the number of estimators used for building the Aded
classifier. The parameters and accuracy of the AdaB
ensemble model is listed in Table IV.

As it is given in Table 1V, the learning_rate isnstant of
all experiments. The number of Decision Trees u$ed
building the AdaBoost ensemble model for each drpent
varies from 10 to 100. The accuracy obtained isstree in all
experiments. The training time and testing timeiesin each

results obtained by the

reaches .100

www.ijacsa.thesai.org

TABLE lll.  DESCRIPTION OF THHCMPV6 DATASET
Type of Instance | Training (80%) Testing (20%) | Total
Normal 100169 25015 125184
DAO Attack 79 246 325
DIS Attack 1115 78 1193
Version Attack 784 198 982
Total Samples 102147 25537 127684
TABLE IV.  ADABOOSTPARAMETERS ANDACCURACY
. Learning | Training Testing
n_Estimator Rate Time ( Sec.) Time (Sec.) Accuracy
10 1 0.62 0.069 0.996
20 1 1.77 0.092 0.996
30 1 1.662 0.163 0.996
40 1 2.406 0.355 0.996
50 1 2.937 0.272 0.996
60 1 4.881 0.363 0.996
70 1 5.21 0.357 0.996
80 1 6.627 0.428 0.996
90 1 5.561 0.786 0.996
sfl00 1 6.923 0.872 0.996
8
7 /
6 ,//\V
5
/ =4=—Training
3 / ~—fi—Testing
5 /___(/
e
O L T T T T T T T 1
10 20 30 40 50 60 70 8 90 100
No. of Estimators
Fig. 5. Training and Testing Time Comparison.
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A_ Evaluat|0n Metncs TABLE V. CONFUSIONMATRIX
There are three classes of attacks in the datages. Normal DAO DIS Version
confusion matrices are generated for each expetimdrch Attack Attack Attack
shows the actual and predicted class labels foh eatnple. | Normal 25015 0 0 0
To evaluate the pe_rf_ormance of the models, theioseBuch | pao Attack 0 214 32 0
as accuracy, precision, Recall, F-Score are alsmpated
[24] DIS Attack 0 21 57 0
. Version Attack 0 0 38 160
e True Positive (TP): TP represents the correct
classification of an attack packet as attack. TABLE VI RESULTSFROM CORUSIONMATRIX
. . . o
II':SeSifi(’:\laet?Oar:I\é)? I’IO(:-rTl:gl pa-.I;:Nketssglzcrl‘lf(I)errsnalthe correc n_Estimator Accuracy Precision Recall F-Score
) ) 10 0.996 0.99 1.00 1.00
e False Negative (FN): FN illustrates the wrong 2 0.996 0.99 Too 100
classification of an attack packet as normal. Wttes i i i i
value increases, it affects the confidentiality angd 30 0.996 0.99 1.00 1.00
availability which are very important security| 49 0.996 0.99 1.00 1.00
concerns.
50 0.996 0.99 1.00 1.00
e False Positive (FP): FP signifies the incorrect g 0.996 0.99 1.00 1.00
classification where the normal packet is clasgifees
attack 70 0.996 0.99 1.00 1.00
) 80 0.996 0.99 1.00 1.00
e Accuracy: It denotes the ratio between the sum ¢f
correctly classified samples as normal and attacthe | °° 0.996 0.99 1.00 1.00
total instances. The formula for computing Accuréy | 100 0.996 0.99 1.00 1.00

given in the Eqg.1
Accuracy= (TP+TN) / (TP+TN+FP+FN) (1)

e Recall (Sensitivity): Recall quantifies the numbafr

correct positive predictions made out of all cotrec

classifications that could have been made. Eq. thas
formula for calculating the sensitivity or recall.

Recall = (TP) / (TP+FN) (2)

Precision: It represents the total number of resdtt
are correctly classified as attack divided by aaltot
number of records classified as attack. The pregisi
can be calculated according to the Eq.3.

Precision = (TP) / (TP+FP)

3

As Table VI denotes, the Ada-IDS model, developgd b
using AdaBoost Ensemble model with DecisionTreesis
provides better results in terms of accuracy, preni recall
and f-score. The obtained confusion matrix is tame for all
observations, so that it gives the same accuramsgigion,
recall and fscore values. Since it doesn’t have any false
alarm-rate, it is suitable for anomaly detectiomeTAda-IDS
is implemented in the Border Router (6BR) to safgduthe
connected devices in the IoT network.

VI. CONCLUSION

The security attacks are inevitable in RPL basedriret
of Things as they have limited resources compacedther
networks. In this paper, an ensemble IDS named IB&is
developed using the AdaBoost ensemble model ands it

* F-Score: F-Score combines the properties of bothyeployed in the Border Router to protect the loTwoek from
precision and recall and it expresses them using &gersion Number Attack, DIS flooding Attack and DAO
single measure. The formula for computing the FF8CO  attack. According to the experiments, this Ada-IBSsemble

is given in Eq.4.

F-Score = 2*(Recall*Precision)/(Recall +Precision)

(4)

In this work, the CPU time for training the modetda
testing the model are also taken into account fache
experiment. The confusion matrix obtained for
experiment is almostthe same and it is given ibl@¥.

In Table V, the correctly classified samples in thsting
set are given blue color text, but the misclasdiamples are
denoted by using red font color. As it is showrthe table, all
normal events are identified correctly. There aexyvfew
misclassifications in other categories. Using thenfgsion
matrix and by applying the equations Eq. 1 to Eq.the
accuracy, precision, recall and fl-score values caleulated
and listed in Table VI.

model detected these three types of attacks witt6999
accuracy and with no false alarm rate. Hence, lit &gt as an
anomaly based Intrusion System. It is suitable ddr 0T
domains and it acts as a shield to protect the si\ddem
flooding of ICMPv6 messages, unnecessary versiodaigs

eachand bulk sending of the DAO message in the RPL chés®

network. Availability and reliability of the I0T mes for their
normal responsibilities are also ensured. To erdatiis
system further, more ICMPvV6 related attacks carnbkided
in the ‘icmpv6.csv’ dataset.
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Abstract — The Internet of Things (loT) and its rapid
advancements will lead to everything being connedein the near
future. The number of devices connected to the globaetwork is
increasing every day. loT security challenges arisas a result of
the large-scale incorporation of smart devices. Serqty issues on
the Internet of Things have been the most focusedrea of
research over the last decade. As IoT devices haves$ memory,
processing capacity, and power consumption, the tditional
security mechanisms are not suitable for loT. A secity
mechanism called an Intrusion Detection System (IDShas a
crucial role in protecting the I0oT nodes and networls. The
lightweight nature of I0T nodes should be considece while
designing IDS for the 10T. In this paper, the typesof IDS, the
major attacks on loT, the recent research, and contbutions to
IDS in loT networks are discussed, and an analyticaburvey is
given based on the study. Though it is a promisingrea for
research, IDS still needs further refinement to ensre high
security for 10T networks and devices. Hence, furtheresearch,
development, and lightweight mechanisms are requitke for IDS
to provide a higher level of security to the resowe-limited I0T
network.

Index Terms— Attack, 10T, Intrusion, IDS, RPL, Security.
1. INTRODUCTION

The Internet of Things (l0T) is a robustly evolvitgnd that
incorporates technical, scientific, social, and reouic
implications. It is essential to all facets of humbfe [1].
Healthcare, logistics, smart-cities, smart-homesnd a
agriculture are just a few of the applications fof. Due to
its resource-constrained characteristics, the leds to have
more vulnerability that can be easily exploited dvy attacker.
The number of connected unsecured 0T devices erglibbal
network is rapidly increasing [2]. Researchers anainly
focusing on various encryption and
mechanisms to ensure data confidentiality, autbatitin, and
privacy among users and things. Most of the loTicksshave

ISSN: 2395-0455
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been developed without considering the fundamesealrity
requirements [3].

The tools and techniques available for securing Itie are
inadequate because of the large number of inteexted
devices. Moreover, the security mechanisms based on
cryptography are mainly used to prevent externtacis such

as eavesdropping and message alternation. When the
cryptographic techniques hold the valid key and are
compromised by the attack, they cannot detect thieevable
nodes. Intruders can easily access the securigilsiétom the
compromised nodes and immediately launch sevetatnal
attacks. Hence, to offer an extra level of secutitythe 10T,

the Intrusion Detection System (IDS) acts as a [4pl

Anthea Mayzaud et al. [5] categorized the Routingtéol

for Low Power Lossy Networks (RPL) attacks into etiar
types: attacks targeting the topology, attacks a@twark

resources, and attacks targeting the network ¢raffittacks
on resources require more of the restricted deVies®urces
like processing requirements, power, and memontgcks on
topology induce isolation and sub-optimization iret
topology, and attacks on traffic create securigksifrom the
network's traffic. All these types of attacks hamegative
impacts on the RPL based IoT network. These attheke to
be detected and mitigated to ensure the securitgt@nts of
the IoT networks.

Intrusion Detection is an act of monitoring and $ibly
preventing the malicious activities of the intruslemtrusion
Detection System is a network security tool thahsists of
software or a combination of hardware and softwarprotect
the traditional networks. It can be used to mon#lbrsorts of

authenticationactivities in the network. If there is any attack unwanted

activity in the network, the IDS detects the intouns, alerts
the administrator, logs the attacks for forensidivitees,
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isolates the intruder, and also disconnects theection path the IDSs that are technologically advanced for tia€litional

of the intruder [6]. The functionalities of Intrasi Detection and wireless networks are not suitable for loT. &mse of
System are illustrated in Figure 1. these constraints, finding 10T nodes with highempating

capability to support IDS agents is very difficulto, there is a
need for modelling lightweight IDS to adapt to theT

constraints. The Figure 2 illustrates the typicainttalized
IDS for 10T networks.

As it is given in Figure 1, the IDS can monitor,agrse,
assess, track, alert and mitigate attacks in |dWorks. IDSs
are at a mature level in the traditional networ8mce IDS
consumes more memory, processing capability andgegne

System config, System Integrity

vulnerabilities S| File Integrity

anomalies Ana|yse
Attack patterns : o E
_ IDS Functionalities e
System Activity

L0 Monitor Nt

1 Mitigate

Figure 1 Functionalities of IDS

Forensic
Analysis

Alert
Administrator

Border

|

N/ .

% . /I =i ~@—- Router Firewall

e ~ /
v l'e 4
N 7’
~ ”
~ ”~

-

Figure 2 A Typical IDS for Internet of Things

Here, the smart gadgets are linked to the Intetmeiugh the 1.1. Objectives
gateway device called border router. As the FigWe
indicates, the IDS tool is implemented in the gatgwlevice.
It monitors all 10T network-related activities anathenever
an intrusion arises, the IDS will alert the admirasor. It also
logs the events for forensic analysis. = To analyse the need for IDS in securing the loTwoeks,

The major aim of this paper is to explore systecadiy the
IDSs that are available for protecting the 0T ratg. The
objectives are listed below.

ISSN: 2395-0455 ©EverScience Publications 39
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= To explore the different types of existing IDS foiT,

» To discuss the issues and challenges that dire¢tittoe
research,

= To provide an analytical survey of the reviewed $DS

This paper is structured as follows: The sectionlig&usses
the recent IDS research in the I0T; section 3 ewrplahe
different types of attacks in IoT environment; satt 4
describes the types of IDSs for 10T based on tteeguhent
strategy and technologies implemented; sectionrbnsarizes
the reviewed works as an analytical survey; sec@opoints
out some issues and challenges while implementieglDS
in 10T environment and finally conclusion is presh in
section 7.

2. LITERATURE REVIEW

The literature related to the security challengek® and the
IDS available for detecting malicious events/anthcks are
presented below.

2.1. loT and Security

In their article, Patel and Patel [7] discussed tledinition,
characteristics, technologies, architecture, angliegtions of
IoT and also highlighted research issues and ahgéle
regarding security, interoperability, data managetneand
energy issues in a nutshell. According to theiveyr security
and privacy issues are the most challenging taskheé |oT.
Among all the security issues, secure data comnatioic and
the quality of shared data are the predominantessio be
considered for research.

Adat and Gupta [8] conducted a thorough examinatibthe
evolution of the Internet of Things, related workT
statistics, 10T architecture, and security conceffifse authors
provided a set of layer-wise security challenged aecurity
requirements for the IoT architecture. They alsespnted a
classification of security issues and existing deé

network, and consuming more resources. The impadhe
attacks was claimed only by using some qualitameasures.
The results are not quantified.

Based on the IoT architecture and layers, Deogiriaad
Vidhate [11] classified all possible attacks rethte 10T into
physical layer-related attacks, network layer-edatttacks,
software-related attacks, and encryption-relatethcks. A
comparative analysis was also performed based an th
harmful effects of the attacks, possibilities foetettion,
vulnerability, and location of the attacks. The deyise
attacks and advantages and disadvantages of tlekatt
detection techniques were also discussed elabypregekurity
solutions are not considered in this paper.

Sfar et al. [12] offered an overview of the loT wwety
roadmap based on a systematic and cognitive approac
case study is also given to explain this approa¢hrious
research challenges are also classified based aessc
control, privacy, trust, and identification. The assified
elements were not explained in this paper.

2.2. IDS for Internet of Things

Hemdan and Manjaiah [13] described how loT and &8
useful in cybercrime investigation, as well as himause IDS
data to analyse criminal behaviour and make detsslmsed
on the findings. Here, the authors have explainely their
theoretical views and ideas.

Fu et al. [14] proposed an innovative idea for IDSing
Automata. The evaluation of this IDS was performad a
Raspberry Pi device with the help of an Android iteb
phone. This IDS successfully detected the jam-kitéalse-
attack, and replay-attack. This Intrusion Detectipstem
detected only these three types of attacks. Soroblgms
may also arise while running the system out of usses.

Raza et al. [15] offered Hybrid-IDS suitable foretHoT
environment to detect real-time sinkhole and salect

mechanisms for the loT environment. As per the pape forward attacks. It was named ‘SVELTE’. The authors

network security issues and attacks cause more giahoathe
IoT eco-system.

Tewari, and Gupta [9] provided an overview of trexigity
challenges associated with the 0T layered architec The
security issues in traditional networks and loTwaeks are
compared and discussed. Heterogeneous integrafiaross
layers and their associated challenges are aldgsathin this
paper, and some future directions are highlighfétbugh the
aim of the paper is to present the security andagsi issues
of the 10T, they have not been given much focuthia paper.

Sahay et al. [10] suggested an Attack Graph fontifléng
the susceptibilities of the rank of nodes. By neiating these
vulnerabilities, an intruder could invoke severattaeks,
compromising network traffic, optimizing and isadfag the

ISSN: 2395-0455
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attempted to improve performance in this study hjabcing
the costs associated with signature and anomalgebH3S. In
SVELTE, the border router processatensive IDS modules
by analysing the network data. The IoT devices are
accountable for transmitting the data to the bordeter and
alerting the router about the abnormal data they
receive.Periodic updating of the database is required deor

to make the IDS relevant to the current attackepag.

The above work was extended by Shreenivas et &l ¥
including an IDS module that uses a metric calleghedeted
Transmission Count (ETX) of RPL networks. They ssigd
the intruders’ activities in the 6LoWPAN network can be
prevented and the location of the attacker nodes ba
identified by monitoring the ETX metric. The truegitive
rate is increased in their work by combining thexEbased
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rank mechanism with the rank-only approaches. Stheee is
an additional ETX module in this work, it requiresore
storage and computational overhead.

Mbarek et al. [17)] presented an Enhanced Netwddi§ |
protocol for the Internet of Things (ENIDS) to dstehe
clone attack. This protocol was evaluated with

the

window technique with fuzzy c-means and one-clagd1S
This system was capable of quickly detecting thsaals.
The EXata Network Simulator was used to test th&tesy's
efficacy. Although it is capable of identifyingnd detecting
communication-destructive assaults, it might be aggled in
terms of recognising multiple attacks.

performance of SVELTE and outperformed in terms ofln a comparative study, Biswas [24] explained vasideature

detection probability and energy consumption. TBEMIDS is
limited to clone attacks, and in the normal scemait
consumes more energy.

loulianou et al. [18] offered a Hybrid IDS usinggsature-

based concepts for loT architecture. Using the Mars
Number modification and ‘hello-flood’ attacks, a Denial of

Service (DoS) attack was launched. The impact efattacks
was analyzed in terms of battery-power usage aachability

of nodes. The Intrusion Detection functionalitiee aot taken
into account in this research work.

All possible attacks in the loT environment areheitpassive
or active. Passive attacks simply monitor the syséetivities
and data traffic and eavesdrop to recover inforomatiThey
are less dangerous and cause less damage to ladesiend
networks. Active attacks are dissimilar to passttacks, and
these attacks cause damage to the loT infrasteidirectly
[19]. These attacks can circumvent smart devicestha [0T
ecosystem, resulting in the loss of valuable data.

Using the 10T reference model, Abdul-Ghani et &0][
conducted a thorough investigation on IoT attadRsysical,
protocol, data, and software attacks against loTwaorks
were characterised by the researchers. A detaiésdrigition
of all conceivable attacks in these areas is peakidThis
article does not go through the security solutiochssummary
of current research on security threats on IoT nets was
provided by Lu and Xu [21]. Based on |oT devicesyide
location, access level, data damage degree, nquicity, and
protocol, they created a taxonomy of cyber secuattgcks on
IoT networks. They also eloborated the four-layecusity
architecture for loT. The attacks on each layerd ahe
security solutions however, are not described jthle

Ramakrishna et al. [22] conducted an analyticaéss®ent on
various forms of loT threats and their security usioins.

Physical, side-channel, cryptanalysis, softwareetiasand
network-based attacks were all identified as loTcusigy

attacks in this study.This paper only looked aew fattacks
from each category, as well as available countesomes.

2.3. Machine Learning and Deep Learning based IDS

For the Wireless Sensor Networks (WSN) nodes witv |
resources, Qu et al. [23] proposed a lightweightzz¥
clustering-based Intrusion Detection System. Thesae data
collected at the base stations were used to maméheork
state. To build this system, the authors combirred dliding
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selection techniques and machine learning classififor
developing IDS. The classifiers used in this redeaare
Decision Tree (DT), K-Nearest Neighbor (KNN), Suppo
Vector Machine (SVM), Naive Bayes (NB), and Neural
Networks (NN). The Correlation-based Feature Siact
method (CFS), Information Gain Ratio (IGR), Minimum
Redundancy Maximum Relevance method, and Principal
Component Analysis (PCA) feature selection techesqwere
evaluated. The NSL-KDD dataset with 10,000 tupleth wiO
attributes was used for this analysis. Accordinghis study,
K-NN (K-Nearest Neighbor) and information gain cabased
feature selection (GIR) provided a better resulhe TNSL-
KDD is one of the very old datasets for intrusiatettion, so

it is not suitable for loT.

Using the AdaBoost ensemble approach, Moustafd. §2%]
created an IDS for detecting intrusions in 10T rmtwg. To
improve performance, ensemble models are created by
integrating numerous classifiers. Three classifiemamely
Artificial Neural Network (ANN), Naive Bayes (NB)and
Decision Tree (DT), are merged in an ensemble teclento
produce this model.The botnet was mostly identifiesing

this strategy against application layer protocadlss also
confined to the three protocols, and should be relgd to
include features from more IoT protocols.

Jan et al. [26] proposed a lightweight IDS basedaonSVM
classifier to detect attempts to inject unnecessatg into loT
networks. The packet arrival rate’s Poisson distribution was
used to differentiate the packets as benign omugiNe. A
subset of the CICID2017 dataset was selected, rabtpia
synchronized beget dataset from that subset, whiels
further utilized in this research. The packet afixate is the
only attribute considered in this experiment. lpports the
lightweight aspect of IDS, but only a single aftiti from a
huge dataset will not detect all possible attacks.

Eskandari et al. [27] suggested an anomaly-bas&ltddmed
Passban IDS for detecting intrusions at the edgel Ibased
on security attacks. Real-time network traffic wgghered to
detect the attacks, and the iForest ensemble ebnwas
used in this methodology. This Passban IDS detetttecport
scanning, brute force attacks, and SYN floodingcks. The
attacks during the training phasere not considered in this
research. The SYN Flood attacks in this work widhsume
more resources and will reduce the detection acyudd the
Passban IDS.
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Alkadi et al. [28] recommended distributed IDS gsiDeep
Blockchain technology and Bidirectional Long Shderm

Memory (BILSTM). This system detected the DoS, DDoS were

port scanning, and other attacks in UNSW-NB15 amd B
IoT datasets effectively. It is suitable for loT dartloud
architecture. For real-world implementation, it uggs
further fine-tuning. The UNSW-NB15 dataset used tlris
research was not specific to IoT.

Cheema et al. [29] introduced a Blockchain basef 1@ 10T
using Machine Learning Algorithms. The loT netwoik

divided into number of Autonomous Systems (AS). Thedatasets used

selected AS nodes are responsible for traffic nooimg in a
distributed manner. The SVM algorithm is appliedr fo
training the dataset. This system detects the Bstraad
routing attacks. Since the Blockchain module hasdigl
attackers’ associated details, it increases the computational
complexity for each transaction. The lightweightatfees
should be addressed before incorporating it info networks.

Parra et al. [30] suggested a distributed attackeatien
technique for the 10T using Deep Learning algorishusing a
cloud-based approach. It comprises two security raesms,
such as a Distributed Convolutional Neural Netw(CNN)
and a cloud-based temporal
(LSTM) model. The proposed mechanism detects piishi
attacks, DDoS attacks, and botnets. This method degact
the attack at both the node and the cloud levek métwork
layer-related attacks are not considered in thésarch.

Alsoufi et al. [31] investigated anomaly-based IDf®s the
lIoT using deep learning approaches. Different degeb and
journals having deep learning-based IDS were ifiedtiin

loT Security Market 2019 - 2025
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this study. The algorithms used for anomaly-badge§, Isuch

as supervised, unsupervised, and semi-superviggtithims,
reviewed. Although the authors aimed to review
anomaly attacks in the 10T, most of the datasektertdor the
study are not specific to the Internet of Things.

Kumar et al. [32] offered an ensemble distributBx Imodel

to safeguard the IoT network from different typdssecurity
attacks. The Gaussian Naive Bayes, KNN, RandomsEore
and XGBoost algorithms were applied to develop the
ensemble model. The UNSW-NB15 and DS20S were the
in this research to examine the IDS's
performance. The model is built for detecting dtsan loT
environments. But in the experimented datasets, 5B the
only dataset specific to the I0T. Though there isicm
ongoing research and development in the securitjo®fby
implementing Intrusion Detection Systems, it idl steeded to
enhance the security level further by using inniweatools
and techniques.

3. SECURITY ATTACKS IN 10T

The security related threats and vulnerabilitiag fiobustly as
the connected devices in l0T increase. The loT snareate
dynamic topology and the nodes perform their taskbout

¥1uman intervention, so that, handling the secuisgues in

loT becomes more complex. The privacy and security
challenges of 10T become more troublesome withlitinéed
resources. Moreover, the enormous growth and aatopf
0T devices in all aspects of human life indicdte hecessity

of considering these security threats before the

implementation of the countermeasures. The secumityket
from 2019 to 2025 is given in Figure 3.

2022f 2023f 2024f 2025f

Figure 3 10T Security Market (2019-2025) (Sourc&T AnalyticsResearch 2020)
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According to 10T Analytics Research 2020, the lodcigity
market size was $2,750 million in 2019, and it ssimmated to
be the same as $20,771 million in 2025. The in&easthe
compound annual growth rate (CAGR) is 40% from year
2019 to 2025. This emphasises the rapid growthecfisty
challenges in 10T and the importance of securing dievices
against various attacks. Intrusions or attacks oy metwork
can be caused in three ways:

= Attacks are targeted by external attackers aftenigg

access to any network, and then the systems explore

various malicious activities against the network.

= Internal attackers who have been granted a celdagl of
privilege but attempt to launch attacks using addél
unauthorised access.

= Authorized internal attackers misuse the privilegggen
to them.

3.1. External Attacks

External attacks are initiated from outside of tteéworks. By
acting as insiders, the external attackers injealiagious code
during data communication. The attackers accesssthart

devices of the IoT devices remotely and attempiousrtypes
of attacks against the 10T networks.

3.2. Internal Attacks

Internal attacks are initiated by the authorizedpbe of the
IoT network. They misuse their given privileges asll as

’ l Position

pretend that they have other privileges which they not be
granted. In this attack, the attacker tries to dhjand run
abnormal codes on the nodes without the user'semeas in
this attack. IDSs protect the 10T network and desim real-
time from external and internal security threatsl aitacks
[33].

4. TYPES OF IDS FOR 10T

Intrusion Detection Systems are used to discovausions,
attacks, and malicious activities in the 10T enmireent. IDSs
are networking security components that are wideded to
protect network environments from attacks and nalis
activities. They normally monitor the behaviour ofie
individual device or the network. Intrusion DetectiSystems
for the Internet of Things are classified into teategories:

= |DS types based on their positions
= |DS types based on their techniques

The classifications of IDS used in this review #dhestrated
using Figure 4.

The first category is based on where the Intrudimtection
System is located in the 10T network. The seconegmy of
classification is based on the techniques used for
implementing the IDS. Each type is explained inadet

- | Centralized ‘

Distributed |

| Techniques

~ Hybrid J
o ‘ Signature-Based |
i | Anomaly-Based ‘

i [ Specification-Based ‘

b | Hybrid l

Figure 4 Types of IDS for loT
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4.1. IDS Types Based on its Position in the Network

There are several types of IDSs, each of whichlassified
differently. The IDS can be installed on the bordeuter,
selected nodes, or every node in the loT networkhin loT
ecosystem. Intrusion detection systems are cladsifinto
three types based on this deployment strategyrildised
IDS, centralized IDS, and hybrid IDS.

4.1.1. Distributed IDS (Host-based IDS)

Each node in the loT network is responsible for itwimg
and detecting the attacks in this distributed dgplent
method. As a result, the intrusion detection systeinstalled
on nearly all nodes in the network. The attacksdatected in
a distributed manner by the IDSs [34].
constrained properties of the 0T should be exathiaed
optimised since the intrusion detection systemnigalled on
each node. To deal with this problem, a varietyapproaches
have been devised.

Oh et al. [35] devised a lightweight approach fderitifying
assaults by comparing packet payloads and attatferps.
Auxiliary shifting and early decision, according tthe
authors, are required to minimize the number of cimes
required to identify attacks. This attack detectgystem skips
a large volume of data that are not relevant faecteng the
attacks.

The authors claim it is a lightweight system siriceeduces
the memory requirements and computational
Sometimes, the reduction of memory for pattern imatgy
also degrades the detection accuracy of the system.

Lee et al. [36] suggested a lightweight distribut&fs for

costs,

information was analyzed to check whether thereewemy
attacks on the network. Malicious nodes and thetividies
were monitored and reported to the administrataiodhe 10T
objects. The authors did not consider low-capasitgtems in
their approach. Though the authors claim that gugable for
10T, it is only relevant for Wireless Sensor Netk®r(WSN)
and Mobile Ad-hoc Networks (MANET) as they implertexh
these networks only in the NS2 Simulator and gake t
simulated results.

Cervantes et al. [38] proposed a distributed soiuthamed
"Intrusion Detection of Sinkhole Assaults on 6LoW®Aor
InterneT of Things (INTI)" that monitors, detectsnd
mitigates the attacks by merging the concepts o$ttand

The resourcestatus with watchdogs. Different types of nodeschswas

associated, leader, and member nodes, were usectdte a
hierarchical structure. A change in the networkclsuas
network reconfiguration or the occurrence of amackt might
cause the node to change its role. After then, eacle keeps
track of a superior node's incoming and departiraffic.

When a node detects an attack, it notifies theratloees, and
the attacker node is isolated. The effectivenestheftool in
low capacity nodes is not deliberated by the asth8ince the
distributed IDSs have a hierarchy among themselVés,type
of IDS can be termed as Hierarchical Intrusion De&bts

System.

By deploying the open-source Snort tool on the Resy Pi
device, Sforzin and Conti [39] developed a distréioliIDS
Stermed RpiDS. The Raspberry Pi is considered thee co
commodity for this system. It was implemented irsraart
home. The performance of the Raspberry Pi is eteduas a
host of the snort tool. Though this RpiDS is capalof

detecting Denial of Service (DoS) attacks in 6LowNPA hosting Snort, due to its constrained nature, itegy hard to

networks. In this approach, the malicious node dentified
using the battery power consumption of an 10T devithe
authors considered only a single node as the pdeanmetheir
research work.

In distributed IDS settings, some nodes also have
additional responsibility to monitor their neighlbewand such
nodes are called watchdogs.

Mehmood et al.
Naive Bayesian algorithm for detecting
distributed Denial of Service (DDoS) attacks in Itdyered
architecture. In this work, the multi-agents alongh Naive
Bayesian algorithm were implemented in selected deVices
throughout the network. The agents were classifiedystem
monitoring, communicating, collector, and actuatments.
The distributed multi-agents in this approach shéhe
responsibility of intrusion detection and reduce thorkload
of the individual nodes. The agent nodes could cominate
with other agents too, whenever required. The asthused
sensors to gather the information, and
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the probableenter the IoT environment through the border rquésternal
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monitor and manage the attacks in a

implementation.
4.1.2. Centralized IDS (Network IDS)

In this strategy, intrusion detection systems astailled on a
routeror a dedicated server.
centralized edge node, i.e., border router, whighnects the
0T network to the Internet, implementing centratizIDS in
IoT is very simple. Because data packets from thtside

attackers may be quickly recognised by the cestdlilDS.
Hence, when the intrusion detection system is geglan the
border router, it can easily monitor, analyze, ardp the
malicious data packets when it detects any attaCkatrarily,
internal attack detection is difficult in this appch since it
necessitates thorough monitoring and analysis lofné&rnal
nodes connected to the border router.

Midi et al. [40] developed a centralized Intrusi@retection
System for an ToT environment called “Knowledge-driven
Adaptable Lightweight Intrusion Detection System (KALIS)”.

44
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It can be deployed as a standalone tool on anyieadjzed
external device or in a centralised installatioftisg like a
router. KALIS acquires knowledge about the charsties
of network entities on its own and uses it to dyicaily
create a set of detection algorithms. In compacedtandard
intrusion detection systems, KALIS excelled in itng
DoS, routing, and conventional attacks, accordiog the
authors. This system is not tied to any particgestocol or
architecture. Though the KALIS
traditional IDS in terms of performance,
memory to deploy than the traditional IDS.

it reqgsirenore

Wani and Revathi [41] recommended an innovative Li3$hg
Software Defined Networking (SDN). It is programrebso

it makes the network flexible. Here, a centralizedtroller is
moved to develop a global control system. The awtho
implemented their work in Mininet2.0. They achieve@%
accuracy in their result. In this research, the harg
considered only the flooding attack. The NSL-KDDiakt is
used in this research, which is a very old dataset it is not
specific to Internet of Things related attacks. Ex@eriment
and methodology are not explained in detail.

4.1.3. Hybrid IDS

By analysing the pros and cons of the centralized a
distributed placement strategies, the hybrid plaagnstrategy
is developed. In this hybrid IDS, the strengths ldth
strategies are included and the drawbacks are @adlu

Using the hybrid strategy, Amaral et al. [42] prepd a
hybrid intrusion detection system. In this workles¢ed nodes
act as watchdogs (Distributed IDS) to detect iritnus caused
by eavesdropping on their neighbours. According the
defined security rules, the watchdogs determinethédrethere
is any attack on the network. Each watchdog hasffarent
rule-set based on the behaviour of the componemtsheé
network. According to the security rule-sets in trentralized
IDS, the patterns are identified from the monitoredssages.
Thus, a hybrid approach is used in this work. Tleilility
of using a different set of rules is the main adage of this
system. The rule-set has to be updated very ofteorder to
make the system up-to-date for new attacks. Dynaattack
detection is not possible in this IDS as it has sqredefined
set of rules..

Thanigaivelan et al. [43] developed a hybrid attaiektection
system for internal anomalous activities. It wasedisto
monitor and evaluate their neighbors within a owoe-h
distance and to report them to their parents onhenv it
detected an anomaly. When an intrusion is detectbd,
monitoring node is isolated, and data packets aeadded in
the link layer to avoid unnecessary network ovedheBhe
system also included a fingerprinting function thetowed
the border router to detect network changes andtéothe
source of the threats. The router and other node® \given
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different tasks and they were coordinated. Thistesysis
capable of detecting and banning flooding attadedective
forwarding attacks, and clone attacks. This sysienguite
complex to handle, and it mainly focuses on limitgdes of

attacks only.
4.2. IDS Types Based on its Techniques

There are many algorithms for detecting intrusioasd

system outperformsimproving the performance of the IDS. These algong and

techniqgues can be applied in various stages ofusian
detection. Based on the techniques and methodsmgited
along with it, the IDSs are grouped into four typsignature-
based, anomaly-based, specification-based, anddhyb6s.

4.2.1. Signature-Based IDS

This kind of intrusion detection system is alsonted as a
"Misuse-based IDS". All possible known attack patteare
stored in the IDS database. These IDSs analysgeherated
information and find out whether there is any matagth the
known attack. This type of IDS is very effective aatst
known attacks. It needs a periodic update becalse t
efficiency of this system depends on attack sigmstu
available in the database [44]. Although it giveBigher true-
positive rate, it is incapable of detecting new temais of
attacks.

Kumar et al. [45] proposed a unified IDS (UIDS) for
detecting DoS attacks, probe attacks, generic kattaand
exploit attacks. The decision tree algorithm islegpto the
UNSW-NB15 dataset. Various forms of rule sets agéned

in order to develop the system. This signature-dhakaS
detects the attacks more effectively than the exjstesearch
work. It needs further refinement to detect nevacks. The
dataset used in this research is not specific . Ild is
difficult to detect unknown attacks using this apgurh.

4.2.2. Anomaly-Based IDS

This kind of IDS can classify the behavior of thestem as
abnormal or anomalous. This categorization is basedules
or heuristics rather than patterns or signaturést,Rhe IDS
should be trained to understand the normal behasfothe
system. If there is any activity that violates thermal
behavior, then the IDS can identify it as an attatkis type
of IDS detects unknown attacks effectively. Howevér
considers everything an intrusion, which means itleviating
from the normal behavior. Therefore, anomaly-based
intrusion detection systems normally have highetsefa
positive rates than other types of IDSs [46]. Imejal, to
train the normal behavior of the systems, machieriing
algorithms can be used. But implementing machirzeniag
for the resource-constrained loT nodes is a chgifen
research issue. The lightweight aspects should dosidered
in such cases.
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Ulla and Mahmoud [47] proposed an anomaly detectiordefined. The UVa/Padova simulator was used to etmtlze

system for loT networks using deep learning.
Convolutional Neural Network algorithm was the baake
of this research. The proposed IDS model was eteduasing
loT-related IDS datasets such as BoT-loT, loT-DSed,-23,
and MQTT-10T-IDS2020. This multiclass model
various attacks like DoS, DDoS, flooding attacksS Scan,
Port Scan, Mirai, etc. efficiently in terms of acacy and
other metrics. Multiple IDS datasets were combimedthis
research for the purpose of developing the modak deep
learning approach and the multiple data sourcesgimreqnore
training time and computational costs.

4.2.3. Specification-Based IDS

This kind of intrusion detection system is alsolel"Rule-
based IDS". These IDSs contain a
thresholds associated with the rule-set. Theses ralle defined
by the experts regarding the normal and abnornialites of
the nodes and protocols in the networks. Like anprbased
IDS, these IDSs also detect attacks whenever thera
deviation from the specified thresholds and rulds.
specification-based IDS, the rules and thresholds s&t by
the human experts, but in anomaly-based IDS, trstery
should be trained. This is the difference betwedeas¢ two
types of IDSs. Since there is human involvementthase
IDSs, they have a lower false-positive rate comgédre the
anomaly-based IDSs [48]. The specification-base&dlare
not flexible and error-prone due to the manuallyfirgel
specifications. Periodic upgrading of the rules émesholds
is essential to make the system relevant for ctumerds.

Astillo et al. [49] recommended a specificationdxhsystem
to detect the malicious acts of an implanted Aciifi
Pancreas System (APS) which maintains the bloodoge
level of the human body. In this research, the sgcu
challenges and associated risks related to patients’ health and
safety were studied. The behavior-rules of the AR&e

rule-set and sommerits of such

Thefunctionalities of APS. SVM and kNN are the classg used

in this research to validate the proposed modele Th
recommended system monitors the components of th8 A
continuously, and abnormal glucose levels are iiedtwith

detectsbetter accuracy. Since it is related to human lifetter

refinements should be required. The behavior-rudésthe
APS have to be updated in order to include new symg
that lead to abnormalities in blood glucose levels.

4.2.4. Hybrid IDS

Hybrid IDSs are developed by combining one or mafr¢he
aforementioned types of IDSs. These IDSs are eskedul to
optimize the performance by minimizing the drawlaend
maximizing the advantages of these IDSs. By merding
IDSs, the detection accuracy and the
performance of the hybrid IDS are enhanced.

By using the Map Reduce approach and the unsupgervis
Optimum-Path Forest (OPF) algorithm, Bostani et [&D]
developed a hybrid IDS with anomaly and specifmatiIDS.
Based on their experimental results, the authofendethat
their IDS performed well by reducing false-posiivand
increasing true-positives. This hybrid system istadle for
detecting sinkhole and selective forwarding atta@ksloT
networks. This system has its own limitations irsupervised
learning and the Map-Reduce approach. The raw matkets
from the simulated Wireless Sensor Networks (WSKg a
used in this research. Hence, the dataset useldisrraésearch
is not specific to the Internet of Things.

5. ANALYTICAL SURVEY OF IDS FOR 10T

The Table 1 shows the summary of the reviewedditee.
Here, IDS research work, the type of IDS it belortgs
techniques used in the IDS, advantages, and tleanes gaps
of these IDSs are briefly given.

Research IDS Type Techniques/Tools Attack DetectionRequired Refinements
Fu et al. [14] Centralized Automata jam-attack false{ State-space problem
attack replay-attack
Raza et al. [15] Hybrid SVELTE Sink-hole attacks Additional Control
overhead due to 6Mapper
module
Shreenivas et al. [16] Hybrid Extension to SVELTIETX and Rank attackk Maximum 8 nodes only
using ETX metric, the used.
geographical detection
algorithm
Mbarek et al. [17] Centralized ENIDS protocol Clone attacks Consumes more energy
in normal scenario
loulianou et al. [18] Hybrid Cooja Simulator,DoS IDS functionalities are
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Pattern Matching not considered
Algorithm
Qu et al. [23] Hybrid Sliding window Anomalous events Refinements required far
Protocaol, One-Class$ and routing attacks | diversity of attacks
SVM, Fuzzy C-Means
Moustafa et al. [25] Centralized AdaBoost ensemnbBotnet attacks Limited to three IlofT
method application layer]
protocols
Jan et al. [26] Centralized SVM classifier DDoS attacks Single attribute only used
Eskandari et al. [27] Centralized Passban IDS,afor | Port Scanning, Brute Not considered the

force, flooding attack| attacks in the training
phase, flooding attac
reduces the detection rate

Alkadi et al. [28] Distributed Blockchain, DoS, DDoS, Porf Need further refinement
Bidirectional Long| Scanning, OS Scapfor real-time
Short-Term  Memory| etc. implementation
(BIiLSTM)
Cheema et al. [29] Distributed Blockchain,  SpectrRouting attacks and Real-world conditiong
Partitioning Botnet should be addressed
Parra et al.[30] Distributed Deep Learning Phishing, DDoS, More training time
Botnet
Kumar et al. [32] Distributed Ensemble Backdoor, Real-time deployment
Reconnaissance, DoSrequires lightweight
mechanisms  for 10T
nodes
Oh et al. [35] Distributed auxiliary shifting, Conventional attacks Single device only

L. using signatures
early decision g si9

Lee et al. [36] Distributed Energy  consumptipiRouting attacks, DoS| Single device only
models
Mehmood et al. [37] Distributed Naive Baye®DoS Attack Low capacity systems are
Algorithm, Multi-agent not considered
Cervantes et al. [38] Hierarchical { INTI Sinkhole attacks Low capacity systems are
Distributed not considered
Sforzin and Conti [39] Distributed Snort tool Comvienal Attacks| Single Node is
considered
Midi et al. [40] Centralized KALIS DoS, Routing attks | Complex functionalities
Wani and Revathi [41] Centralized Software-Defined Flooding attacks Only flooding attack is
Networking (SDN) considered
Amaral et al. [42] Hybrid Watchdogs Routing attaddesed| Requires optimization in
on a different set of | enforcing and storing
rules new security rules
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Thanigaivelan et al. [43]| Anomaly- Network fingerprinting | Clone, Flooding, Complex to handle
based, Hybrid selective forward
Kumar et al, [45] Centralized | Decision Tree Exploit, DoS, Probe| Requires refinement fol
Specification- Generic detecting new attacks.
based IDS
Ulla and Mahmoud [47] | Anomaly- Convolutional Neurall Dos, DDoS, Mirai,| Training takes more time
based Networks Flooding, Port Scan
Astillo et al. [49] Centralized UVa/Padova simulator] Abnormal blood Human life  related
Specification- | SVM, KNN glucose level Periodic update required
based
Bostani et al. [50] Hybrid Optimum-Path  Forasbinkhole, wormhole| Simultaneous  different
(OPF), Map Reduce selective forward types of attacks reduce
Algorithm attack the performance

Table 1 Intrusion Detection Systems for 0T

According to this review, when machine learningoaihms
are deployed, the performance and efficiency ofittrision
detection systems will be better and the hybrid 1Bl

provide better accuracy, which reduces false passtiand
improves the true positives.

6. RESEARCH DIRECTIONS BASED ON THE REVIEW

The IoT has evolved from the traditional networkharecture.
Hence, it also incorporates all the vulnerabiliteasd threats
associated with traditional networks. As |oT is ©geoted to
the global network, all the security issues that d¢in the
Internet also propagate to the IoT environment. fdllewing

are the reasons for various security-related issnethe 10T
environment:

= The devices in IoT networks are resource-constdgine
they have less memory, processing power, and limite

energy.

* Voluminous l0T devices from heterogeneous sourges a

linked to the Internet, which tends to make the ndre
vulnerable.

= |oT devices use different technologies and platirm

Hence, providing interoperability among such devite a
challenging issue.

These issues make the loT vulnerable and causeuseri

damage like data breaches and tampering of 10T sadfi¢he
nodes are compromised, then the security risk sk to a
higher level. Cryptography is one of the technisgused to
secure data. Here, secure keys are the core elsmBnt,
when the attacker compromises the internal nodegetathe
security keys, preventing the network from attadksnot
possible. In such a scenario, IDSs are a boon foviging
security to the IoT networks. Therefore, it is edse to have
an intrusion detection system to monitor the loTwoek and
detect the attacker and compromised 0T devices.

IDSs have been used in traditional network andrimédion
systems for more than two decades. The usage ofalaSits
implementation in loT compared to traditional netks is
still in the initial stage. Moreover, current ID®lgtions for
the IoT are not sufficient. The research gaps feplaying
intrusion detection systems in 10T networks aresgibelow:

= The intrusion detection systems used in traditional
networks are heavyweights, which mean they will het
suitable for resource-constrained IoT networks. The
lightweight aspects in terms of processing, memaunygl
battery power consumption should be considered for
developing IDS for the IoT.

= |n traditional network, once the connection is bkshed,
there will be an end-to-end data transmission. Buthe
IoT network, the data packets traverse multi-hapsfthe
sender to the receiver. Hence it is more vulnerablee
connectivity and link stability issues of the loetwork
should be kept in mind when designing IDS for I0T.

The loT uses advanced protocols and technologyhaeae
their own vulnerabilities in the networks. So, theS
developed for traditional networks are not applieah the
IoT environment.

= The sensors generate voluminous data. The security
aspects of such data and managing such voluminates d
also lead to research challenges.

The above facts summarize the issues and challenfes
implementing IDS while deploying them in I0T netlsr

7. CONCLUSION

One of the most important security tools deployed i
traditional networks is the IDS. While implementitige IDS
in an loT environment, the characteristics of tb€ kEhould be
considered. The deployment of IDS in the loT haktaof
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emerging scope and challenges for research. Inptyper, the
security issues in the 0T, the need for IDS in hiE, and the
different types of IDS for the 10T are reviewed. Analytical
survey based on the review is also given. The amalklearly

shows that they did not reach a consensus,

implythreg

additional research and development for IDS in f&fworks

is still

required. The intrusion detection systenadso

necessitate periodic refinement to keep the systsuitsble
for current needs. Hence, it provides a wider scfmpeloT
security researchers.
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